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Cuctema koHTpond n ynpasnenusa goctynom PERCo-Web

1. BBepeHue

HacTtosiwee «PykoBoactBo agmuHuctpatopa CKY[, PERCo-Web» (oanee — pykogodcmeo)
npegHasHavyeHO AN  O3HaKOMMEeHUs C  (PyHKUMOHANbHbIMU  BO3MOXHOCTSIMM, OCHOBHbIMU
TEXHUYECKMMMN XapaKTepucTukamu, NpuUHUMNOM paboTbl U OCOBEHHOCTAMU HACTPOWKU CUCTEMBbI
KOHTpOMS 1 ynpaBneHus goctynom (ganee — cucmemsl) PERCo-Web.

PykoBoACTBO nNpeAHasHayeHo AN agMUHUCTPATOPOB CUCTEMbl, a Takke [ONS CUCTEMHbIX
a[IMMHUCTPATOPOB KOMMbIOTEPHbIX CETEN U COTPYAHUKOB Cryx6 (noapasgeneHuin) no nogaepikke
NporpaMMHOro ¥ annapaTHoro obecneyeHus.

B pykoBOOCTBO BKIHOYEHO ONMCAHME TEPMUHOB, UCNOMNb3YeMbIX NPY ONUCaHUN CUCTEMBI, NPUBEAEH
nepevyeHb obopynoBaHMSA, NOAOEPXKMBAEMOro CUCTEMOW, ykasdaHbl TpebosaHus k MK u cetu
Ethernet, ncnonb3yembix Npy NOCTPOEHUUN CUCTEMBI.

PykoBogCcTBO 4OMKHO MCMNOMb30BaTbCA COBMECTHO C PYKOBOACTBaMM Nonb3oBaTens Ha mogynum N0
cuctembl PERCo-Web.

lpumeyaHue:

OkcnnyaTaumoHHas OOKyMeHTauus Ha obopyaoBaHue " no CUCTEMBI
PERCo-Web pnoctynHa B 3M€KTPOHHOM Buae Ha camTte komnaHum PERCo, no apgpecy:
www.perco.ru, B pasgene MNMoaaepxka> [lokymeHTauus.

MpuHATLIE COKpaLleHus:
APM — aBTOMaTU3npoBaHHOE paboyee MEecTo;
ATl — aBTOTpPaAHCNOPTHAsA NPoOxXoaHas;
Bl — 6a3a AaHHbIX;
BBY — BHellHee BepudmumnpytoLLee yCTPOMUCTBO;
NCO — nHTerpmpoBaHHas cuctema oxpaHbi;
NY — ncnonHuTenbLHoe YCTPOUCTBO;
KM — KOHTPONbLHO-NPONYCKHOW MYHKT;
MAay — nynbT GUCTaHUMOHHOIO YNpaBreHus;
MK — nepcoHanbHbIN KOMMbIOTEP, HOYTOYK;
MO — nporpammHoe obecnedeHue;
PK[ — pexum KOHTPOns JOCTyna;
CKY[l — cuctema KOHTPONSA U ynpaBneHnsa JOCTYMNOM;
CYB[ — cnctema ynpaBnenuns 6aszamum gaHHbIX;
TPJ1 — TepMnHan pacnosHaBaHus nuu;
YPB — y4yeT pabo4yero BpeMeHu;
Ol — aneKkTpoHHasa NpPoxoaHasi.

BHumaHue!

B namatb koHTponnepoB PERCo-CL15, PERCo-CR11, PERCo-CT/L14, PERCo-CT13
BCTpoeHa cneuuanbHaa Bepcua 1O PERCo-Web, otnnyawowascs OT 0Obl4HOM
OrpaHNYEHNEM HEKOTOPbIX TEXHUYECKUX XapaKTepUCTMK U BO3MOXHOCTEN (CM. pasgen
«OCHOBHbIe _TexHu4Yeckue xapakrepuctukmy). Moagynm [0, npegHasHayeHHble
ans BctpoeHHon Bepcun PERCo-Web, B cBoeM HasBaHuu cogepxaT nutepy E
(«embedded»): PERCo-WBE, PERCo-WSE, PERCo-WME01, PERCo-WME02, PERCo-
WMEO5.
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PykoBoacTBO agMUHMCTpaTopa

2.

HasHauyeHue

Cucrtema KOHTpons u ynpasneHmsa goctynom PERCo-Web (nanee — cucmema) npegHasHadeHa
ANS MPUMEHEHUS Ha MPOMbILLUNEHHbIX NPeanpuUATUaX, B yYpexaeHusx, 6aHkax, busHec-LeHTpax,
B OpraHmsaumsix MeauumHcKon, obpasoBaTenbHOM M Apyrux cdep aesrtenbHocTn. Cuctema
NMo3BONISIET peLlaTh criegyoume 3agaym:

1. ABTOMaTusaums KOHTPONA W ynpasrieHUe OOCTYNnoOM Ha Tepputopuio npeanpuAatnd, B TOM
vyucne:

3awmTa OT HeCaHKLUMOHMPOBAHHOIO MPOHWKHOBEHUSA MOCTOPOHHUX UL, Ha TeppuTOpUIO
npegnpuaTus;

pasrpaHu4eHne npas JOCTyNa COTPYAHUKOB U MOceTUTeNen B NOMeLLEeHUs NpeanpusaTus;
cosgaHme APM coTpygHUKOB Criy6bl KOHTPOMbHO-NPOMYCKHOIrO pexuma A5is npoBeaeHns
npoueaypbl Bepudukauum npoxoga COTPYAHWKOB W noceTutenen, B TOM 4ucne
C BO3MOXHOCTbIO MCMONb30BaHUA Buaeokamep 1 GoMeTpnyecknx TEXHOMOIMNA.

2. osbiweHne acpdekTUBHOCTN paboTbl NPeanpuATUs, B TOM Yuche:

ABTOMAaTU3MPOBAHHbIN y4eT paboyero BpeMeHU COTPYAHUKOB;
aBTOMAaTU3MPOBAHHLIN KOHTPOSb HApYLUEHWUIA TPYAOBOW ANCUMNIIVHGI;

opraHmsaums APM pasnuyHOW HanpaBneHHOCTM ANs CAyX0 KOHTPOMbHO-MPOMNYCKHOro
pexuma, nepcoHana, 6iopo nponyckos, byxrantepuu.
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3.

OcHoBHbIe ocobeHHocTU cuctembl PERCo-Web

O6meH paHHbiMu mexay APM, B[ u obopygoBaHMEM CUCTEMbI OCYLLECTBASAETCH MO CeTu
Ethernet. 3T0 nNo3BonseT Npy pasBepTbiBaHUM CUCTEMbI UCNONb30BaTh YXKE CYLLEeCTBYHOLLYIO
IT-MHOpacTpyKTYpy NpeanpuaTus.

Cepsep cuctemsl, cepsep bl n Bce Heobxoammoe ansa pabotsl cuctemsbl MO ycTaHaBnuBaeTcs
Ha ogHom [1K, nogkntoyeHHOM K ceTn Ethernet. YctaHoBka gononHutensbHoro MO Ha APM
onepaTtopoB cucteMbl He Tpebyetca. [locTyn ocyllecTBnsieTCs ygareHHo, 4epes
Web-nHTtepdenc cepeepa cuctTeMsbI.

Hannyne noCTOSIHHOW CBA3M KOHTPOSNIEPOB CUCTEMbI C CcepBepoM He TpebyeTcs.
B sHeproHesaBucMMyl0 NamMaTb KaKAOro KOHTpOMnepa nepenalwTcs BCe npasa AocTyna
BrnagenbueB KapT. TaM e COXPaHSITCA perucTpMpyemMble KOHTPOMNEepoOM COObITUS.
Mpv BOCCTAHOBMEHNM CBA3M C CEPBEPOM CUCTEMbI CODbITUA NepeHocsiTcs B BL, cuctembl.

YcTponcTtea cMCcTeMbl NOAAEPXKMBAIOT BO3MOXHOCTb 0O6HOBNEHNS BCTpoeHHoro MO (npomnsku)
no cetun Ethernet.

Cuctema nerko macutabupyeTcs, TO eCTb BO3MOXHO yBenuyeHne Ymucna koHtponnepos (KIMIM)
n APM C nx nHTerpaumen B yxxe CyLLLEeCTBYIOLLYIHO CUCTEMY.

Mpwn opraHm3auun gononHutTensHbix APM goctatodHo 4o6aBuTb B CMCTEMY HOBOIO ornepaTtopa
M BblAaTb €My MOSIHOMOYMSA Ha AOCTYN K COOTBETCTBYKOLMM pasgenam v nogpasgenam MO
CUCTEMBI.

MO cuctembl noseonseT rmMbko HacTpauBaTb MonHomouns onepatopoB APM. lNonHomoumns
BblalOTCA onepaTopaM He3aBMCMMO Ha pasgenbl U nogpasgensl MO, obopyaosaHue,
nomeLleHus, nogpasgenexusa n 1.4. MNMpu atom APM cBsa3aHo He ¢ KoHKkpeTHbIM [1K, a ¢ ydeTHom
3anucblo oneparopa.

Cuctema noppepxvBaetr OuomeTpudeckme TexHonormi. buomeTpuyeckne KoOHTponnepsl
PERCo cHabxeHbl ckaHepamu oTnevyaTkoB NarnbLeB, NOMMMO 3TOrM0 B CUCTEME pearim3oBaHa
WHTErpawums co CTOPOHHMMM NPON3BOAUTENAMMU:

— obopygoBaHne npousBoacTBa “Suprema” ¢ nogaoepXKKoW CKaHMPOBaHUA OTNeYaTKoB
nanbLeB 1 pacno3HaBaHUsA No nuuy;

— obopygoBaHne npousBoactBa “ZKTeco” ¢ nogOoepXKOW CKaHMpOBaHMS OTnedaTkoB
nanbLeB, pacrno3HaBaHMs MO NuUUy U uaeHTUUKaUMM no nagoHu (BknwodvaeT B cebs
pacnos3HaBaHue no opme, OTneyvaTKy 1 PUCYHKY BEH NTAOOHN);

— obopygoBaHue nponssoacTea “BioSmart” ¢ nogaoepXkon pacnosHaBaHUs no nuuy.

CkaHupoBaHNe 6MOMETPUYECKUX AaHHbIX NPY HEOGXOAMMOCTU AOMNOMHSAET CTaHAAPTHbIN MeTos
BepudmKaLmMn No kapTam AOCTyrna M NO3BOMSET YBENUYUTL HAAEXKHOCTb CUCTEMbI KOHTPONS
W ynpaBneHuss [[OCTYNOM Ha TeppuTopuM Npeanpusitus npu  nNpoxode  COTPYAHUKOB
n nocetutenei, obecneyrBas npefoTBpaLleHre criyd4aeB Npoxoaa no Yyxor kapTe AocTyna.

Cuctema, Kpome cTaHaapTOB 6eCKOHTAKTHbIX KapT EMM v HID, Takke nogaepxvBaeT cTaHaapT
Mifare. KapTbl gaHHOro Tvna MNOfy4yMnM camoe LUMPOKOE pacnpoCTpaHeHWe No BCEMY MUpY
1 NO3BONAT OPraHN3oBaTb KOHTPOSb AOCTYNa U 3aWwunTy NepCoHanbHbIX AaHHbIX, 3aMMCaHHbIX
Ha KapTy, Ha CaMOM BbICOKOM YPOBHE.

B cucteme npegycmoTpeHa BO3MOXHOCTb MCNONb30BaHuWs TexHonormm NFC (TexHonorus
GecnpoBoaHOM Nepegaydn AaHHbIX Manoro paguyca encTeus) ons aMynsaumm 6€CKOHTaKTHbIX
KapT — Npoxog, U AOCTYN OCyLUEeCTBNAETCA Npu nomoLn cmaptdoHa ¢ TexHonornen NFC.

Cuctema noggepxvBaeT uWHTerpaumio c obopyaoBaHMeM CTOPOHHUX Mpou3BoAUTENENn

(gocTtynHo nocne npuobpeTeHnsa NULEH3MI Ha cooTBeTCTRYOLWME Mogynu MO):

— Buageokamepbl TRASSIR npoussoactea OO0 «JCCJl-lNepebiiiy;

— YCTPONCTBA OXpaHHO-NOXapHon curHanusaumm npomssoactea 3AO HBIM «bonud»

— BMAeOKamepbl,  NOAKMYeHHble K cepBepam  Axxon  Next  npou3BoacTBa
OOO «Au Tu Bu epynn».

B cucreme npegycMOTpeH pexum MyrnbTucepBepa Ans obbeauvHeHus reorpadmyecku
yAaneHHbIX OOBLEKTOB B eOWHYI CUCTEMY W MOBbILEHUS OTKa30yCTOMYMBOCTM B CETSX
¢ 6OMbLUMM KONMYECTBOM KOHTPOSINIEPOB.
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4. CocrtaBwu npunHUUnbI pa60Tb| CUCTemMbl

CocTtaB cucrtemsl npencrtaBrieH Ha cxeMe:

Cepsep cuctembl =

PERCo-Web

APM «AgmMmunHucTparop»

APM «Cnyx06a
KOHTPOIbHO-NPOMYCKHOrO
pexuma»

APM «Btopo nponycko»

APM «Byxrantepusa»
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nnu
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|P-Bngeokamepbl
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IP-engeocepeepbl  Bugeokamepsol

CtpykTtypHasa cxema cuctembl PERCo-Web
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OCHOBHbI€ 3/1IeMEeHTbl CUCTEMbI:

CepBep cucrembl

Ha MK cepsepa cuctembl yctaHaBnmeaetcs 1O cuctembl, cocTosiLee U3 cepBepa, Buaeocepsepa,
B cuctembl n gpyroro BcnomoraternsHoro 0. B B[l cuctembl kKaxxgaoMy COTPYAHUKY U MOCETUTENIO
CTaBUTCHA B COOTBETCTBME MpPONycK-uaeHTudukatop (beckoHTakTHas KapTa AOCTyna, LTPUXKOA,
Gpenok unu cmaptdoH ¢ gyHkunen NFC), ¢ yHuMKanbHbIM HOMEPOM U / unu GuomeTpuyeckas
nHpopmauma (oTnedaTkM nanbues, WabnoH nagoHu, wabnoH nuua). KoHdurypupoBaHue
W ynpaBneHue cucteMom ocyulectensaeTcs Yepes Web-uHtepdenc cepsepa cUCTeMBbI.

Krn

KM obopyaytoTcss  KOHTpomnnepamu, cyYuTbiBaTensiMM  KapT gocTyna, 6GuomeTpuyeckumm
yctponctBamu, WY (TypHukeTamu, wnarbaymamu, 3amkamu, Kanutkamu v T.4.) WU ApYrum
aononHuTensHbiM obopygosaHmem (MY, curHanusaumen, ycTtpocTBamm aBapuMHOrO OTKPbITUS
npoxopa (FireAlarm), kapTonpueMHukamu, |IP-eugeokamepamu 1 1.4.). Bee KN cBA3aHbl mexay
cobown un c MK cepBepa cuctembl no cetn Ethernet.

Bo3moxHbI crnegyrowmne BapmaHTtbl ynpasnenua NY Ha KIrT:

1. Onepatopom KIIM B py4yHOM pexnme ¢ nomolubto MNAY.

2. Onepatopom KIIM ot MK 3agaHMeM onst HanpaeBneHun MY ogHOro n3 pexmmoB KOHTPOMS
goctyna (PKL): «Omkpeimoy, «3akpbimo», « KoHmMposby. ATO NO3BONSET NPy HEOBXOANMOCTH
obecneynTb CBOOOAHLIV MPOXOA B AaHHOM HanpasfeHUU UMW MOMHOCTbIO ero nepekpblTb.
[na npoxoga no kapTam gocTtyna (WTpuxkogam, oTneyaTkaMm nanbues, wabnoHam nagoHu,
wabnoHam nuua) ncnonbsyetca PKL «KoHmporib».

3. AsTomaTuyecknm koHTponnepom KIIIM npu npoxoge nNO KapTam AocTyna (WTpuxkogam,
oTneyaTkam nanbues, wabnoHam nagoHu, wabnoHam nuua). MNpu aTOM B HanpaBneHwuu
npoxoga gosmkeH obiTb yctaHoBneH PKL «KoHmposib». Mpn npoxoge yepes KM coTpyaHuk

(nocetuTens):
e B CNnyyae naeHTUdmKauum no kapTe JOCTyna — NpeabsBNseT KapTy CYUTbIBATEN!O;
e B Crnyvyae uAEHTUMUKALUMM MO LWTPUXKOAY — MNPEeabsiBNseT LWTPUXKOL YCTPOWCTBY

C NOAOEPXKKOW CKaHepa WTpUxKoaa;
e B Cryyae vaeHTUMKauumn no otnevaTkam nanbLeB — NPOXoAUT Npouedypy CKaHMpPOBaHMUS
OoTneYyaTKoB NanbLeEB;
e B Cfyvae ngeHTudukauum no kapTe OCTyNa U oTnedaTtkam nanbues — npegbaBnaeT KapTy
cUYnTbIBaTENO N NPOXOAMT NPOLEAYPY CKAHUPOBAHUS OTNEeYaTKOB NarnbLeEB;
e B Cnyyae uvaeHTUMKaLMM MO NMagoHW — MNPOXOOUT Mpouenypy CKaHMPOBaHUSA NadoHM
(naeHTMduMKaLMa nNo nagoHW BkNOYaeT B cebsa pacnos3HaBaHue Mo dopme, oTnedartky
N PUCYHKY BEH NafoHW);
e B cryvyae ngeHTudukaumm no kapte goctyna v NMNH-kogy — npeobaBndaeT kapTy goctyna
n Habupaet MNMNH-kog Ha knaBuaType;
e B Clflyyae uaeHTudgukaumm no otneyatkam nansuesB u MNMAH-kogy — npoxoant npoueaypy
CKaHMPOBaHUA OTneyvaTKoB nanbueB U HabupaeT MNNH-koa Ha knaBnaTtype;
e npu Hanuyum Ha Kl TepmnHana pacno3HaBaHusa nuua:
— B Cryyae ungeHTudmkaumm no nuuy — pacrno3HaBaHue nuua npoucxoauT aBTOMaTUYeCcKu
npu npoxone;
— B Cny4vae vaeHTudmkauum no nuuy 1 Kapte — nocrne aBToMaTUYecKoro pacno3HaBaHUs
nvua npegbsaBnseT KapTy CYUTbIBATEN!O;
— B Ccnydae naeHtudumkaumm no nuuy unu kapTe — B Cnyyae Heydayum pacrnosHaBaHusa nuua
npeabaBNaeT KapTy AOCTyNa;
—  Ansa naeHtudpukaumm no nuuy m NUH-kogy — nocne aBToMaTUYECKOro pacrno3HaBaHUA
nvua Habupaet NNH-koa Ha knasmatype TPJT;

— Ana uvaeHTudukaumm no nudy, kapte un [MMH-kogy — nocne aBTOMaTMYECKOro
pacrno3HaBaHua nNuua NpeabsBnsieT KapTy goctyna u Habupaet NWH-kog Ha knaBuaType
TPII.

Ha ocHOBaHUKW aHanusa nony4YeHHoOW NOeHTUUKALUMOHHON MHOPMaLMK, a TakKe BblOaHHbIX ee
BnagenbLy npae SOCTyNa KOHTPOMNMep NpMHMMaeT peLleHne Ha paspeLleHme unu 3anpeT npoxoaa,
nogaesasi CcooTBeTCTBYHOLWY kKomaHay WY. Kaxgbii dhakT nonyvyeHus wnaeHTugukaumoHHOM
nHopmaumm cdukcupyetca B B[l ¢ ykasaHnmem ee Buga, Mecta M BPEMEHU ee MOoMNyveHus,
YTO MO3BOMSET CUCTEME OTCIEXMBATb MECTOHAXOXAeHune, Bpems npebbiBaHNa U nepemeLleHns
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COTpyAHuKa (MoceTuTens) No TEpPPUTOPUMN 1 NMOMELLIEHUAM NPEANPUATHUSI.

Ycunutb KOHTPOMb AOCTyna Ha Tepputopuio nNpeanpuatna  npuv  npoxoae  COTPYAHWKOB
M noceTuTenen no Kaptam AdocTyna no3sonsieT nposedeHue onepatopom KM npouenypbl
Bepudumkaumn. KMmeetca BO3IMOXHOCTb MCMONb30OBaHUA Mpyu  Bepudmkaumn |IP-suoeokamep
(IP-BnoeocepBepoB C Buaeokamepamu), MOAKMYEHHbIX K cucteme, ans atoro B coctas [10
CUCTEMbl BXOOUT BUAEOCEPBEP.

APM

APM opraHuaytoTca Ha yaaneHHbix K, nogkntoveHHbIX K cepBepy cuctembl. OpraHnsaums APM
B CMCTEME NPOU3BOAUTCA Bblgaden MOMHOMOYMIA onepaTopaMm Ha [OCTyn K pasgenam
n nogpasgenam MO cuctembl. MNMpn Bxoge B CUCTEMY MNOL CBOEW YYETHOW 3anucbio onepaTopy
AOCTYMNHbI TOMbKO Te pasaernbl, Ha KoTopble eMy AaHbl noriHoMouns. Ha yaaneHHbix MK Bo3aMoxHa
opraHusauus cnegytowmx APM:

o «AOMuHuUcmpamop» (pasgen «AGMUHUCTPUPOBAHUEY);

e «Omoen nepcoHana» (pasgen «MepcoHan», onucaHne cM. B Pykogodcmeax rosib3oeamerisi
Ha mogynu MO);

o «Cnyxba KOHMPOIbHO-NIPOIMYCKHO20 pexuma» (pasgenbl: «KoHTponb poctynar», «3aka3s
nponycka», «Bepudukaumsa», « MOHUTOPUHI», onvcaHue pasgenoB cM. B Pykogodcmeax
ronb3oeamerisg Ha mogynu MO);

e «bropo nponyckos» (paspen «bropo nponyckoB», onucaHue cMm. B Pykosodcmeax
rnonb3o8amersis Ha mogynu MO);

o «byxzanmepusi»  (pasgen «YyeT pabo4yero BpemMeHu», oOnucaHue  pasgena
cM. B Pykogodcmee rionb3o8amerisi Ha mogyrnb [0 PERCo-WMO01, PERCo-WMEO01).
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5.

NoanepxuBaeMoe oGopyaoBaHue

lpumeyaHus:

SkcnnyaTtaunoHHasa AOKyMeHTaums Ha obopyaoBaHMe CUCTEMbI OOCTYMNHA B SNEKTPOHHOM
BMae Ha cavte komnaHum PERCo, no agpecy: www.perco.ru, B pasgene Mopaepxkka>
> [lokymeHTauus.

Kpome ykasaHHoro Hwke obopynoBaHus B cucteme PERCo-Web Takke nogoepxmBaetcs
paboTa paHee CHATbLIX C Mpou3BoacTBa KoHTponnepoe PERCo: CL05, CL05.x, CT/L04,
CT03, CRO1, CL201.x, cunTtbiBaTenen IR0S5, IR08, MR08, xonBepTepoB AC-02, AC-02.1.

5.1. KoHTponnepsbl ynpaBrieHUs1 ABepPbMU

Ons

ynpasneHus ABepbMUY ncnonb3yTcs KOHTponnepsl 3amMka COBMECTHO

C ANEeKTPOMEXaHUYECKUMU UMN  SNEKTPOMarHUTHeIMU  3aMkaMu. MoryT Mcnonb3oBaTbCA 3aMKu
(3awenkn) nponssoacTea komnaHun PERCo unu ctopoHHero npounssoautend. Komnanna PERCo
Npov3BOAUT cregytone Mogenu KOHTPOsepoB ynpaBnieHnsa ABEPbMN:
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CT/L14.1. lo3BonseT opraHM3oBaTb YeTblpe ABYXCTOPOHHME WM OAHOCTOPOHHUE TOYKM
npoxoaa, Npu 3TOM K KOHTponnepy no nHrepgency RS-485 nogkntoyaetcs 40 8-Mun BbIHOCHbIX
cumtbiBatenen. MoxeT obecneunTb MOMHOUEHHYID paboTy wn3a u3 3amkoB. WMmeet
BO3MOXXHOCTb MOAKIMOYEHNST CKaHepa WTpUXKoga no nHrtepgency USB.

B koHTponnepe CT/L14, kpome TOro, BO BHyTPEHHEN NaMsATK 3arpyXeHa crneuuvarnbHas Bepcusi
MO PERCo-Web. Takum obpasom, B opraHM3yemon Ha 6ase faHHOro KOHTposinepa cucreme
CKY[l HeT HeobxoaMMOCTH MMETbL cepBep Ha oTaenbHom MK,

CT/L04.2. To3BongeT opraHu3oBaTb [Be [OBYXCTOPOHHME TOYKM NPOXOA4a WU YeTbipe
OLHOCTOPOHHME TOYKM NpoxoAa, ynpaBnsisi COOTBETCTBEHHO ABYMSA UMW YeTbipbMS 3amMKaMu,
npy 9TOM K KOHTponnepy no uHTepdency RS-485 nogknioyaetca OO0 8-MU BbIHOCHbIX
cuuThbiBaTENEN.

Buomempu4eckuii koHmpousiniep CL15.1. No3sonseT opraHn3oBaTb OA4HY OAHOCTOPOHHIOH
TOYKy NpoxoAa, O4HO HanpasneHe ABYXCTOPOHHEN TOYKM npoxoAa (Npy UCNonb30BaHUN ABYX
KOHTpPONMEepoB AaHHOW MOAEnu) WM OAHO HamnpaBneHwe npoxoda Ang  Lwnwsa
(Npw ncnonb3oBaHUM YeTbipeX KOHTPOMMEepoB AaHHOW Moaenu). MmeeT CBeTOOUOAHYHO
RGB-nHgukauuio pexxmmoB paboTbl, BCTPOEHHLIN CKaHep oTrnevyaTtka nanbua M BCTPOEHHbIN
cuutbiBaTens oopmatoB HID, EM-Marin v Mifare, koTopbinn no3sonseT pabotatb B TOM Yucne
¢ 6aHkoBCKMMU kapTamn PayPass n cmaptdoHamm ¢ TexHonornen NFC.

B 6uomempuyeckom koHmporsnepe CL15, kpome TOro, BO BHyTPEHHEN NaMsT 3arpyxeHa
cneumanbHasa Bepcus MO PERCo-Web, onsa opranmsaunn CKY[ HeT HeobxoanmMoCTu UMETb
cepsep Ha otaenbHom [K.

CL15.3. lNo3BonsieT opraHn3oBaTb OAHY OJHOCTOPOHHIOK TOYKY MPOXoaa, OAHO HanpaBrieHne
OBYXCTOPOHHEN TOYKM NpoxoAa (Npu MCNonb30BaHUM ABYX KOHTPOMNSEpPOB AaHHOW MOAENWN) UMK
O HO HanpasreHue npoxoga Ans wo3a (Npu UCNosib30BaHUN YeTblPeX KOHTPOMEPOB AaHHON
mogenu). ImeeT BCTPOEHHbIN cuuTbiBaTenb ¢opmatoB HID, EM-Marin n cBeTOANOOHYIO
RGB-mHaukaumio pexxmmoB paboThbl.

CL15.7. lNo3BonsieT opraHnM3oBaTb OAHY OQHOCTOPOHHIOK TOYKY MPOXoaa, OAHO HanpaBreHue
OBYXCTOPOHHEWN TOYKM nNpoxoa (Npu NCnonb3oBaHMM ABYX KOHTPOMNNEPOoB 4aHHOM Mogenn) nnm
OAHO HanpaeneHue nNpoxoda Ans wrio3a (Npy NCNnosib3oBaHNN YETbIPEX KOHTPOJIIIEPOB AaHHOM
moaenmn). Mimeet ceetoauogHytd RGB-vHOMKaUMIO pPEXMMOB U BCTPOEHHBLIA CUMTbIBATENb
dopmaTta Mifare, KOTOpbI NO3BONAET paboTaTb B TOM Yncne ¢ 6aHKOBCKMMU kapTamn PayPass
n cmapTdoHamm ¢ TexHonornen NFC.

CL211.3. NoaknoyaeTcs B Ka4eCcTBe KOHTpOrnepa BTOPOro YpoBHs K KoHTponnepam CT/L14,
CT/L04.2 vinn BCTpoeHHOMY KoHTponnepy 3 CT13, CT03.2 no wuHTepdency RS-485
M nossongdeT opraHuzoBaTb oauH KI1IM ¢ KoHTponem npoxodoB B OOHOM HanpaBneHuu.
KoHTponnep cHaGxeH BCTPOEHHbIM cuMTbIBATENEM KapT goctyna dopmara HID, EM-Marin
n RGB-ceeTognogHbiM nHankatopom. OAHOBPEMEHHO K KOHTPOSSEPY NEPBOrO YPOBHS MOXET
ObITb NOAKNIOYEHO A0 8 KOHTPOSNEPOB BTOPOro YPOBHS.


http://www.perco.ru/support/dokumentaciya/
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e CL211.9. MNogknioyaeTcsa B Ka4eCTBE KOHTpOSiepa BTOPOro YPOBHSA K KOHTponnepam CT/L14,
CT/L04.2 vinn BCcTpoeHHoMY KoHTponnepy 3 CT13, CT03.2 no wuHTepdency RS-485
n nossonset opraHusosaTb oauH KI ¢ KOHTpONeM NpPOXOAOB B OOHOM HamnpaBiEHWUW.
KoHTponnep cHabxeH BCTPOEHHbIM cyuTbiBaTENEM KapT goctyna cdopmarta HID, EM-Marin,
Mifare n RGB-cBeTogmogHbiM nHgmkaTopoM. MNMogaepxmeaeT paboTy ¢ 6aHKOBCKMMU KapTamu
PayPass v cmaptdoHamm ¢ NFC. OqHOBPEMEHHO K KOHTPOSepy NepBoro ypoBHSA MOXET BbITb
NOAKMYEHO A0 8 KOHTPOSEPOB BTOPOrO YPOBHS.

llpumeyaHue:

MogknoveHne KOHTPOSINEPOB BTOPOro YpoOBHA npousBoautca 4depe3 Web-uHTepdenc
KOHTPONSIEpOB NEPBOro YPOBHS

5.2. KoHTponnepsbl ynpaBneHnss TYPHUKETOM

Ona ynpaBneHuss TypHUKETaMM WCMONb3YIOTCH KOHTPOSMEpbl TypHUKETAa COBMECTHO C OOHUM
TYPHUKETOM WM KanuTKOW Npou3BoacTBa komnaHum PERCO wnv CTOPOHHEro npous3BOAUTENS.
KomnaHnns PERCo npov3BoanT cnegyowmne Mogenu KOHTPoiepoB ynpaBneHnst TYPHUKETOM:

o CT/L14.1. TlosBonsieT opraHu3oBaTb [OBE [OBYXCTOPOHHME TO4YKM npoxoga. [lpy atom
K KOHTponnepy no umHtepdency RS-485 nogkno4valoTCd BCTPOEHHblE cuUTbIBaTENM 060MX
TYPHUKETOB, CKaHep LUTPUXKOAA, AOMOSTHUTENBHO YCTaHaBNMBAEMbI€ BbIHOCHbIE CHUTbLIBATENN
nnun NY (3amkmn). MoxeT obecneumTb NOMHOLEHHY0 paboTy Wwno3a N3 TYpHUKETOB.

B koHTponnepe CT/L14, Kpome TOro, BO BHyTPEHHEN NAaMATK 3arpy>KeHa cneumanbHas Bepcust
MO PERCo-Web. Takum o6pa3om, B opraHmdyemMon Ha 6a3e 4aHHOro KOHTponsepa cucteme
CKY[] HeT HeobxooMMOCTN UMETL cepBep Ha oTaenbHoMm [K.

o CT/L04.2. TlossonseT opraHu3oBaTb OLHY [OBYXCTOPOHHIOW TO4YKy npoxoga. [lpyu atom
K KOHTponnepy no nHtepdency RS-485 nogknio4atoTcs BCTPOEHHbIE CYMTbIBATENN TypHUKETA,
AOMNOMHUTENbHO YCTaHaBMBaeMble BbIHOCHbIE cHuUTbIBaTenu unm 1Y (3amkm).

e CT03.2. BcTpoeHHble KoHTponnepbl B coctaBe 31, nossonsawT opraHuzoBatb ogHo KIM
C KOHTPOMEM NPOXOAOB B ABYX HarnpaBneHusx.

e Buomempuyeckuli konmposnnep CL15.1. [No3BonsaeT opraHn3oBaTb OAHY OLHOCTOPOHHIOK
TOYKY Npoxoga, 04HO HanpasreHue ABYXCTOPOHHEN TOYKM npoxoda (Npw UCMOoNb30BaHUN ABYX
KOHTPONMEepoB [JaHHOW MOAEenu) WunvM OAHO HarnpasneHve npoxoda Ana  wnwsa
(Npw ncnonb3oBaHUM YeTbipeX KOHTPOMMepoB AaHHOW Moaenu). VMmeeT CBeTOAUOAHYHO
RGB-nHOgukauuio pexmMmoB paboTbl, BCTPOEHHLIN CKaHep oTrnevaTtka nanbuba M BCTPOEHHbIN
cuutbiBaTens oopmatoB HID, EM-Marin v Mifare, koTopbin no3sonseT pabotatb B TOM Yucne
¢ 6aHkoBCKkMMU KapTamn PayPass n cmaptdoHamm ¢ TexHonornen NFC.

B 6uomempuyeckom koHmponnepe CL15, kpome TOro, BO BHYTPEHHEN NaMSATU 3arpyxeHa
cneunanbHasg Bepcus 10 PERCo-Web, ons opraHusaumm CKY[ HeT HeobxoanmocTn nmeTb
cepsep Ha otaenbHom [K.

e CL15.3. No3BonseT opraHn3oBaTb OAHY OAHOCTOPOHHIOK TOYKY NPOXoda, O4HO HanpasrieHne
OBYXCTOPOHHEN TOYKM npoxoda (Mpy MCMoSib30BaHUW ABYX KOHTPOMMEpOB LaHHOW Moaenu)
UNn OOQHO HanpasrieHne npoxoga Ans wni3a (MpyM UCNonb30BaHUM YeTbipeX KOHTPOSNepoB
JaHHon wmopgenn). WmeeT BCTpOeHHbIM cuuTbiBaTenb opmatoB HID, EM-Marin
n ceetoamoaHyto RGB-uHaukaumo pexxmumos paboTbl.

e CL15.7. No3songeT opraHn3oBaTb O4HY OAHOCTOPOHHIOK TOYKY NPOXo4a, 04HO HanpasneHune
OBYXCTOPOHHEN TOYKM npoxoda (Npu UCMonb3oBaHUW OBYX KOHTPOSNEPOB AAHHOW MoOenw)
UM OOHO HanpaeneHue npoxoda Ans Lwro3a (Npy UCNoNb30BaHMM YEThIPEX KOHTPOIIEPOB
AaHHon wmopgenn). Wmeet cBetoamogHyto RGB-nHaoukaumio pexmmMoB M BCTPOEHHbIN
cunTbiBaTENb hopmarta Mifare, KOTOpbI No3BonseT paboTatb B TOM yucne ¢ GaHKOBCKMMMU
kapTamun PayPass n cmaptdoHamum ¢ TexHonormnen NFC.

e CT13. KoHTponnep BCTPOEH B 3NEKTPOHHbIE NpoxoaHble KT02.9B, KT02.9Q.
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5.3. KoHTponnepbl peructpauum

KoHTponnepbl peructpaumm PERCo npegHasHayeHbl [Ofs oOpraHvMsaumMm TepMuHana ydveta
paboyero BpeMeHM W KOHTPONA TPyaoBOW AUCUMNNUHBL. He nogaepXuBalT BO3MOXHOCTb
yrnpasnenus NY.

e Bbuomempuyeckuli mepmuHan y4yema pabovezo epemeHu CR11. CHabxeH BCTPOEHHbIMN
CKaHepoM OTnevaTkoB NanbLeB M cuuTbiBaTenem kapt goctyna dopmatos HID, EM-Marin
n Mifare, koTopbin no3BonsieT paboTatb B TOM uucrne ¢ O6aHkoBCkMMM kapTammu PayPass
n cmapTtoHamm ¢ TexHonornen NFC, a tawkke useTHbiM YKKW (gucnneem) ¢ TavycKpuMHOM
n ¢ gnaroHanoto 4,8°. MimeeT BO3MOXHOCTbL NpocMoTpa GanaHca paboyero BpeMeHn u BBoga
onpaBaatesibHbIX AOKYMEHTOB.

e CRO01.2 LICON. CHabxeH AByMsi BCTPOEHHbIMU cYMTbIBaTENAMU KapT AocTtyna gpopmata HID,
EM-Marin n KK ¢ pnaroHanbto 2,8”.

e CRO01.9 LICON. CHabxeH AByMsi BCTPOEHHbIMU CYMTbIBaTENAMMU KapT AocTtyna dpopmara HID,
EM-Marin v Mifare, koTopble No3BonsT pabotaTb B TOM 4ucrie ¢ BaHKOBCKMMM KapTamu
PayPass n cmaptdoHamu ¢ TexHonornen NFC, n XKKW ¢ gnaroHansto 2,8”.

5.4. TepMmuHanbl pacno3HaBaHUA nNuy,

TepMuHan pacnosHaBaHWUsi NuL, NpefHasHa4YeH AN OpraHu3auuMm OAHOW OOHOCTOPOHHEN TOYKM
npoxoda Wy ogHOro HanpaBleHUst ABYXCTOPOHHEN TOYKM npoxoAa. MiMeeT BCTPOEHHbIE KaMepbl
1 AaT4nkun ons pacnosHaBaHus nuu, KK aucnneii. B 3aBucMocT oT Mogeny MoxeT ObiTb CHabXeH
BCTPOEHHbIM CYMTbIBATENEM KapT AOCTyrna 1 BUpTyarbHOM KnasuaTtypoi ans Habopa MNNH-koaa.

B cucteme PERCo-Web npegycMmoTpeHa nonHasa nHrerpauusa cnegytowmx tunos TPJI:

o [lpousBoactBa “ZKTeco” TepmuHanel FaceDepot-7A, FaceDepot-7B, ProFaceX,
SpeedFace-V5L-TD (c nupomeTtpom), ProFaceX[TI] n SpeedFace-V5L[TI] (C TennoBu3opom),

e lMpoussoactea “Suprema” TepmuHanbl Facelight, FaceStation 2, FaceStation F2,
BioStation 3;

o [MpounsBopcTBa “BioSmart’: tepmuHan Quasar (c nogaepxkon BioSmart Thermoscan F).
i BHumaHue!

= PekomeHngyetca B cucteme PERCo-Web vcnonb3oBate TPJ1 npounssoactesa “Suprema”
TONMbKO OAHOWM MOAENM, TaK Kak Yy pasHbIX MoAenen TEPMUHANOB MUCMNOMb3YHTCA pasHble
anroputmbl pacnosHaBaHusa nuy. B cnyyae 3ameHbl TepMuHanoB Suprema ogHoro tuna
Apyrm notpebyeTcs 3aHOBO co3naTh 6a3y AaHHbIX pacno3HaBaHWUS NnL,.

TPJT aBRSOTCA MNOMNHOUEHHBbIMW KOHTpoOSnepamMn C OOHUM BbIXOAOM ANd ynpasneHus WY.
Mpn HEOBXOAMMOCTM NX MOXHO UCMONb30BaTh AN COBMECTHON paboTtbl ¢ 3 nnu KOHTPONNepom
PERCo. [ins atoro penerHbin Bbixod TPJ1 nogknoyaeTca Ha ynpaBnsioWmMin BXo4, KOHTponnepa
PERCo napannensHo NAY, npn 3aTtoMm KoHdurypauusa sbixoga TPJ1 gormkHa ObiTb HOpManbHO
Pa30MKHYTOMN.

Mpn npoxoge 4yepe3 31 No pacnosHaBaHWO NMua B XypHane cobbiTuin cuctembl Oyadet
reHepupoBaTtbCcs cobbiTne «f1poxod no udeHmugpukamopy (nuyo)» ot TPJ1. Ona koppekTHon
paboTbl yyeTa paboyero BpemeHun Heobxoammo B napameTtpax TPJ1 3agate nopTsepxaarowimn
koHTponnep PERCo. B Ttakom crnyyae oT koHTponnepa PERCo 6Gyget oxupatbca cobbiTve
«lpoxod no komaHde om [Y», nocne 4ero B XypHan CobbITUA CUCTEMbI 3anuieTcss cobbiTue
npoxoaa, B NPOTUBHOM criyyae — cobbiTne «Omka3 om ripoxodax.

Ecnn B pabote TPJ1 curHan PASS ot 3l mncnonb3oBatbcsa He OyaeT, To B HacTpounkax TP
HeobOXxoOAMMO  akTMBMpoBaTb napameTp «Peaucmpayuss rnpoxoda Mo  rpedbserieHuro
udeHmugukamopa». COOTBETCTBEHHO, B 3TOM Criydae cobbITUsi OTKasa OT npoxogda yepes 3l
no pacno3HaBaHuio nuua popmmpoBaTtbcs He ByayT.

B cucrteme, umetoweint B ceoem coctase TPJl, ans koppekTHom paboTbl rnobanbHOoro aHTmnacca
Heobxoanmo u3 obLLern cxeMbl MapLIpyTOB nepeasmxeHns nckniounts NY, ynpasnsemsie TP,
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5.5. UcnonHuTtenbHble YCTPOUCTBA

3amMku
e 3neKTpomexaHuyeckue 3amku cepui PERCo-LB, LBP;
o 3NIEKTPOMEXaHMYECKME U INEKTPOMArHUTHbIE 3aMKM CTOPOHHUX MPOM3BOUTENEN.

TypHUKeTbI
e TypHuKeTbI-Tpunoabl cepuin PERCo-T n TTR,
e TymboBble TypHUKeThI cepuii PERCo-TTD, TB v TBC,;
e pOTOpPHble TypHUKeTbl cepun PERCo-RTD,;
e TYPHUKETbI-CKOPOCTHbIE Npoxoabl cepun PERCo-ST,
e TYPHUKETbI CTOPOHHUX NPOU3BOAUTENEN.
Kanutku
e 3reKTpoMexaHnyeckune noryasTomaTnyeckue kanutkm cepum PERCo-WHD;
e 3NIeKTpoMexaHMYyeckne aBTomaTudeckne kanutkm cepun PERCo-WMD;
e KanuTKu CTOPOHHMX NpoussBoauTenen.
LWWnar6aymbl
e aBTOMaTU4eckue wnarbaymbel cepun PERCo-GS;
e wnarbaymbl CTOPOHHUX NPOM3BOANTENEN.

5.6. CuunTtbiBaTenu

MoryT 6biTb MCNONb30BaHbI cuMTbLIBaTENU KapT dopmarta HID, EM-Marin wnn Mifare. BHewHune
cunTbiBaTENM  MNOAKMIOYAKOTCA K KOHTpOnsepaMm CuUCTeMbl MO uHTepdency RS-485.
[ns nogkntoyeHus cuntoiBaTenen ¢ nurepdencom Wiegand-26, -32, -34, -37, -40, -42, -48, -50, -56,
-58, -64, -66 HeobxoaMmo ucnorb3oBaTb KOHBepPTEp UHTepdenca PERCo-AC-02.2.

B kauecTBe BHELUHUX CYMTbLIBATENEN KapT AOCTYNa MOryT MCNOSfb30BaTbCA:
e cuuTbiBaTenn PERCo cepuin IR n MR,;
e cTonka-cuntbiBaTens PERCo-IRPO1.

B kauectBe KOHTponbHbIX (nogkntoyatoTca k USB-pasbemy [1K) mcnonb3yloTcs cuuTbiBaTENM
PERCo cepun:

e [IR15 onga kapT gocTyna.
o |IR18 ons kapT gOCTyna u oTnevyaTkoB NanbLEB.

5.7. DNeKTpPOHHbIe NPOXOAHbIe

Ol npeacrtaensieT cobon roToBbI KOMMMEKT obopyaoBaHus ons opraHmaaumm KMl ¢ KoHTponem
NpoOXodoB B [ABYX HanpasneHusx, To ecTb WY, cuuTbiBaTENM KapT AOCTyNa WM BCTPOEHHbIN
koHTponnep. B 3 moryT GbITb yCTaHOBNEHbLI cuMTbIBaTENM ANnA kapT dopmata HID, EM-Marin
unun Mifare, a Takke ckaHepbl OTNEYaTKOB NanbLEB U CKaHepbl WTpMxkoda. [OoCTynHbl criegyrowme
Cepun aneKTPOHHbIX NpoxoaHbix PERCo:

o KTO02, KT08 — cepus 3l Ha 6a3e TypHUKETA-TPMNOAA;

e KTO05 — cepus 3l Ha 6a3e Tym60BOro TypHUKETa-TPMNOAA;

o KTCO1 - cepusa 3l Ha 6asze TyMOOBOIro TypHUKETA-TPUMNOLA CO BCTPOEHHBIM KAapPTONPUEMHUKOM;
e KRO05 — 3l Ha 6a3e poTOPHOro TypHUKeTa.
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5.8. YcTpoucTtBa ynpasrneHus

H7, H6/4 — npoBogHble NynbTbl gucTtaHumoHHoro ynpasnenuna (MAY) npounssoactesa PERCo,
npegHasHadeHbl 4nst aBTOHOMHoro ynpasneHunsa NY. C nomoubto MNAY MoxHO pa3bnokmpoBaTb
(oTkpbITE) WY pOnsa ogHokpaTHOro npoxoAda, YCTaHOBUTb pexum cBoboAHOro npoxoaa
unu 3abnokmpoBatb (3akpbitb) WNY. Tawke [MAY cHabxeH cBeTOOMOOHON W  3BYKOBOW
nHgukaumen. NAOY exogut B komnnekT noctaekn MY npomssogctea komnaHum PERCo.

Ycmpoticmeo PY (pagvoynpaBneHus) — npeaHasHa4yeHo aAnsg aBTOHOMHOro ynpasnexusa UNY.
KomnnekT coctomT M3 npvemMHuka, nogkntodaemoro k MUY, n nepegartynkos B Buae Gpenokos
C ganbHocTbio gencteua o 40 m. Onepatop C nomollbko ycTponctea PY moxeT nogatb
KoMaHay pas3bnokupoBkM UNY Onsi oOgHOKPaTHOro NMPOXOAa, YCTaHOBUTb PEXWM CBOOOAHOro
npoxoaa unu 3abnokuposaTtb LY.

PERCo-AU01 — VK-nynbT 1Y NnpeaHasHaveH ang guctaHunoHHoro ynpasnenus Y. Onepatop
c nomoublo UK-nynbTa MOXeET U3MEHATb YCTAHOBMNEHHbIM ANA HanpaeneHus npoxogda PKL
unu nogaTtb KomaHay pasbnokvposku WY Ons ogHOKpaTHOro npoxoda B 3TOM HanpasfieHUW.
NK-nynbT MoxeT ncnonb3oBaTbes ¢ KoOHTpornepom PERCo-CT/L14.1, CT/L14 wnv CT/L04.2.
Ona npuema VIK-curbana ot nyneta 1Y Heo6xoanMo yCTaHOBUTb 1 NOAKMIOYUTL K KOHTpONepy
no nHtepdericy RS-485 BoiHocHOM 6ok nHankaumm ¢ UK-npnemHmkom PERCo-AI01.

KHonka Y «Bbixo0» — npefHasHaveHa ans pyyHoro ynpaenexus Y npu opranmsaumm KM
C KOHTpONeM NpoxogoB B OQHOM HanpasrieHun (Hanpumep, Ansi OTKPbITUSA ABEPU NPU BbIXo4e
n3 nomeweHunsa). MoxeT uncnonb3oBaTbCa Ntobas KHoMka HeduKkeupyroweroca Tuna
C HOpMaribHO Pa3oMKHYTBIMU «CyXUMMU» KOHTaKTaMm.

5.9. KoHTtponnepbl AOCTyna CO CKaHepaMu oTne4vYaTKoB nanbueB

B uensx pacwupeHusa yHKUMOHanbHbIX BO3MOXHOCTeN cuctembl PERCo-Web no nopnepxke
GuomeTpuyecknx TexHonormn B obwy cuctemy CKY[, mMoryT BCTpavBaTbCsl creaylolime
KOHTPOSIepbl CO CKaHepamMu oTreYaTKoB NarnbLeB:

1.
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KoHTponnepbl goctyna Suprema

BioEntry Plus (nnatcopma BioStar2) - OuomeTpuyeckuin KOHTpomnfep AgocTyna
C BO3MOXHOCTbIO NogkntoveHus no cetn Ethernet n npotokony TCP/IP.

BioEntry W2 — 6GuoMeTpuYecKUii KOHTpoONnep AoCTyna B MNPOYHOM  MeTanfnyeckom
nbirie- n BNaro3almMTHOM Kopryce C BO3MOXHOCTbIO MogknioveHnss no cetn Ethernet
n npotokony TCP/IP.

BioEntry P2 — 6uomeTpuyecKknii KOHTponnep AOCTyna C nogknitoveHnem no cetun Ethernet
n npotokony TCP/IP.

BiolLite N2 — 6GuomeTpudecKkuin KOHTpOMep [n[OCTyna B MPOYHOM MeTanfIMyeckom
nbine- n BNaro3alimMTHOM Koprnyce C BO3MOXHOCTbIO nogknioveHmss no cetn Ethernet
n npotokony TCP/IP. CHaGxeH XK gucnneem n knasmaTypon ana Habopa MH-koga.

lpumeyaHue:

Ona wHTerpaumm Heobxoammo, 4TOObl BMOMETpUYECKME KOHTPOMSEepbl UMENn Bepcuro
BHyTpeHHero 10 ("npowwmBky") He cTapee Yyem:

— On4g KoHTponnepa BioEntry W2 —1.1.1;

— Ong koHTponnepa BioEntry Plus (nnatdopma BioStar 2) — 2.3.1;

— Ong koHTponnepa BioLite N2 — 1.4.2.

MpegycmMoTpeHo Tpu BapuaHTa NogKNIoYeHNs aHHbIX KOHTPOMEpPOB K CUCTEME:

— B KayecTBe KOHTponsiepa OAHOCTOPOHHEero 3amka. B atom cnyyae WY nogkntovaeTtcs
HEeNoOCPeACTBEHHO K yrpaBnswLweMy BbIxody KoHTponnepa Suprema. CBAsb
C KOHTponnepom Suprema B cCTEME OCYLLECTBNSIETCS NO nHTepdency Ethernet;

— B KayecTBe CYMTbIBATENs OTNEYaTKOB ManbLeEB Mpu ynpaBfieHUn OOHUM M3 HanpaBfeHUn
OBYXCTOPOHHEro 3amMmka (TypHukeTa). B aTom cnyyae koHTponnep Suprema nogkniovaeTcs
K KoHTponnepy PERCo-CT/L14.1, CT/L14 vnn CT/L04.2 no vHTepdency Wiegand yepes
KoHBepTep uHTepdenca AC-02.2;
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— Ans coBmecTHomn paboTbl ¢ Al nnu koHTponnepom PERCoO: penenHbIn BbIXo4 KOHTponnepa
Suprema nogkrntoyaeTcs Ha ynpaenaowmun Bxog KoHTponnepa PERCo napannensHo MAY,
npu 3TOM KOHurypaums Bbixoga TPJ1 gormkHa 6bITb HOpManbHO Pa3OMKHYTOMN.

CoOBMEeCTHO C KOHTponfepamm MOryT UCMoSib30BaTbCs HAaCTOMbHbIE BMOMETPUYECKME CKaHepbl
nuHenkn BioMini, nogkntovaemble no nHtepdency USB.

KoHTponnepbl goctyna ZKTeco

B cuctemy PERCo-Web moryT BCcTpanBaTbCsa KOHTponnepbl goctyna ZKTeco ¢ nogaepKkom
rmbpuaHon GuomeTpun. KoHTponnepbl yka3aHHOM NWHEWKU MOLAEPXKMBAOT B TOM 4ucne
CKaHWpoBaHWe nagoHen Ans 6eckoHTaKTHOW Bepudurkauumn gocryna.

MpeoycmoTpeHo ABa BapuaHTa NnogkKnNiovYeHns aHHbIX KOHTPOMMEpPOoB K CUCTEME:

— B KayecCcTBe KOHTpoOSiepa OOHOCTOPOHHero 3amka. B atom cnyyae WY nogknovaeTtcs
HenocpeaCTBEHHO K ynpaBnstoLLemMy Bbixody koHTponnepa ZKTeco. CBsi3b C KOHTPOSEPOM
ZKTeco B cucteme ocyliectensietcs no nHrepdency Ethernet,

— [nsi coBmecTHow paboTbl ¢ 3l unu koHTponnepom PERCo: peneliHblii BbIXOA KOHTponnepa
ZKTeco noaknoyaeTcs Ha ynpasnsaowmn Bxoa kKoHTponnepa PERCo napannensHo MNOY,
npu 3ToM KoHGUrypaums Beixoga TPJ1 gomkHa ObiTb HOPManbHO PAa30OMKHYTOMN.

5.10. KapTonpneMHUKu

KaptonpuemHuk PERCO0-IC05, BCTPOEHHble KapTOMPUEMHUKN TYPHUKETOB, CKOPOCTHbIX
NPOXOA0B M 3MNEKTPOHHBIX NPoxoaHbIX PERCo.

KapTOI'IpI/IeMHI/IKVI CTOPOHHUX I'IpOI/I3BO,EI,VIT6]'I€VI.

5.11. JononHutenbHoe o6opyaoBaHue

PERCo-AU05 — T1abno cuctemHoro Bpemenu (TCB) npegHasHayeHo ans oTtobpaxeHus
BpemeHn. TCB nogkntoyaetca no uHrepgency RS-485 k koHTponnepam PERCo-CT/L14.1,
CT/L14, CT/L04.2 v BCTpOEHHbIM KOHTponnepam 3 PERCo-CT13, CT03.2.

Ankomecmep «Ankobapbep» npoussoactea komnaHum «AJIKOTEKTOP» — ctaumoHapHbIn
GECKOHTaKTHbIM ankoTecTep, NpefHas3HayeH Ona npeaBapuTenbHOM NPOBEPKU COTPYOHWUKOB
Ha HanMune ankorosibHOro OMbSHEHUs, MOAKMYaeTcss K KoHTponnepam PERCo-CT/L14,
PERCo-CL15 n BcTpoeHHOMY koHTponnepy Ol PERCo-CT13.

AK3M — patuMk  KOHTpONA  30Hbl  Npoxoda NpedHasHadeH gnd  perucrpauum
HeCaHKLMOHMPOBAHHOMO NPOXo4a Ui NPOHUKHOBEHUS Mo NperpaxgaroLwmmMmm nnaHkamu.

CupeHa — 3ByKOBOW onoBeLaTenb.

CkaHep wmpuxkoda (USB) — yCcTpPOWCTBO AN CUYMTBIBAHWUS LUTPUXKOOA U nepefdads ero
B CUCTEMY.

5.12. Bugeokamepbl

B cucteme moryt mucnonb3oBatbcs IP-Bugeokamepbl (B T.4. Buaeokamepbl ctaHgapta ONVIF)
W aHarnoroBble BueoKkamepsbl, NoAKNMo4YeHHble K IP-Bnageocepeepam.

lpumeyaHue:

Cnucok noppepxuBaemblx Mopenen IP-Bugeokamep cogepXutca  Ha  BKnagke
LLla6noHbl kamep nogpasgena «KoHdurypaumsa» pasgena «k AGMUHUCTPUPOBaHUEY.
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6. OCHOBHbIe TeEXHNYECKME XapaKTePUCTUKU

CrtaHgapT uHTepdgenca ceasmu
CkopocTu nepegayun gaHHblx Ethernet, Mbum/c

KonunuecTtBo koHTponnepos CKY[]

npu paboTe B CTaHOAAPTHOM peXxume
npu paboTe B pexxume pacnpeaeneHHon CUCTEMbI

Ethernet (IEEE 802.3)
.................................................................... 10/100

He 6onee 1000 Ha cuctemy
He 6onee 1000 Ha cermeHT

MHTEHCUBHOCTb NPOX0A0B CO CMEHOW MPOCTPAHCTBEHHOW 30HbI, MPox0d06/ ceKyHOy

ana koHTponnepos Ha 50000 kapT
ans koHTponnepos Ha 10000 kapT
dopmart kapT goctyna

........................................................................... He bonee 50
......................................................................... He bonee 200
HID, EM-Marin, Mifare

06Lu,ee HYUCIO KapT AO0CTYMNA B CUCTEME, WM. ... HE orpaHn4eHo

MakcumanbHOe KOnM4ecTBO COTPYOHMKOB
MakcrnmanbsHoOe KonMyecTBO nocetTutenemn
Yuncno cobbiTuin perncTpauumn ans Kaxaoro KoHTponnepa
KonnyecTBo NpoCTPaHCTBEHHLIX 30H KOHTPOSS

BpeMeHHas 30Ha (40 4-X BpeEMEHHbIX MHTepBarnoB)
HedenbHbIN rpadomk
CKOMb3SLLNIA NOCYTOYHbIN rpaduk (B npegenax 30 cyTok)

CKOMb3ALWNIA NoHeaenbHbI rpaduk (B Nnpegenax 54 Hegenb)
Konu4yectBo gHen ¢ ocobbiM cTaTycoM, nNpasaHunkos (40 8 TMNoB)

O61bem namaTn koHTponnepoB PERCo
ANA XpaHeHUs nAeHTUUKaTOpPOB U COOLITUN XXypHana permcrpauum

He Gonee 200 000
He Gonee 200 000
He 6onee 140 000
........................................................ He Gonee 1024
KonuuyectBo KpuTepmneB JocTyna no BpeMeHu Tuna:

................................................ He 6onee 255
................................................................................................ He bonee 255
...................................... He 6onee 255

................................ He Oonee 255
.............................. He bonee 365

KoHTponne BapuaHT koHdurypauum K-Bo kapT K-so R Spalion
P P P rypau P coObITUN nanbueB
KoHTponnep ans ynpasneHus
CT/L14.1 TYpHUKETaMu 1 / unu go 50 000 no 150 000 -
3amMKammu
KoHTponnep aons ynpasneHus ana CT13: 5000
CT/L14. CT13 TYpHUKETaMu 1 / unu HeT HeT nonb3oBartenen
’ 3amMKamu, BCTPOEHHbIN OrpaHVYeHnst |orpaHuyeHns | no 2 otnedvarka
koHTponnep 3l nanbLa
Ao 50 000 no 230 000 -
YHuUBEpCanbHblit koHTpornep| A0 40 000 Ao 390 000 -
CT/L04.2,
CT03.2 TypHUKETa / 3amKa, no 30 000 no 550 000 -
BCTPOEHHbIA koHTpornep 3| 15 20 000 no 710 000 -
£o 10 000 no 870 000 -
5000
HeT HeT nonb3oBarernemn
CR11 KoHTponnep perncrpauuu
OrpaHNYeHns |orpaHnyeHns | no 2 otnevarka
nanbLa
Ao 50 000 no 125 000 -
CR01.2 LICON Ao 40 000 Ao 280 000 -
CR01..9 LICON, KoHTponnep perncrpauum 0o 30 000 0o 440 000 -
Ao 20 000 Ao 600 000 -
£o 10 000 no 760 000 -
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KoHTponnep | BapuaHT KOHcurypaumm K-Bo kapT Kao K-Bo oTneuarkos
coObITUN nanbLeB
5000
CL15.1 KoHTponnep ans ynpasneHus 10 50 000 10 150 000 nonb3oBarenen
3aMKOM no 2 oTnevartka
nanbLa
5000
CL15 KoHTponnep ans ynpasneHus HeT HeT nonb3oBarenen
3aMKOM OrpaHNYEHNs1 |OorpaHUYeHNs | No 2 otnevarka
nanbLa
CL15.3, KoHTponnep aons ynpaeneHus
CL15.7 3aMKOM no 50 000 no 150 000 -
lpumeyaHusi:

e TexHu4eckMe XapakTepUCTUKN KOHTPOMMEPOB CTOPOHHWUX NMPOWU3BOAUTENEN, UMEIOLLINX
BO3MOXHOCTb WHTerpaummn ¢ cuctemon PERCo-Web, ykasaHbl B aKcnnyaTauvOHHOM
OOKYMEHTaUMW Ha 3TU KOHTPOSNepbI.

e [lpeBbllWleHVe yKa3aHHOW WHTEHCMBHOCTU MNPOXOOO0B MOXET NPUBECTM K owwunbkam
B pabote pyHkumm Antipass.

e CoObITUS NOAKMNIOYEHHbIX KOHTPOMMepoB BTOporo ypoBHA PERCo-CL211.x xpaHATcA
B MaMsATU KOHTponsiepa nepBoro ypoBHS.

Konun4yecTtBo nogknioyaemMblx:

IP-Bngeokamep
IP-Bngeokamep Ha ogvH BUAeoCcepBep

MPOrPAMMHDBIX BULEOCEPBEPOB ......cceeiuuvreeeeeitreeeeaaiseeeeeaaisseeeesaasseeeeaasseeeesaasseseesansens He Gonee 8

YacTtoTa 3anucu BngeounHdgopmarmm, kagpos/cek

KonnyecTteo WwabnoHoB Bepudmkaumm

lpumeyaHue:
Ha Ka>K,D,Ol7I TO4YKe BepVICbVIKaU,MVI MOXET TPaHCIINpPOBaTbCA M306pa)KeHVIe C OLI,HOVI KaMepbl.

BHumaHue!
= B cneuuwanbHoi Bepcun MO "PERCo-Web" (naketbl MO PERCo-WBE, PERCo-WSE,

He bonee 512
He Oonee 64

........................................................... He Oonee 2

He Oonee 512

PERCo-WMEO01, PERCo-WMEO02, PERCo-WMEO05), koTopas BCTpauMBaeTcs B MNamsTb
KoHTponnepos CL15, CR11, CT/L14, CT13, npucyTCTBYIOT CneayoLmne orpaHn4eHmns:
— YctpoucTta (koHTponnepsbl) 4o 10 wr.

— Togpasgenernsa go 100 wr.
— [padwmkn pabotbl go 100 Lwr.
— CotpygHuku go 500 wr.

—  [locetutenu oo 500 wrT.

— WabnoHbl goctyna ao 10 wr.
— OnpaBgaTenbHble 4OKYMeEHTbI 4o 10 wrT.
— WabnoHbl Bepudmkauymm go 10 wr.
— Touku Bepudpumkaumm ao 10 wr.

—  [lomewenusa ao 100 wr.

— Onepatopsbl o 100 wr.

— Ponn onepatopos go 100 wr.

- He noapepxuBatoTca paboTa ¢ kamepamu 1 BUOEOCepBEPOM, UMMOPT AaHHbIX, paboTa
B peXume pacrnpeeneHHon CUCTeMbI.
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7. Tpeb6oBaHMA K annapaTHbIM U NPOrPaMMHbIM cpeacTBam

Tpe6oBaHuA K annapaTHbIM CpeAcTBaM cepBepa CUCTEeMbI

Ona crabunbHon pabotbl 1O pekomeHayeTca wmcnonb3oBaTtb [1K, oTBevawwmi cnegylowmnm
TpeboBaHusM:
¢ [lpoueccop Intel Core i5-6600 ¢ 3,3 My nnu AMD Ryzen 51400 ¢ 3,2 1Ty
OnepaTtmBHas namsaTb: 32 6.
SSD-auck c oobemom 1 TO.
BuaeokapTta n MoHUTOp C paspelleHreM 1280x1024 nukcenen.
Cetb: Ethernet (IEEE 802.3) 10-BaseT, 100-BaseTX.

TpeGoBaHUA K NporpaMMHbIM cpeAcTBaM cepBepa CUCTEMbI

[Ona pabotbl cuctembl Ha MK gomkHa ObiTb ycTaHoBreHa 64-6uTtHas nuueHsnoHHas Bepcusa OC
cemenictBa Microsoft Windows nnn OC cemewnctsa Linux.

PekomeHaoBaHbl K UCMOSb30BaHUIO:
o Windows Server 2019, BoamoxHo Windows 10 (Pro, Home, Corporate Edition), HO He HWXE;
Ubuntu 18.04 Bionic wnn Ubuntu 20.04 Focal Fossa
Debian 10 Buster nnv BblLle
Red Hat Enterprise Linux 8 nnn Bbilwe
Fedora 30 vinn BbilLe
Alt Linux 8 vnw BblLwe.

TpeboBaHuA K annapaTtHbIM cpeacTteam APM

Ona pa6otbl MO Heobxogumbl (1K, oTBevawowme cnegyownumMm MUHMMAnNbHbIM TEXHUYECKUM
TpeboBaHusM:
e [lpoueccop: pekomeHayembii — Intel Core i3 (2 CPUs c vactoton He meHee 1.8 [Tw)
WM aHanornyHbIN.
e OnepaTtvBHas NnamMATb: MUHUMAarbHbIA 06beM — 2 6, pekomeHayembii — 4 6.
e BupgeokapTta 1 MOHUTOp C paspelueHnem 1280x1024 nukcenei.
o Certb: Ethernet (IEEE 802.3) 10-BaseT, 100-BaseTX.

TpeboBaHus K nporpaMmMHbIM cpeacTBam APM

Ona pabotbl cuctembl Ha MK gomkHa GbITb ycTaHoBNEHa nuueH3noHHas Bepcua OC cemencTtea
Microsoft Windows unu Apple Mac OS. PekomeHngoBaHbl k ucnonbsosaHmto OC: Windows 10
n Bbiwe; MacOS X wunu Bblwe, Ubuntu 17 nnn Bbiwe, Debian 10 Buster unu Bbiwe, CentOS 7
unu Bblwe, Fedora 38 wnm Bbiwe, Alt Linux 9 unm Bbiwe. Ha nnaHweTtax M cmapTdoHax
pekomeHgoBaHbl OC: iOS 15.0 unu Boiwe, Android 10.0 nnu Beilwe.

Ana pabotbl ¢ cuctemon Heobxogmma OC ¢ nogaepkkon ogHoro us cnegytowmnx Web-6paysepos:
e Google Chrome Bepcun 105 nnu Bbille;

Microsoft Edge Bepcumn 105 nnu Bhiwe;

Mozilla Firefox Bepcun 105 unu BblLwe;

Opera Bepcun 95 nnu Bbille;

Apple Safari 14 vnu BbiWwe.
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8. CeTeBble HaCTPOMKMU

8.1. Ucnonb3yeMmble ceTeBble NOPTbl U MPOTOKOSbI

i BHumaHue!

B OC cemenctBa MS Windows p[ns wn3MeHeHUs MaKCUMmarnbHOro Konu4yectBa
OAHOBPEMEHHbIX MNOMYOTKPbIThIX ucxogawmnx TCP-coegmHeHnii (half-open connections
unu connection attempts) pekomengyetca ucnonb3oBaTb nporpammy Half-open limit fix.
Mo ymonyaHuio B Bepcum XP SP2 n 6onee no3gHux Bepcuax OC paspelaetca MMeETb

He 6onee 10 nonyoTKpbITbIX ncxogsawmx TCP-coeanHeHun.

Ona  yHKUMOHMPOBaHNS CcUCTeMbl HeobxogumMo obecneuntb OOMeH AdaHHbIMU  MexXay
KOHTponnepamu, cepsepamu n APM cuctembl no cetn Ethernet. Ona nepefjayuM JaHHbIX
npuknagHsIM NPOTOKONOM CUCTEMbI UCMONb3YIOTCA Kak agpecHas nepefada naketos Ha IP-agpeca
ycTporctB no npotokony TCP, Tak u wuvpokoBelwaTtenbHaa paccbiika no npotokony UDP.
[na obmeHa nakeTamu B CUCTEME MCMONb3yeTCA CTEK NPOTOKOSOB, NPUBEAEHHbIN HA PUCYHKE
HUXe.

MpuknagH ol ypoEBeHe ( MpuknagHod NpoToKoN )

TpaHCNOPTHEIH YPOEEHE ( TCP ) ( UDP )

CeTeeoi ypoBeHb v
C ; )
A
KaHankHeIA ypoEEHL ( ARP )
i
¥ 1
DUIUYECKUIA YPOEEHE ( Ethernet )

Crek NMPOTOKOJNOB, UCNOJib3yeMbIX AnA obmMeHa B cucteme

MNpun nepenaye nakeToB UCMONb3YKTCA CeTEBble MOPThI, yka3aHHble B Tabnuue Huxe. 3TU NopThbl
AOMXHbI B6bITb CBOOOAHLI Y HE OOMKHBI MCNOMBb30BaTbLCA APYrMMU cucTeMamn u cnyxbamu B cetu
npegnpuatud. B cucteme He nopgepxuBaetca dparmeHtaumnsa |IP-naketoB. Hanuume Takux
cepsepoB unu cnyx6, kak DNS n WINS, He TpebyeTtcs.

llpumeyaHue:

Mpn ncnonb3oBaHUM MeXCeTEBOro akpaHa (tanepsona, 6paHgmayapa), yCTaHOBNEHHOIO
OOMNOSTHUTENBbHO WMNKU MHTEerpupoBaHHoro B Windows, HeobGxoaumo npu KoHdUrypaumm
obecneyntb BO3MOXHOCTb AocTtyna MO n ycTpoOWCTB CUCTEMbl K YyKa3aHHbIM CEeTeBbIM
nopTtam.
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MCI‘IOHb3yeMbIe B CuUCTemMme ceTeBble NOPTbI

Mpotokon| MopT HasHa4yeHune

12345 |ons CT/L14.1, CT/L14, CT13, CR11, CL15, CL15.1, CL15.3, CL15.7

UDP ansa CT/L04.2, CT03.2, CR01.2, CR01.9:
18900 |- KOHpUrypauus ceTeBbiX NapaMeTpPOB KOHTPOSIEPOB
18901 |- wwmpokoBellaTerbHble Kaapbl MeXAy KOHTponnepamMmu BHYTPU NOAcCETH

80
433

ans CT/L14.1, CT/L14, CT13, CR11, CL15, CL15.1, CL15.3, CL15.7

ana CT/L04.2, CT03.2, CR01.2, CR01.9:

TCP 18902 |- KOHpurypauus, ynpaeneHme n guarHocTunka
18903 |- npuem xypHana perucrpaumm

18904 |- peructpaumsi MHAULNPYHOLLEro YCTPONCTBa
18905 |- peructpauus BepuduumpyoLLero ycTponctasa
18906 |- npuem 1 aHanM3 MOHUTOPUHIa

8.2. OpraHusauus WwWnpokKoBeLlaTeNbHOW pacCbISIKU NakeToB

I'IpM pa60Te CUCTEMbI B HECKOJTbKMX NMoACETAX ONA opraHn3auunmn UJMpOKOBeLLlaTeHbHOVI paccblikm
NnakeToB (nepe):\aqm MH(*)OpMaLl,VII/I (0] 3OHaJ'IbHOCTI/I) npousseauTe cneagywuime HaCTpOVIKMZ

1.
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Beigenute ogunH u3 MK cuctembl B kadecTse Linto3a (MapwpytusaTopa). Yicno ceTeBbIx kapT,
yCTaHOBMEHHbIX B 3ToM [1K, OOMKHO COOTBETCTBOBATb YMCHY MOAKHOYAEMbIX MOACETEN.
Hanpumep, ecnu B cuctemMe wucnosnb3yeTcss Tpu noacetn, To Ha atom K AomkHbl ObiTb
YCTaHOBIEHbl TPU CETEBbIE KapThI.

lMpounsseante HaACTPOWKY cCeTeBbIX MHTEpPdENCOB Kaxaon ceteBon kapTbl K, BblaeneHHOro
B kayecTBe wnto3a. Nepen HacTporkon noaceTen Heobxoaumo npoBepuTb, YTOObI IP-agpec
ObIn1 cBOGOAEH U HE 3aHAT APYrMMN YCTPOMCTBaMN.

Hanpumep,

e |P-agpec: 10.1.1.1 Macka noacetn: 255.255.0.0

e |P-agpec: 10.2.1.1 Macka nogcetn: 255.255.0.0

e |P-agpec: 10.3.1.1 Macka nogcetn: 255.255.0.0

Bkntounte Ha [K, ucnonb3yemMoMm B KayecTBe LWMO3a, Maplipytusauuio naketos TCP/IP.
Insa atoro B BeTke peectpa OC Windows:

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\services\Tcpip\Parameters
yCTaHOBWTE 3HaYeHue napameTpa: IPEnableRouter=1

lpumeyaHue:
[ononHutenbHas WHpopmaLms o] BKITHOYEHMM MapLupyTM3aumm nakeToB
B OC Microsoft Windows  pgoctynHa Ha  caWTe  Mpou3BOAUTENss NO  ajgpecy:
https://support.microsoft.com/
Yctponcteam (KoHTponnepam, [NK) nogcetn ycTtaHOBUTE COOTBETCTBYIOLUME 3TOM MOACETU
CeTeBble HACTPOWKMN.
Hanpumep,
e anqa yctponcts 710.71.1.7-n nogceTu:
— IP-agpec: 10.1.1.x,rae x=2,3, ...;;
— Macka nogcetn: 255.0.0.0;
— OcHoBHOM WN03: 10.1.1.1.
e nanayctponcts 710.2.1.1-i nogceTu:
— IP-agpec: 10.2.1.x,1ge x=2, 3, ... ;
— Macka nogcetn: 255.0.0.0;
— OcHoBHOM WM03:10.2.1. 1.
e nn4g yctpouncts 710.3.1.7-n nogceTw:
— IP-agpec:10.3.1.x,rae x=2,3, ...;
— Macka nogcetn: 255.0.0.0;
— OcHoBHOM WM03: 10.3.1.1.
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KoHTponnep
IP10.1.1.2

KoHTponnep
IP10.1.1.3

KoHTponnep
IP10.1.1.4

MK Wnro3
IP10.1.1.1 IP10.31.1
IP10.2.1.1
Xaﬁ 10.1.1.1-i Xab10.2.1.1-#
noaceTu nogcetu
:
2
CepBsep cucTembl
PERC0-5-20 KoHTponnep P 1?:2“'1 5
IP10.1.1.5 IP10.2.1.2 o
4@ . 4@
L ]
E '
APM KoHTpoanep APM
IP10.1.1.6 IP10.21.3 IP10.2.16
L ]
L ]
= KoHtponnep K :
APM IP10.2.1.4 AP
IP10.1.1.7 1IP10.2.1.7

8.3. NobaBneHue ceteBoro nHrepdenca MK

[ns nobaeneHus ceteBoro nHtepdenca (IP-agpeca n macku nogcetu) NK BoinonHuTe crneayowmne

JEencTBuS:

1. OTKpoliTe OKHO CcBOWCTB NMogknoyeHue No NoKarbHOM CeTM.

2. HaxwmwuTe kHonky CBonctBa. OTKPOETCA HOBOE OKHO:

@ MogknrouyeHne No NoKANEHOR CETH: CBORCTEA

Cete

@ms 10.3.1. i
nogceTn

KoHTponnep
IP10.3.1.2

%

APM
IP10.31.5

KoHTponnep
IP10.31.3

%@

APM
IP10.3.1.6

KoHTponnep
IP10.31.4

Mok nioyeHe Hepes!

I? Realtek PCle GBE Family Controller

CimagueHHEIE KOMMOHEHTEI HMCNONESYOTCA 3TAM NO QK MOYEHWEM

3 Knient ana ceteit Microsaft

’:]? Mnasvposlwmk nakeTos QoS
NP sepoan 4 (TCP/IPv4)

4 Dpaieep npotorona LLDP (MaitkpocopT)
|:|_ & |P sepon & (TCP/IPvE)
< | ]

I DBwmit pocTyn k daiinam 1 npuHTepam ana ceTeit Mi|

O . [NpoTokon MyneTMNNEKCOpa ceTesoro agantepa (Mal

Ay

>

Y¥oanuTe

MeTaHoBMTE...

Crmcaque

ceTel, oBecneyrBaoWMA CEASE MEX 0¥ Pa3NHUYHBEIMKA
B3aMMOaSACTEYHILLMMKN CETAMM,

MpoTtorkan TCPAIP. CTaHaapTHRIA NpoTokon riofantHb

OK

| [omena |

@

- APM
IP10.3.1.7

MpuMep cxeMbl OpraHU3auum LWMPOKOBELLATENbLHOW PacChiSIKK
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3.

4.
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Ceoncrea: [P sepcnn 4 (TCP/|Pvd)

Dfuye

MapaMeTpel IP MOMHD HE3HEYETE SETOMETHUECKM, ECTH CETE
NOAAEPHMBEET 3TY BOSMOKHOCTE. B NpoTHMEHOM cniydae ysHaiTe
napameTpel IP y cETEBOro aAMMHUCTPaTOPa.

IP-anpec:
Maoka nogceTi:

QCHOBHOI WKD3:

() Nony4uTe IP-anpec aETOMaTHHECKH

(#) MononbsoBaTh creaywiwmia IP-agpec:

Mony4uTe agpec DNS-cepeepa asToMaTHYeKM
(#®) MnonbsoBaTh cnea yowme agpeca DNS-cepeepos:

MpeanouuTaemelt DNS-cepeep: | 172.17 . & 153 |

ANbTEpHaTUEHEIM DNS-cepeep: | ; ; : |

[ NoaTsepauTs napameTphl npy Bolxoge

T

[#s55255. 9 . 8 |

[z @ v |

| HdononHKTensHo. .. |

B oTkpbiBlemMcs OkHe yGepguTech,

QK || OTMeHa |

YTO nMepeKn4yaTternb HaxoguTcA

Bbigenute komnoHeHT IP Bepcum 4 (TCP/IPv4) n HaxxmuTe kHomnky CBomncTBa. OTKpoeTcs OKHO
CsouctBa: IP Bepcumu 4 (TCP/IPv4):

B NONOXeHUn

Ucnonb3oBatb cneayrowmn IP-agpec, nocne 31oro HaXmMmuTe KHOMKy [ONOSHUTENLHO....
OTtkpoeTcst okHO [lononHuTenbHble napameTpbl TCP/IP:

JononHuTensHele napametpel TCP/P

MapameTpol IP | DNS IWINS

IP-agpeca

IP-agpec Macka nogceTH
172.17.0.227 255.255.0.0
10.1.2.227 255.0.0.0

OobaenTs. .. | |H3MEHHT|:-... | | YaanuTe

JCHOBHBIE WNKOSbI:

LWnos MeTpuka
172.17.0.194 ABTOMaTHYECKNIA

|,q05aswrb... | |H3MEHHTI:|... | | YaanuTs

ABETOMATHYSCKOE HAZHAYEHWE METPMKK

MeTpHika MHTepdefca;
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5. B tabnuue IP-appeca HaxmuTe KHornky [lo6aBuTb.... OTkpoeTcsa okHo TCP/IP-appec:

6. B nons

n255.0.0.0.

TCP/IP-agpec

IP-agpec 1 Macka noaceTu BBeOUTE COOTBETCTBEHHO 3HAYEHMUS:
Haxxmute

Macka nogceT:

IP-apgpec:

BN

| NobaeuTe || OTMEHE |

10.X.X.X

kHonky Jo6aButb. OkHO OygeT 3akpbiTo, [[oGaBnAembin

IP-agpec nossutca B Tabnuue IP-agpeca okHa lononHuTenbHble napameTpbl TCP/IP.

8.4. CeTeBble HaCTPOWMKM KOHTpoOsepa

[Onsa obecneyeHns agpecHon nepegavM [LaHHbIX HeobxoAuMo obecneyeHue YHUKanbHOCTU
IP-agpecoB koHTponnepoB u MK B mncnonb3yemMon nogcetu u uMx HEM3MEeHHOCTb npu paboTe

CUCTEMBDI.

KoHTponnepbl cuctembl MoryT pabotaTh ¢ IP-agpecamu 1 ceTeBbiMM HacTpoWkamu, 3agaHHbIMU
npu npomssBoacTee, nonyyYeHHbIMK oT DHCP-cepBepa nnv 3agaHHbIMK BPY4YHYHO.

I'IpM npon3BoACTBE KOHTpOIIJ1IepaM CUCTEMbI 3ajlaHbl creayluine ceTeBble HaCTpOIZKVIZ

— Wntos3: 0.0.0.0;
— Macka nogcetun: 255.0.0.0.

MAC-aapec: yH/KanbHbIN, HEM3MeHsIeMbIl (yKasaH B MacnopTe M Ha nnaTte yCTPOMCTBa);
IP-agpec: 10.x.x.x (yka3aH B NacnopTe u Ha nnaTte yCTponcTea);

Bbibop cnocoba nonyyvyeHusi CeTeBbIX HACTPOEK KOHTPOSINEPOM OCYLLUECTBNSAETCS YCTaHOBKOM
nepemMblykM (kamnepa) Ha pasbem XP1 nnatbl KOHTpornnepa. PacnonoxeHne pasbema Ha nnarte
YyCTPOMCTBA yKa3blBAeTCA B €ro IKCMNyaTaunmoHHoW 4okymeHTauun. Mpu nponssBoacTee nepemblvka
He yCTaHaBnMBaeTCs, YTO COOTBETCTBYET PYHHOMY PEXUMY HAaCTPOWKM.

BHumaHue!

£25°0 YcTaHOBKA U CHATME nepemMbldKn OO0JDKHblI NMPOU3BOAUTBLCA TOJIbBKO NpPpU OTKIMKOYEHHOM
MCTOYHUKE NUTAHUA KOHTpPOIJ1epa.

BapuaHTbl ycTaHOBKM NepemMbl4ku Ha pa3beM XP1 koHTponnepa PERCo

Pexum Pa3bem MpumevaHue
«PVYHOLI Ecnn ceTteBble HaAcTpOWKM He ObinMM M3MEHEHbLI, TO KOHTpOSNnep
D ei/KUM» paboTaeT ¢ 3aBOACKMMUN HACTPOMKaMMU.
(Nepembika Mpn un3meHeHun ceTeBbIX HacTpoek u3 [10 wunm  yepes
(E)HFITa) Web-nHtepdenc, koHTponnep HadMHaeT paboTaTb C HOBbIMU
HacTporkamu 6e3 nepesanycka.
«IP MODE» Pexum npegHasHayeH gnst paboTtbl B CETAX C ANHAMUYECKAM

(nepemblyka B
nonoxexue 1-2)

pacnpeneneHuem IP-agpecos.
KoHTponnep nony4aet ceTeBble HacTponkn ot DHCP-cepsepa.

«IP DEFAULT»
(nepemblvka B
nonoxexue 2—3)

KoHTponnep paboTaet c ceTeBbIMU HacTpoKrkamu,
YCTaHOBIIEHHbIMU NPU NPON3BOACTBE.

Mapone Ans  pgoctyna K KOHTponnepy  cbpacbiBaeTcs.
Monb3oBaTenbCkue ceTeBble HACTPOWKN, €Cn OHW ObiNn 3agaHbl
paHee, COXpaHsItoTCA. Mpwn crnegyrowem BKIHOYEHNM,
€crnuv nepemblyka OyaeT CHsTa, KOHTponnep HayHeT paboTtaTb
C HUMU.

N3meHeHne ceTeBbIX HaCTpoOeEK

KOHTponnepa B «PyyHoOM pexxume» MoxeT npoussoanteca ot MK

c yctaHoBrneHHbiM MO PERCo-Web wnu 4yepe3s Web-uHtepdenc koHTponnepa. [lpu atom
Heobxoaumo, 4Tobbl KoHTponnep 1 MK 6bInn nogkntoyeHbl K cetn Ethernet n Haxoannucb B O4HON
nogceTn (BO3MOXHO MOAKMOYEHME KOHTPOSIepa HEMNOCPEACTBEHHO K pa3dbemy ceTeBon kapThbl [1K).
Mpn nepBom nogknoveHun K koHTponnepy [MK moxetr noTtpeboBatbcs gobaBuTb ceTeBoW

NMHTEpdenc B gecsaTon noaceTu.
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8.5. Hactpounka DHCP-cepBepa B OC Windows

Ona paboTbl B ceTdx C AuHamuyeckum pacnpegeneHnem |P-agpecos, korga KOHTpOnepsbl
nonyyaroT ceteBble HacTponkn oT DHCP-cepeepa, He0o6XxoaMMO Ans BCEX KOHTPOSNIEPOB CUCTEMBI
C MOMOLLIbIO NEPEMBIYKM Ha NnaTe yCTaHOBUTb pexuMm «/P MODE».

Mpn Hactporike DHCP-cepBepa Heobxogmmo 3apesepBupoBatb AumanasoH |IP-agpecos,
BblAensieMblX KOHTponnepam cuctembl. locne yvero npueasate MAC-agpeca KOHTPONMEpoB K
IP-agpecam 13 3ape3epBMpoOBaHHOIO AnanasoHa. [1na atoro (ganee npyvesegeH npyMep HaCTPOMKM
DHCP-cepeepa anga cuctembl Windows XP):

1. Banyctute DHCP-cepsep. [nsa atoro Bbibepute nocnegosaTencHo: Myck> lMporpammbl>
> AapmuHuctpupoBaHue> DHCP. Otkpoetcst okHo DHCP.

2. 3apesepBupynte guanasoH |IP-agpecoB Ana KOHTponnepoB cuctembl. HassaHve obnactu
nonucaHne Moryt 6biTb nobbiMu. 3Ta uHGOpMaums Heobxoguma Ansg  CUCTEMHOro
agMuVHUCTpaTopa, MNO3TOMY HasBaHME [AO/MKHO ObiTb  JOCTAaTOMHO  MHOPMATUBHbLIM.
PekomeHgyeTtcs genaTtb obnactb HECKONbko Oonblue, YEM YMUCNO KOHTPOMEPOB, KOTOpOe
nnaHMpyeTcsa UCMONb30BaTh. Takke 3agaBaviTe Takylo o6nacTtb agpecos, Kotopas He Oyaet
BKMtovaTh B cebsa yxe cywectsytowme MK ¢ dpukcnpoBaHHbIMM agpecamu:

.a.sﬁc.r“ w._@ ;.I._@I .@. _._.X _Q.E....I I .@.

CrpyrTypa | | OBnocTe [10.0.0.0) awe
B orice CeodcTea: O6nacTs [10.0.0.0] qwe N d |
=) {3 b001 (10.0.0.180) O6usie | CousaDNG | 11
5) 23 Onecto [10.0,0.0] P5_17000 | Crxsals | Remomererero
{) NMyn sapecce
~ LD ApenaceanHeie 3apeca I Ddnacte
- g PesspenpoeaHne
(Z& [10.0.0.182] SK¥D_1_tou
(&0 Napanetpu obnacT Wnen ofinacTut Em
=) Tabnmua BOOTP
LH) NapaveTpn cepeepa Havanbhes |P-agpec: I 10.0.0.18

Konewnti IP-2apec: |!0 0.0 .5

M EcKa noacen I 2 o0 ! I mitse

Cpor. aefcreua speqisl anpecs ana DHCP-nsenros
" He donee:
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3. [lpowusBeaunte akTmeaumo obnacTu:

=101 ]

File Action Wiew Help
e» AE XELDE 2| ®
DHZP Scope [10, 100.50,0] whwarz-pue
= [[+) w2k3[10.100,50.5] Contents of Scops |
o) ST i —
~ ) Address Pool Display Statistics... 18
() Address Leases
:_@ e Reconcile, ..
e |48 Scope Options
L|_tj Server Options
Refresh
Export List...
Properties
Help
|
|activate this scope | |

Mocne onepaumm DHCP-cepBep cmoxeT npedocTtaBuTb MHGOpMaumo, Heobxogumyro
KOHTponnepy ana nonyvyeHuna IP-agpeca.

MpoBegute pesepBupoBaHue IP-agpecoB Ana KOHTPOSIEPOB CUCTEMBI. [ 9TOro Kaxaomy
KOHTponnepy cnctemol B cootBeTcTBue ¢ MAC-agpecom, ykasaHHbIM B €ro nacrnopTe, Bblgante
IP-agpec n3 cosgaHHoro guanasoHa. [na ypoobctBa gobaBbTe onucaHue, Kak ykasaHo
B npumepe:

0 pHep LM i

_‘ e || e iEE] o g E] §|]¢§°

Crpy<ryps | | [10.0.0.182) SKYD_1 _test

@U"G’ (eowcTea: IU.U.D.IBE] SKYD_1_test = fd 3|

= fa) b0O4 [10,0,0.180]
=) (2 O6nacre [10.0,0.0)P5_170c  Oduie | Uagwoa NS |
) Nyn azpecce
:@ ApSHACEAHH=IE apeca f -ﬂi 34peIePEPOBAHHER KNWSHT
=) 8 Perepenpooarme ;
22 [10.0.0.182] SKYD_1
B Nepanerper ofinacrn

2 1abmua BOOTP W knmerrs|SKVD_ |

;;3 apasmeypel capmeps |F-aaprec I 10 {2 0 2
MAC-anpec: [#3:003:{]!:00
Oracanqe: lﬂpcw:nnaa

Nogaeprupsosrisie “une
* Dda

" vomero DHCP
" vorero BOOTP

| oK l Creena | I'lpumm_!

BbinonHute onepauunto ana Kaxxagoro KoOHTpoJsJiiepa CUCTEMBbI.

lMocne BKMNOYEHUSI AMNEKTPONUTAHUSA U MOAKMYeHUs K ceTn Ethernet koHTponnepbl OyoyT
oTobpaxaTbCs B CNUCKe apeHAoBaHHbIX agpecoB. MpoBepbTe, YTOOLI B cTONGLE O BpEMEHU
apeHabl agpeca Haxoamnacb MHopmaumst 06 aKTUBHOM pe3epBUPOBaHUN.
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8.6. Hactpomnka DHCP-cepBepa B OC Linux

Ona paboTbl B ceTdx C AuHamuyeckum pacnpegeneHnem |P-agpecos, korga KOHTpOnepsbl
nonyyaroT ceteBble HacTponkn oT DHCP-cepeepa, He0o6XxoaMMO Ans BCEX KOHTPOSNIEPOB CUCTEMBI
C MOMOLLIbIO MePEMbIYKN Ha nNnaTe yCTaHoBUTb pexum «/P MODEY.

Ona Hactporikn DHCP-cepsepa ISC DHCPD B cpege OC cemenctBa Linux HeobxooMMo BHECTH
n3mMeHeHus B hann KoHdurypauum cepeepa: /etc/dhcp.conft.
Mpumep BapunaHTa canna koHdurypaumm:

# THomcers 10.100.0.0, macka cetm 255.255.255.0

subnet 10.100.0.0 netmask 255.255.255.0 {

# macka nomcetu 255.255.255.0

option subnet-mask 255.255.255.0;

# ImanaszoH ampecoB g koHTposuilepoB # 10.100.0.10-10.100.0.254
range 10.100.0.10 10.100.0.254;

#onmcanme koHTpoJssiepoB (proxod 1, .., office room 101) #oBpaTure
BHYMAaHME Ha TO, YTO HEOOXOIMMO MCIIOJb30BATH
#IP-ampec M3 BHIEJEHHOI'O IMalla3OHa

host proxod 1 {
hardware ethernet XX :XX:XX:XX:XX:XX; fixed-address 10.100.0.50;
}

host office room 101 {

hardware ethernet XX:XX:XX:XX:XX:XX;
fixed-address 10.100.0.37;

1

}
Onummu HacTpoek MapLupyTM3aTopa, [AOMeHa, LuMpokoBellaTtensHoro agpeca, DNS u T1.4.

nponucebiBaloTCAa nNpu  HeobxogumocTtn. [na 6Gonee nonHoM WHgoOpMauMmM O BapuaHTax
KOHcpurypauum Bocnonb3yntecb KOMaHAoM man dhcpd. conf.

UTobbl BHeceHHble B hann /etc/dhcp.conf W3MEHEHUs BCTYNUNW B cuny, Heobxooumo
nepesanyctuTb cepsep. [Ina 3TOro MOXHO UCMorb30BaThb CneaytoLmne KoMaHab!:

/ etc/ rc. d/ init. d/ dhcpd stop — ANA OCTAHOBKY;

/ etc/ rc. d/ init. d/ dhcpd start — Anga ero 3anycka.
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8.7. BHellHee noaknoYeHue KoHTpornsnepa K cepeepy PERCo-Web

B cnyyasx, korga IP-agpec KoHTponnepa OOMMKEH CKpbIBaTbCs NO coobpaxeHuam 6e3onacHocTy,
BO3MOXEH BapuaHT MOAKIIOYEHUS KOHTponnepa K cepepy no BHewHemy |IP-agpecy cepsepa.
Mpn Takom nogkntodeHnn cepeep 3anommHaeT MAC-agpec KoHTponnepa, npu atom IP-agpec
KOHTponnepa MoXeT ObiTb NoObIM, MEHATbCA OUHAMWYECKW, a TakKe KOHTPOSnep MOXeT
HaxoaUTbCSl BO BHELLHEN CETH.

I BHumaHue!

£28. NanHas yHKUMS BO3MOXHA TOnbko Ansi KoHTpornnepos PERCo-CL15, PERCo-CR11,
PERCo-CT/L14 w pna BCTPOEHHOro KoHTponnepa CT713 3neKkTpOHHbIX MPOXOAHbIX
PERCo0-KT02.9B, PERCo-KT02.9Q.

[nsa nogkntoyeHns KoHTponnepa k cepsepy PERCo-Web no BHewHemy |IP-agpecy cepBepa:

1. Ybeautecn, uTo KoHTponnep u MK nogkntoyeHsbl k cetn Ethernet n HaxoaoaTcs B OAHOM MNOACETH
(BO3MOXXHO MNOAKMIOYEHNE KOHTpOSiepa HEeMNoCPeACTBEHHO K pasbemy ceTeBomn kapTtbl [1K).
Mpu nepBom nogkntodeHmn K koHTponnepy K moxeT notpeboBatbcsi gobaButhb ceTeBou
UHTepdenc B gecaton noaceTtn. Takke MoOXeT noTpeboBaTbCsl OTKNIOYUTL MPOKCU-CEpPBEpP
B CETEBbLIX HACTpoWKax wucnonb3dyemoro 6paysepa. Hanuume Takux cepBepoB wnn Criyxo,
kak DNS 1 WINS, He TpebyeTcs.

2. TogknouuTtechk k Web-uHTepdency koHTponnepa. Onga aTtoro BBeauTe B afpeCcHY0 CTPOKY
6pay3sepa |IP-agpec koHTpornnepa (yka3aH B nacnopTte U Ha nnaTte KOHTponrnepa), nocne 4Yero
HaxmuTe kHomnky Enter Ha knaBmatype. lNpu HeobGxoguMmocTn BBeAMTe MNaponb AOCTyna
K KOHTponnepy. Mo ymonyaHuio naposnb OTCYTCTBYET.

llpumeyaHue:

" MonHoe pykoBogctBo no pabote ¢ Web-mHTepdeincom cmoTpute B pPYKOBOACTBAX
no aKcnfyaTaumMm Ha KoHTponnepol PERCo-CL15, PERCo-CR11, PERCo-CT/L14
N Ha 3NeKTPOHHble npoxoaHble PERC0-KT02.9B, PERCo-KT02.9Q.

3. Mepengute B nogpasnen Cepeep pasgena Hactponku B meHto Web-nHtepderica. OTkpoeTcs
cTpaHuua c paboyern obnacTbio cneayoLero snaa:

HacTpoMKM ApQpec cepBepa: ‘
BpemA
CeTb LncppoBaHme: HeT v

Cepeep l

Mapone gocTyna
FREAOEEY CoxpaHuTe

OopmMaT KapT

4. B OTKpbIBLLEMCSI OKHE NPOUN3BEANTE HEOOXOAMMbIE N3MEHEHUS:

e B none Agpec cepBepa Beegute IP-agpec cepsepa, Ha KOTOPOM YCTaHOBMNEHa cuctema
PERCo-Web;

e B napametpe LUudcdpoBaHue 3aparite Tpebyembin cnocob wndpoBaHus.
5. HaxmuTte kHonky CoxpaHuTb. BHeceHHble n3MeHeHns1 ByayT COXpPaHEHbI.
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8.8. lNpoBepka cBasun mexay MK n KoHTponnepom

[nsa KoppekTHOro dyHKLMOHMPOBAHUSA CUCTEMbI HeobxoauMmMo obecneyvnTb YCTOMYMBYH CBSI3b
nocetn Ethernet wmexgy cepBepoM CUCTEMbI M BCEMWU  KOHTpOSiiepaMnm  CUCTEMBI.
Mpn HeobxoaumMocTn NpoBepkmn ces3n mexay MK n ogHMM 13 KOHTPONNEPOB CUCTEMbI NPON3BEUTE
cneayowme AencTBus:

1. Bblibepute nocrnegosatenbHo Ha [1K: Myck> BbinonHutb. OTKpoeTcs OKHO 3anyck
nporpaMmmsbl:

2%

. BEE2AMTE 1iMA NPOrpartEl, Nk, JOKYMEHTS M
E? pecypca MHTepHETS, 1 Windows OTKpOET 1,

CTHPEITE ! ] cmd.exe :j

I CTMEHS ‘ oBz0p... ‘

2. B oTkpbIBLLEMCA OKHE BBEAUTE KoMaHay: cmd.exe u HaxxmuTe kHonky OK.

3. OTKpoeTcs OKHO MHTEepdenca KOMaHAHON CTPOKU C 3arofioBKOM:
C:\WINDOWS\system32\cmd.exe.

4. B oTKpbiBLIEMCH OKHE BBEAUTE KOMaHAOY:

ping XX.XX.XX.XX, rge XX.XX.XX.XX — |P-agpec koHTponnepa, ¢ KOTopbIM
Heobxoanmo nposepuTb cBA3b (Hanpumep 10.0.103.253).

5. Ecnu ceasb 6y,u,eT yCTaHOBJ1€HA, TO NOABUTCA OTBET crefyluiero suaa:
OrBeT oT XX.XX.XX.XX: umcyo Bamr=32 BpemMsa<lOmc TTL=128.

SUWINDOWS  system32h cmd.exe

Microsoft Windows XP [Bepcua 5.1.2600]
(C) Kopnopauua MakkpocosT, 1985-2001.

naketaMd ¢ 10.0.103.2532 no 32 baiT:

oT 10.0.103.253: uucno BanT=32 BpeMa<iuc TTL=100
oT 10.0.103.253: 4ucno BaiT=32 BpeMa<liMc TTL=100

oT 10.0.103.253: uucno 6aiT=32 BpeMa<iMc TTL=100
oT 10.0.103.253: uucno BaiT=32 BpeMa<liMc TTL=100

CtaTtucTHKa Ping gna 10.0.103.253:

MakeToB: oTnpaeneHo = 4, nony4yeHo 4, notepaHo = 0 (0% noTeps),
MpubnuaHTenbHoe BpeMa MpHeMa-nepegadd B MC:

MUHHMManbHoe = BMcek, MakcHHanbHoOe 0 HMcek, CpegHee = 0 Mcek
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6. Ecnn cBa3b He ycraHoBreHa, TO ecTb oOTBeT oT |P-agpeca He nonyyeH, npoBepbTe
NpaBUNbHOCTb HACTPOWNKM MapLLpPYTU3aLUKN CETK.

&% Cr\WINDOWS \system32'\cmd.exe =10] x|
Microsoft Windows XP [Bepcua 5.1.2600] B
(C) Kopnopauua MaWkpocosT, 1985-2001.

C:\>ping 10.1.1.4
0bMeH nakeTamd ¢ 10.1.1.4 no 32 banT:

anEbIIJ.IEH HHTepBan oX¥MgaHWA AnNA Ianpoca.
"pEEbII.‘I.Ii’:"H HHTepBan oOXxHAaHWA AnA 2anpoca.
MNpeBblweH UHTepBan OXMAAHWA ANA 3anpoca.
MpeBblleH WHTepBan oXxMAaHWA ANA Janpoca.

CraTtvcTHka Ping gna 10.1.1.4%:
NakeToB: oTnpaeneHo = 4, nonyd4eHo = @, noTepaHo = 4 (100% noTepb),

C:\>
4 r o
7. KoHTponnepsl CUCTEMBI He noaaepxvsarT (bparmeHTaumIo IP-nakeToB

MoaTomMy HeobxoaMmo yaocToBepuTbCd, YTO IP-nakeTbl Ha BCEM NPOTSKEHUM OT cepBepa
cuUcTeMbl OO KOHTponsiepa He pparmeHTupytoTcda. [Onsg aToro BBeguTe Ty Xe KOMaHgy
C KITOYOM —1 M yKazaHMeM Ha pa3Mep OTNpaBnsemMoro naketa AaHHbIX, Hanpumep, 576 6anT:

ping XX.XX.XX.XX -1 576.

8. Ecnun cBA3b ecTb, a pasmep OTNPaBEHHOro nakeTa CoBrnagaeT C pa3MepoM, MOSTyYEHHbIM
B OTBETE, MOXHO YyTBEepxgatb, 4TO |IP-nakeTel pasmepoM MeHblwe 576 Oant
He parMeHTUPYTCA:

OrBer otT 193.124.71.56: umcyno 6aur=576 Bpema<lOmc TTL=128.

cn GO WINDOWS  system32 cmd.exe

Microsoft Windows XP [Bepcua 5.1.2600]
(C) Kopnopauwsa MadkpocoeT, 1985-2001.

C:\>pilng 10.0.103.253 -1 576
06MeH nakeTaMd ¢ 10.0.103.253 no 576 baiT:

OTBeT oT 10.0.103.253: uucno baiT=576 BpeMa=1Mc TTL=100
OTBeT oT 10.0.103.253: uucno BaiT=576 BpeMa<IMc TTL=100

OTBeT oT 10.0.103.253: uucno bBaiT=576 BpeMa<IMc TTL=100
OTBeT oT 10.0.103.253: uucno BaiT=576 BpeMa<IMc TTL=100

CtaTHcTHKa Ping gana 10.0.103.253:

NakeToE: oTnpaeBneHo = 4, nonydeHo = Y4, noTepaHo = B (0% noTepb),
MpubnuasuTenbHoe BpeMA MpUeHMa-nepeaadd B MC:

MHHMManeHoe = OMcek, MakcHManbHoe 1 Mcek, CpegHee = 0 Mcek
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9.

10.

11.

12.

30

Ecnu nonoxuTensHbIN OTBET NONY4YUTb HE yAaeTCs, TO BepOsTHee BCEro Ha nyTu crneaoBaHus
IP-nakeToB HaxoguTcHA cCeTeBOE KOMMYyTMpytollee obopydoBaHue (poyTep, KOHLEHTpaTop
n ceTeBble Moaembl), gensuwiee IP-nakeTbl Ha dparMeHTbl pasMepoM MeHblle 576 Gant.
MpoBepbTe HACTPOMKN 3TOr0 0OOPYAOBAHUS U NO BO3MOXHOCTU YBENUYLTE MakCMManbHbIV
pa3mep 6noka gaHHbix ogHoro naketa MTU (maximum transmission unit). OGblMHO aTOT
napameTp o6o3HavaeTca kak MaxMTU unu IPMTU.

Ecnn B ceTn BO3MOXHbI HECKOSbKO BapnaHToB KOMMYyTauuun, TO Ha6epV|Te KoOmMmaHay
C KIMKO4YOM —t:

ping XX.XX.XX.XX -1 576 -t.

KommyTupys pasHbiMn cnocobamu, cMOTpuTe Ha BpeMsi OTBeTa, BblbuMpas coefuHeHwue,
Jawowiee MakcumarnbHO ObICTpbi oTBeT. [ns BbiBOAa cTaTUCTUKM HaxmuTe: Ctrl+Break
(Pause).

nsa octaHoBku Haxxmute Ctrl+C.
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9.

YcTtaHOBKa cucteMbl
BHumaHue!

“55 Nna koppekTHoW paboTbl cepBepa CUCTEMbI MOXET NOTPeBOBaTbCS AOMOMHUTENbLHAS

HacTpouka 6paHgmayapa Windows.

Mpn ycTaHOBKE CUCTEMbI NPUAEPKMBANTECH Crieaytollen nocrneagoBaTenbHOCTU AENCTBUN:

1.

3anyctute ycTaHoOBOYHbIM hanvn Setup.exe. Cnegynte ykasaHMsAM MacTepa YCTAHOBKW.
AKTyanbHas Bepcusi ycTaHoBo4YHOro cpamna cuctembl PERCo-Web poctynHa Ha cawnte
komnauun PERCoO, pacnonoxeHHOM Mo agpecy: www.perco.ru, B pasgene lMoapepxka>
> [porpaMmmMmHoe obecne4yeHune.

BbiGepute A3blk yCTaHOBKM.

BbiGepute TN yctaHoBKM. Ecnun HeT HeobGxoaMMocTu BbiGopa KOMMOHEHTOB AN YCTaHOBKM
N HACTPOWKWN CETEBbIX NapaMeTPOB CEPBEPOB CUCTEMbI, TO BbibMpariTe Tvn MonHasa ycTaHoBKa
CUCTEMbI C peKOMeHAyeMbiMM napameTpamu, B TNPOTUBHOM crny4yae — Bbl6paTtb
KOMMNOHEHTbI U NapamMeTpbl ANsl YCTaHOBKU cUcTeMbl. Haxxmute kHonky [danee.

OTKpbIBLLEECS OMANOroBOe OKHO COAEPXMUT NULEH3VOHHOE COrnalleHue Ha MCnoNb3oBaHue
cuctembl. [locne ero npoyTeHusi HeoOGXOAUMO YCTAHOBUTb MEPEKNoYaTENb B MOMOXEHWE
£l npuHMMalo ycnoBus cornalleHus 1 HaxaTtb KHOMKy [lanee Ans npoAomKeHNsl yCTaHOBKM.
Mpu ycTaHOBKe nepekntoyaTens B NONOXEHUE $1 He MPUHMMalD YCNOBMUS COrnalleHus,
kHonka [lanee GyneT HeakTMBHa (HENb3A ByAeT NPOAOIIKUTL YCTAHOBKY CUCTEMBI).

B oTKpblBLUEMCA AOManNoroBoM OKHE Heobxogumo BbiOGpaTe nanky, B KOTOpykw OyoyT
YCTaHOBIEHbI hansibl CUCTEMBI:

5

Boifop nanku yCTaHOBKH
B KaKyHD NanKy Bel XOTMTE YCTAHOBWTE PERCo-Web2, v2.0.6,107

MporpaMMa ycTaHoBWT PERCo-Web2, v2.0.6. 10 B cnenyiOW YD NanKky.

Hammute «lanees, yTobbl NpOOOM#MTE. ECNK Bbl XOTUTE BRIDPATE APYTYHD MaNnKy,
HaMuTe «0030p,

C:\Program Files\PERCo\PER Co-Web2 | Ohzop...

[ns ycTaHOBKM peKOMeHOyeTCA WCMoNb3oBaTb Narnky, YCTAHOBMEHHYH MO YMOMYaHWIO.
Mo ymonyanuio ato C:\Program Files\PERCo\PERCo-Web. Ecnun Heobxoammo, yKaxuTe
ApYryto nanky unu Bblbepute ee, HaxxaB KHONKy O63op. [1Ns NpOAOIKEHNs1 YCTaHOBKN HAXMUTE
kHonky Oanee.

Ecnn 6bin BoiGpaH TN ycTaHOBKM BbiOpaTb KOMNOHEHTbI U NapamMeTpbl AN YCTaHOBKMU
CUCTEeMbI, TO OTKPOETCA OKHO CO CMMCKOM Ans Bbldopa KOMMOHEHTOB AMns AarnbHenLlen
YCTAHOBKWN. B OTKpbIBLUEMCHA OKHE OTMETbTE (OfiaXKaMy KOMMOHEHTbl CUCTEMbI, KOTOpble
Heobxoanmo yctaHoBuTb Ha [K, n HaxxmuTe KHonky danee.
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OTKpoeTcst HOBOE OKHO:

i

Hacrpoitka basel ganubix
YKEHMTE NapameTpel paboTel cepeepa Baskl AaHHEIX

KaTanor anA 6&3kl AaHHEIK:

|C: YProgramData\PERCo-Web2imysql O6zop...

HazeaHue D&kl AaHHEIX:

|per|:-:| | YeraHosuTs MySQL-cepeep Daskl AaHHEIX

Anpec cepsepa Oaskbl AaHHBIX: MOPT:
|12?.|:|.|:|.1 ||4,3,I,1 |

MMA NnonbsoBaTens:

|rn:n:|t |

Maponk:

7. [OnaycraHoBku cepBepa 6a3bl AaHHbIX MySQL yctaHoBuUTE (hnaxok y napameTpa YCTaHOBUTb

h

8.

32

MySQL-cepBep 6a3bl gaHHbIX. B none Karanor gnsa 6asbl AaHHbIX yKaxute nanky
pacnonoxernus B[l cuctembl. o ymonuanuio 3to C:\ProgramData\PERCo-Web\mysql.
Ecnn Heobxoamnmo, ykaxkuTe Opyryto nanky unm Bbidbepute ee, HaxaB kKHonky O63op. B none
HasBaHue 6a3bl AaHHbIX yKkaxuTe Ha3BaHWe 6a3bl AaHHbIX. [10 ymonyaHuio 37O perco.
Mpun HeobxoaUMOCTU U3MEHUTE 3HayYeHus B nonsax Agpec cepBepa 6a3bl AaHHBLIX U NOPT.
B nonax Uma nonb3oBatensa u laponb HeobGxoaMmo ykasaTb AaHHbIE YYETHOW 3anmcu
nonb3oBaTtens.

lpumeyaHue:

Ecnu ncnonbsyetca BHewHun MySQL-cepBep, He BXogawWmiA B AUCTpMOyTMB, Heo6xoaumo
CHATb onaxok y napameTpa YctaHoButb MySQL-cepBep v ykasaTb yyeTHble AaHHble
OT HeobxoaMMOro cepeepa B COOTBETCTBYIOLLMX MOSISAX OKHA.

lpumeyaHue:
Onsa OC Astra Linux ncnonb3yetca CYB[] PostgreSQL.

,D,J'Iﬂ npoaoIKeHNA YCTaHOBKU HAXXMUTE KHOIMKY Danee. OTKpOGTCFl HOBOE OKHO:

5

Hacrtpoika Web-cepeepa

@ MpocToe coeauHeHe c WEB-cepeepom (HTTP), TCP nopT @

O BesonacHoe coeauHerne © WEB-cepeepom (S5L), TCP nopT @

Coznate S5L-cepTudmkat ana WEB-CEpEEpa C MMEHEM:

MopT MeHeaxepa PERCo-Web 43000

MmMA nonezoEaTenA MeHeaxepa PERCo-\Web

Mapone MeHeawepa PERCo-Weh

< Hazaa OTmena
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lMpounsseonte HaACTPOWKY CETEBbLIX NapamMeTpoOB CepBepoB CUCTEMbI. [0na 3TOro ycraHoBuTe
dnaxok lMpoctoe coeauHeHune c¢ WEB-cepBepom (HTTP), TCP wnn Be3onacHoe
coeguHeHne ¢ WEB-cepBepom (SSL), TCP u ykaxute csoboaHbii nopT. Ecnn ykasaHHbIN
MopT yXXe MUCMOoMb3yeTcsa B CUCTEME, NMOSIBUTCA AMArioroBoe OKHO. B okHe HaxxmuTe kHonky OK
n Bblbepute cBo6OAHLIN NOPT.

BHumaHue!

Bepcua PERCo-Web (2.x.x.X) He MoOXeT OblTb YyCTaHOBMEeHa NOBEPX Bepcuun
PERCo-Web (1.x.x.x). [loatomy npu Takom o6HoBneHun [1O npu ycTaHOBKe
PERCo-Web Bepcun 2.x.X.Xx Heobxogumo OygeT 3agaTb MNOPT,  OTNUYHbLIN
OT MCMNOMNb3yEeMOro paHee yCTaHOBMNEHHOM Bepcuen (No ymonyaHuto ucnonbayetcs nopt 80,
N3MeHUTe Ha Apyron cBoboAHbIN), a 3aTeM MUrpMpoBaTb AaHHble M3 nepson Bepcun MO
C NOMOLLIO YTUINTLI MUTPALINMA.

10. MNpun HeoGxoaumocTn yctaHoBuTe ¢naxok Cospatb SSL-ceptucdmkar ana WEB-cepBepa

n ykaxkute uma ans SSL-ceptudukaTta.
BHumaHue!

— Ons nogaep>xKku UJI/I(*)pOBaHVIFl B Lensx noBblleHns 6e3onacHocTu pekoMmeHaoBaHoO

Bbl6paTb napameTp besonacHoe coeanHeHne ¢ WEB-cepsepom (SSL), TCP.

11. B none [Mopt wmeHemxepa PERCo-Web ykaxute cBobogHbii nopT pgns  paboThbl

12.

13.

14.

15.

16.

¢ MeHepxepom cuctembl 6esonacHoctu PERCo-Web. Mo ymonuyanuio ato nopt: 49000.
B nonsx Umsa nonb3oBatena meHemxepa PERCo-Web 1 Maponb meHepgxepa PERCo-Web
HeobXx04MMO yKka3aTb AaHHbIe YYETHOM 3anucu nonb3oBartend. [ns npogormkeHus yCTaHOBKM
HaxxmunTe kHonky fdanee.

B oTKpbIBLUEMCSI OKHE YKaXmuTe nanky pacnonoxeHus dannos B[ Bungeocepeepa CUCTEMBI.
Mo ymonyaHuio ato C:\ProgramData\PERCo-Web\video. Ecnn HeobxoamMmo, ykauTe Apyryto
nanky unu Bblbepute ee, HaxxaB kHonky O63op. 15 NPogomKEHN YCTAaHOBKM HAXKMUTE KHOMKY
Danee.

B oTKpbIBLLIEMCS OKHE NPU HEOBXOAMMOCTH yCcTaHoBUTE doriaxkok Co3aaTth 3Ha4ku Ha Paboyem
crone. [0 OKOHYaHUWM YCTaHOBKM Ha paboyem CTone aBTOMATMYECKUM OTOBPAa3ATCA 3HaYKM
PERCo-Web 1 MeHenxep PERCo-Web. [Ins npooormkeHWs yCTaHOBKU HaXMUTE KHOMKY
Oanee.

Bynet npoBegeHa npoBepka kKoHUrypaumm cuctembl. [na npogormkeHnsa yCTaHOBKN HaXXMUTe
kHonky Oanee.

B OTKpbIBLLEMCA OKHE B BUOE CMNCKa OT06pa)KeHbI BCe Bbl6paHHbIe napamMeTpbl And yCTaHOBKA
CUCTEMBDbI. ,D,J'IFI npoaoJmnkKeHnA YCTaHOBKU HaXXMUTE KHOMKY YcTtaHOBUTDL.

HauneTcs npouecc yCTaHOBKM U OTKpPOETCA HOBOE AnarnoroBoe OKHO. B ouanoroBoMm oOkHe
YyCTaHOBKU 0T06pa>KaeTc;| MHCbOpMaLl,I/Iﬂ O pe3yrnbTaTaxXx YCTaHOBKU CUCTEMbI:

15

YcranoBKa komnonenta 'Web-cepeep'
War 4us 5

PacnakoBka hainos. ..
C:\Program Files\PER Co\PER Co-Web 2\apilwebdient\assets\soul\user-mode. bundle. js

OTMeHa

Mo 3aBeplueHWM YCTaAHOBKM AN aBTOMaTuMyeckoro 3anycka MeHedxepa PERCo-Web
Heobxoanmo yctaHoBUTb dnaxok OTKpbITb MeHemkep PERCo-Web; ons asBTomaTtuyeckoro
3anycka ctaptoBon ctpaHuubl 1O PERCo-Web Heo6xoamMmo ycTaHOBUTL (oriakok OTKpbITh
ctapToByto cTtpaHuuy MO PERCo-Web:
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JaBepuwenne Macrepa yCTaHOBKH
PERCo-Web2, v2.0.6.10

Mporpamma PERCo-Web2, v2.0.6. 10 ycTaHoENEHS Ha Baw
KOMMEOTEP, MPHUNCHEHHE MOXHO 3aNYCTHTE C NOMOLLEKD
COOTBETCTEYHIWEND 3HAHKA,

HamMuTe «3aBeplmTe s, JTolbl BEINTI M3 NPOrpPaMMel
YCTEHOBKM,

OTKpeITe MeHegxwep PER.Co-Web
OTKPBITE CTEPTOBYKD CTREHWLY MO PERCo-Web

SaEepWKTE

17. na 3aKkpblTUss OKHA MacTepa YCTaHOBKM HaxXmuTe KHonky 3aBepwutb. Cucrema

18.
19.

34

PERCo-Web yctaHoBMneHa Ha KOMMbIOTEP.
Mpun HeobxogumocTn NpuobpeTuTe NuLeH3no Ha O cucTemsl.

OTtkponte MeHemxep PERCo-Web, nepengute Ha Bknagky OnacHasi 30Ha U HaXXMUTe KHOMKY
CkayaTb CeKpeTHbIM Knw4. Ha KomnbloTep asBTOMaTuMdecku 3arpy3utcs  dann
C reHepupoBaHHbIM  CEKPETHbIM  KIMOYOM AN BO3MOXHOCTM BOCCTaHOBMEHUs [ocTyna
K 3awmndpoBaHHbIM daHHbiM cuctembl PERCo-Web. B cnyyae nomnHonW nepeycTaHOBKM
cuctembl Heobxoammo byaet 3antn B MeHepxxep PERCo-Web, 3arpy3antb paHee coxpaHeHHbIN
CeKpeTHbIN KoY 1 nepe3arpy3untb Bce cepsuckl (Web-cepeep n Cepsep cuctemsl).

llpumeyaHue:

[Ons nonHoro ypaneHus Bcex mogynen cuctembl ¢ K wucnonb3ynte crtaHgapTHbIA
komnoHeHT MS Windows «YcmaHoeka u ydaneHue npozpamMmy. Ons 3anycka KOMMNOHEHTa
BblbepuTe nocrnegoBatencHo Myck > MapameTpbl > MpunoxeHusa. B oTKpbiBLLEMCH OKHE
Bblaenute ctpoky « PERCo-Web2» n HaxxMmnte KHonky YaanuTb.

BHumaHue!

= [Ins yctaHoBkn Bepcum MO PERCo-Web pnsa OC Linux Heo6xoouMMoO OTKPbITb apXuB,
CKONMpoBaTb YCTaHOBOYHbIN hann popmata *.deb, *.rpm, n ycraHoBute NNO PERCo-Web
COrnacHO MHCTPYKLNN.
Ona OC ROSA npu ucnonb3oBaHun MariaDB HyxHa Bepcus MariaDB 10.2 wnu Bblwe.
(MariaDB vncnonbayetcs Tonbko B OC ROSA).




PykoBoacTBO agMUHMCTpaTopa

10. YnpaBrneHue NUUEH3UAMMU
CocTtaB moaynewn NO PERCo-Web

Moagynb MO

Bxogswme B Moaynb pasgenbl

PERCo-WB
PERCo-WBE
«ba3oesbll
nakem O»

KonuuyectBo coTpygHUKOB orpaHuyeHo — 0o 100 ven.
Pasgenbl:  «lepcoHan» ¢ nogpasgenamu:
o «CoTpyaHUKN»,
o «lMoppaspgeneHusy,
e «J[omKHOCTUY;
«Bropo nponyckoB» C nogpasgenamu:
e «CoTpyaHUKNY,
» «LWabnoHbl goctynay;
«KoHTponb goctyna» c nogpasgenom:
* «YnpaBneHue yCTpOMCTBaMMY;
«AOMUHUCTPUpPOBaHME» C Noapasaenamu:
e «KoHdurypaumsa»,
e «CobObITNA cncTembly,
e «3apgaHuf»,
* «OnepaTopbi»,
e «Ponun u npaBa onepatopoB»,
e «JlnueH3umn»

PERCo-WS
PERCo-WSE
«CmaHOapmHbIl
nakem 10»

Bce pasgensl, Bxoasuwme B «ba3oesiti nakem 10y,
a Takke pobasnseTcs:
pasgen «3aka3 nponyckay,
B pasaen «MepcoHan» gobaenseTca nogpasgern:
¢ «[JononHuTenbHble AAHHbIE»;
B pasaen «Bropo nponyckoB» f06aBnaTCSA nogpasnens:
e «lMocetutenny,
e «[nsanH nponyckay,
¢ «OT4yeT NoO NoceTUTENAMY;

B pa3gen «KoHTponb goctyna» nobaBnsitoTcs nogpasaensi:

¢ «OTyeT 0 Npoxopax»,
e «OTyeT NO gOCTYNYy B NOMELLUEHUA Y,
e «BblaaHHble naeHTUdUKATOPbLI»

PERCo-WMo01
PERCo-WMEO01
«Y4em paboyez20 epemMeHU»

Bce pasgensl, Bxogsawme B «CmaH0apmHbIU nakem
IMO», a Tarke nobaBnseTcs:
pasgen «Y4yeTt paboyero BpemeHu» C nogpasgenamu:
¢ «XXypHan oTpaGoTaHHOro BpeMeHMn»,
¢ «OnpaBpaTtenbHble AOKYMEHTbIY,
¢ «®opmupoBaHue Tabensy»,
e «OTYyeTbl N0 AUCLUMIIUHEY,
¢ «OTt4yeT YPB»,
* «Bpems npucyrtcTBUAY,
¢ «BblgaHHbIe AOKYMEHTbI»;
B pa3gen «lMepcoHan» gobaensetcs nogpasgen:
o «[lpachmku paboTbI;
B pasgen «KoHTponb goctyna» gobaensercs nogpasgen:
¢ «MecTOHaxoXaeHUue»

PERCo-WMO02
PERCo-WMEO02
«Bepudpukayus»

Bce pasgensl, Bxogsuue B «CmaHdapmHsbii nakem 10y,
a Takke pobasnseTcs:
pasgen «Bepudmkauma» ¢ nogpasgenamu:
¢ «Bepudmkauumsn»,
¢ «KoHdurypaumsa sBepudukaummny;
B pa3gen «KoHTponb goctyna» nobasnseTtcs nogpasaen:
* «XXypHan Bepucpukauum»
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Moaynb MO Bxoaswme B moaynb pasgernbl
PERCo-WMO03 Mopaynb cuHxpoHusupyeT 6a3bl AaHHbIX PERCo-Web
«MHmMeepayus c 1C» n 1C:lMpednpussmue
PERCo-WMO04 Mogynb BkntoyaeT oTobpakeHne QOKYMEHTaLUmMm No agpecy:
«MHmMeepayus c eHewHumu | /dev ons BO3MOXHOCTU paboTkl ¢ API
cucmemamu»
Bce pasgensl, Bxogsilumne B «CmaHdapmHbil nakem 10y,

PERCo-WMO05 a Takxke gobasnsieTcs:
PERCo-WMEO05 Pasgen «MOHUTOPUHI» C Nogpasaenavu:
«MoHumopuHa» e «PeXum MHTepaKTUBHOIO NraHay,

¢ «Pexunm pepaktmpoBaHusa»

Mogynb nossBonsieT MPOBECTM  MHTerpaumio  CUCTEMbI
PERCo-Web c¢ Bugeonoacuctemon Trassir, d4to paeTt
BO3MOXHOCTb  ucnonb3oBaTb obopyposaHve TRASSIR
Ans BuaeoHabnoaeHns n ans pacno3HaBaHus
nonb3oBaTernew no nuuy / HoMepy TPaHCMNOPTHOro cpeacTea

MOD,YJ'II: no3BoNdAeT npoBecTn MHTEerpauunto CUCTEMDI

PERCo-WMO06
«MHmeepayusi c TRASSIR»

PERCo-WMO07 PERCo-Web c vHTErpMpoBaHHOMW CUCTEMOW  OXpaHbl

«MHmeepayusi ¢ UICO «OpUOH», YTO AAaeT BO3MOXHOCTb YNpaBnsaTb 000pygoBaHNEM

"OpuoH” (HBI1 "Bonud”)» OXPaHHO-NOXapHOW CurHanuMsaumm B UHTepdence CUCTEMBbI
PERCo-Web

Mogynb  no3BongeT NPOBECTM  UHTEerpauuio  CUCTEMbI

PERCo-WMO08 PERCo-Web c Bupeonoacuctemonn Axxon Next, 4to pgaet

«MHmeepayus c Axxon Next» | BO3BMOXHOCTb ee ans BUAeoHabnoaeHns

(OO0 «Au Tu Bu epynn»)» | v ons pacno3HaBaHWs nofb3oBaTtener no  nuuy / Homepy
TPaHCMNOPTHOrO CPeACTBa

MO cuctembl cocTont N3 moayna «CmaxHdapmHbit nakem O» v fononHUTeNbHbIX Mogynen MO
ANA  pacwmpeHus  yHKUMOHanbHbIX BO3MOXHoCcTen cuctembl. 1O moxeT npuobpeTaTbes
Kak B COCTaBe KOMMMeKTa W3 HEeCKONMbKMX Moayrnen, Tak W OoTAeNbHbIMA  MOOYMSIMU.
®PYHKUMOHMPOBAHNE LOMNOSMHUTENBbHbLIX MOAYNENW BO3MOXHO TOSMbKO COBMECTHO C MOAynem
«CmaHdapmHbIti nakem [10». [Ans npnobpeTeHns OOCTYMHbI:

e PERCo-WS (PERCo-WSE) «CmaHOapmHbili nakem [10» — nos3BonsieT opraHu3oBaTb
nonHoueHHyto CKY[] ¢c noaaepkom Bcex OCHOBHbIX hyHKLMI obecneyeHns 6e3onacHOCTH, B TOM
yucre: KOHTPOMb AOCTyna no BpeMeHu, KOHTponb 3oHanbHocTM (Antipass), pgoctyn
C KOMWUCCUOHMPOBAHMWEM.

e PERCo-WM01 (PERCo-WMEO01) Modynb «Yyem paboye2o epeMeHu» — NO3BOSISIET BECTU
yyeT paboyero BpemMeHW COTPYOAHWKOB W COCTaBnATb OTYETbl O AuCUMNAMHE Tpyaa.
JInueHsnpyeTcs Tonbko coBmecTHo ¢ PERCo-WS (PERCo-WSE).

e PERCo-WM02 (PERCo-WME02) Modynb «Bepugukayusi» — NO3BONSET YCUNUTb KOHTPOIb
AOCTyna Ha TeppuTopuio npeanpusatua 3a cdeT nposegeHus onepatopom KM npoueaypol
Bepudmkaumn. JinueHsnpyetcs Tonbko coBMectHo ¢ PERCo-WS (PERCo-WSE).

e PERCo-WMO03 (PERCo-WMEO03) «Mumezpayusi ¢ 1C» — NO3BONSET CUHXPOHM3NpoBaThb 6asbl
AaHHblx PERCo-Web v 1C:lpednpussmue. Mopgynb WHTErpauum npencraensietr cobon
npunoxeHve B Buae danna BHewHen o06paboTkm AnNA  NpPorpaMMHOrO  nNpoaykra
«1C:Mpednpussmue 8»._JlnueH3npyeTca Tonbko coBMecTHo ¢ PERCo-WS (PERCo-WSE)
n PERCo-WMO01 (PERCo-WMEO01).

e PERCo-WM04 «WHMe2payusi C¢ 6HewWHUMU cucmeMamu» — TMO3BOMSET BKIIOYUTb
oTobpaxkeHne JoKyMeHTaumm no agpecy: /dev ans Bo3MoXXHoOCcTU paboTbl ¢ API. JlnueHsunpyeTca
TONbKO coBMeCTHO ¢ PERCo-WS.

e PERCo-WMO05 (PERCo-WMEO05) Modynb «MoHumopuH2» — MO3BONSIeT OpraHM3oBaTb
HabnogeHne 3a NOAKOHTPOSbHLIM CUCTEME NPEANPUATUEM, YNPaBNATb YCTPONCTBAMU CUCTEMDI
B PY4YHOM pexuMme, a Takke cos3gaBaTb M pedakTupoBaTb NnaH npeanpuatus._JlvueHaupyetca
TONbko coBMecTHO ¢ PERCo-WS (PERCo-WSE).
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e PERCo-WM06 «MHmeepauyusi ¢ TRASSIR» — no3sonsieT NpoBeCTU MHTErpaumio CUCTEMbI
PERCo-Web c Bungeonogcuctemon Trassir, 4To paclumpsieT yHKLUMOHAmNbHblIE BO3MOXHOCTU
PERCo-Web 3a cuyeT ucnonb3oBaHusi pecypcoB Buaeonoacuctembl Trassir. JluueHanpyetca
TonbKo coBMmecTHo ¢ PERCo-WS.

e PERCo-WMO07 «hHmezpayusi ¢ MCO "OpuoH" (HBI1 "Bosud”)» — no3sonsieT npoBecTu
nHTerpaumio cuctembl PERCo-Web C WHTErpupoBaHHOW CUCTEMOW OXpaHbl «OpUOH»
ANA co3aaHnst KOMNIIEKCHOM cucTeMbl 6e3onacHocTy, Brntovatower CKY[] n oxpaHHO-NOXapHyHo
curHanusauyuto. JInueHsnpyeTtcs Tonbko coBMecTHo ¢ PERCo-WS.

o PERCo-WMO08 «hMHmeepayusi ¢ Axxon Next» — no3BonsieT NPOBECTU MHTErpaLm0 CUCTEMbI
PERCo-Web c¢ Bugeonogcuctemon Axxon Next, 4yto pacwmpseT dyHKLMOHANbHbIE
Bo3mMoxxHOCTU PERCo-Web 3a cyeT co3gaHnsa cucTeMbl BUAeOHabnogeHns n pacnosHaBaHus
nonb3oBarernen no nuuy (no Homepy TC). JluueH3npyeTca Tonbko coBMecTHO ¢ PERCo-WS.

[nsa ynpolieHns npouenypbl npuobpeteHus nuueHaun Ha MO cuctembl, a Takke AN 3HAKOMCTBa
C ero BO3MOXHOCTAMKW, B TedyeHme 60 OHen C MomeHTa nepsoro 3anycka [10 pabGotaet
B O3HAKOMUTENBbHOM pexume. NMpn 3TOM COXpaHSTCA BCe (PYHKLMOHANbHbIE BO3MOXHOCTM BCEX
moaynen MO. Mo oKoH4YaHWMM O03HAaKOMUTENBLHOrO Nepuoda AOCTYN K AOMOSTHUTENbHLIM MOAYNSIM
MO, Ansa KOTOpbIX HE BBEAEH KOA akTMBauuu, OyaeT 3anpeLueH.

Ecnn He Obina npmnobpeTteHa nuueH3nst Ha «CmaHdapmHbIli nakem [10», TO ANS OanbHENLLEN
paboTbl ¢ 1O HeobxoauMMO NONy4YnTb M BBECTU KOL akTuBaumm Ha 6ecnnatHeii mogyns PERCo-WB
(PERCo-WBE) «ba3oebili nakem [10» co crieayiowmnmMmm orpaHnuyeHnsIMu:

e KONMYECTBO COTPYAHMKOB B cUCTeMe — He Gonee 100; npu 3arpyske cnvcka COTPYAHWKOB (MMMOPT
n3 cparina cdopmarta .xls) ¢ 6onbLLIMM KONMYECTBOM B cucTeMy OyayT 3arpyxeHbl nepsbie 100
COTPYAHMWKOB MO CMUCKY;

e BO3MOXHOCTb BBOAA AaHHbIX W BblAaun KapT goctyna (ngeHTndukatopos) nocetutenam éyaet
HeOOoCTYMNHa;

e pabota ¢ gononHutenbHbiMu Mmogynamu MO PERCo-WM 6yneT HeQOCTYNHa;

WHTErpaumsa ¢ KOHTponnepamu CTOPOHHUX npousBoauTenen (GuomeTpuyeckne KOHTponnepbl
1 TepMuHanbl pacno3HaBsanus nuy ZKTeco, Suprema, BioSmart) 6ygoet HegocTynHa.

Mpn a3TOM BCs BBeAeHHad paHee uWHGoOpMaumMa O kKapTax AocTtyna (uaeHTudukatopax)
n nocetutenax GygeTr coxpaHeHa B B[l cucteMbl M gocTyn K Hen OyaeT BOCCTaHOBIEH nocne
npuobpeTteHns moayns «CmaHOapmHbIt nakem [10».

B kaudectBe 9r1leKmpoOHHO20 Kmoda 3awumel 1O cucTeMbl OT  HECaHKUWOHUPOBAHHOMO
NCMOSb30BaHUSA MPUMEHSIETCA OAWH W3  KOHTPONSIEPOB cucTembl npoudsogctea PERCo.
BbinonHeHWe  (pyHKUMM  KIlo4a He  BAMdeT Ha  OYHKUMOHMPOBAHWE  KOHTpossepa.
[na ncnonb3oBaHMs B KavyecTBe Krtova KOHTpoONnep AOMmKeH ObiTb foGaBneH B KOHMUMrypauuio
cucteMbl B nogpasaene «KoHndurypaumsar» pasgena « AGBMUHUCTPUPOBaAHUEY.

Mocne BBoga koda akmueayuu B crnydyae OTCYTCTBUS CBA3U MeEXAY KOHTPOMNSEPOM-KITHoHOM
W CepBepoM CUCTEMbI BCe nUuUeH3upoBaHHble Moaynu MO npogormkatoT dyHKUMOHMPOBaTb
6e3 kakux-nmbo orpaHnyeHmn B TeveHme 30 gHel. Ecnm B TedeHme 3aToro nepmoda CBs3b
He BOCCTaHOBnNeHa, 6nokvpyetca pgoctyn ko BceMm pasgenam [10, kpome pasgena
«AgMUHUCTpUpOBaHMe» (4519 BBOAA KNtoda aktmesaumu). [pu aTOM BCA BBeAEHHaAs paHee
B cMcteme MHdopMaumsa coxpaHsietcss B B[l cuctembl 1 gocTtyn k Hen ©ygeTr paspelleH nocne
BOCCTAHOBJIEHUS CBA3M C KOHTPOSIEPOM-KIHOHOM.

MNopsaok npuobpeteHusa nuueHsum Ha MO
[ns npnoGpeTeHus NMUEeH3nM 1 NonyvYeHns Kroyen aktneaumm mogynen MoO:

1. Bbibepute oamH wu3 npuobpeTeHHbIXx paHee KoHTponnepoB PERCo, kotopbii Oyaet
NCNoNb30BaTbCS B KAYECTBE MEKTPOHHOro Krntoya 3awmTbl MO cuctemsl.

2. 3anonHuTe 3asBKy Anga npuobpeTteHns nuueHsmm Ha MO cuctembl. 3asaBKy MOXHO 3anosfiHUTb
Ha cante komnaHum PERCo, no apgpecy: www.perco.ru, B pa3gene [lloapepxka >
> MporpammHoe o6ecneyveHune > MO PERCo-Web > MopAaaok nony4v4eHUs NIMLEH3NOHHOro
cornaweHusa NO PERCo-Web nnu Katanor> Cuctema koHtponsa gocrtyna PERCo-Web >
> MporpammHoe o6ecneyeHue > MO PERCo-Web > lNopsanok nonyyeHUs NMLEH3NOHHOIo
cornaweHus NO PERCo-Web.
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Bs

asiBke Heo6xoanMo ykasaTb:
MAC-agpec BblIGpaHHOro KoHTponsepa,
nepeyeHb NnpuobpeTaemblx Mogynen.

3. Tllocne nonyvyeHuna JmueH3NOHHOro cornaweHund, coaeplxauero Kobl aktuBauun Mop,yne|7|
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cucTeMbl, Heobxogumo  BBecTM Ux B nogpasgene  «JlMueH3uu»  pasgena
«AAMUHUCTPUPOBaAHUEY.

BHumaHue!

Mcnonb3oBaHne B cucteme PERCo-Web  KOHTpPOMfepoB  TOMbKO  CTOPOHHUX
npoussogutenen (GMomMeTpudeckne KOHTPONSEPbl M TEPMMHAnNbl pacrno3HaBaHWs nuu
ZKTeco, Suprema, BioSmart) BO3MOXXHO TONbKO B T€4EHMNE O3HAKOMUTENBHOIO NEPUOAA.
Mo ero okoH4YaHWn Heobxoaumo BygeT npuobpecTn xoTs Gbl oauH KoHTponnep PERCo
B KA4eCTBE 3MEKTPOHHOrO Krto4ya U NIMUEH3NI0 Ha cTaHaapTHbIN nakeT MO.



PykoBoacTBO agMUHMCTpaTopa

11. MeHepxep cuctembl 6esonacHoctn PERCo-Web

OkHo MeHepxep PERCo-Web oTkpbiBaeTca Haxatnmem Ha wukoHky MeHemxkep PERCo-Web
Ha paboyem cTone nmnm no IP-agpecy B agpecHom CTpOKe Opaysepa
(Hanpumep, http://127.x.x.x:49000/, roe 127.x.x.x — |P-agpec KomnbioTepa C YCTaHOBIEHHbIM
cepBepom cuctemel, ;49000 — nopT MeHemxepa PERCo-Web, ykasaHHbIN Npy YCTAHOBKE CUCTEMbI
PERCo-Web).

Ha akpaHe nosiBUTCSt OKHO Ansi aBTopu3auun Bxoda nonb3oBaTtensi. B okHe B COOTBETCTBYOLLMX
nonsix BBeAMTE UMsi Nonb3oBaTens M naposb (Mo yMonyaHuto ato admin / admin), nocne 4ero 6yaet
BbINOSHEH Bxoa B MeHemkep.

MeHepxep PERCo-Web npegHasHaueH gns:

3anycka u OCTaHOBKM CEPBEPOB CUCTEMBI;

umnopta B[ n3 cdanna 6onee paHHux Bepcuin Bl cuctemsl;
C03/1aHMS U BOCCTaHOBNEHUS pe3epBHOn konun BI;
npocmMmoTpa noros MeHemxepa PERCo-Web;

cbpoca y4yeTHOW 3annucm agMMHUCTpaTopa.

OkHo MeHepxep PERCo-Web Bbirnsant crneaytowwmnm obpasom:

yl¢ MaHenb ynpaBnenus

CepBep cuCTEMBI

PaboTaer

«©

10:35:1 10:35:2 10:35:3 10:35:4 10:35:5
OAM  OAM DA 0AM  OMM

10:35:1 10:35:2 10:35:3 10:35:4 10:35:5
0 AM oAM  OAM 0 AM 0 AM

W RAM WCPU1 ECPU2 CPU3 mCPU4

Wcnonb3zoBaHue AWUCKa

TouKa MOHTUpOBaHUA:
64% @aiinoean cucTemaextd
AoctynHo: 65.85 6 13 191.19TE

1. MNaHenb coaepXxuT cneayoLwmne BKNaaKku:

e MoOHUTOPUHT;

HacTtpouku;
Pe3epBHbLIE KONWUX U NOTHU;

HacTpovku meHemxepa;
OnacHaga 30Ha.

MKOHKM B NEBOM HWXKHEM Yrny NO3BOMASAKT CMEHNTb A3bIK MHTEpPdenca.
2. Pabouas obnacTtb OKHa 3aBUCUT OT BbIOpPAHHOWN BKMaAKW.
lpumeyaHue:

L 1 .

B cucreme npeaycMoTpeHa BO3MOXHOCTb aBTOMATUYECKOro CO34aHUs pe3epBHOM Konun
B no pacnucanuio. Co3gaHue pacnucaHus NpousBoAMTCA B nogpasgene «3agaHusi»
pasgena «k AGBMUHUCTPUPOBAHUEY.
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Cuctema koHTpond n ynpasnenusa goctynom PERCo-Web

11.1. Bknagka « MOHUTOPUHI»

Bknagka MOHUTOPUHr (He nyTaTb C pasgenom

«MOHUTOPUHI»

CUCTEMDI

OH onucbiBaeTcd B Pykoeodcmee nosib3oeamesis  modynsa PERCo-WMO0S5,

«MoHumopuHa») NnpefHa3Ha4veHa Ansi 3anycka U OCTaHOBKWU CEpPBEPOB CUCTEMbI.

Bwupg Bknagku:

MaHenb ynpaBneHus

YnpaeneHwe cepBucamm
Beb-cepsep

PaboTaer

MoHwmTopKHT pecypcos

10:35:1 10:35:2 10:35:3 10:35:4 10:35:5
0 AM 0 AM 0 AM 0 AM 0 AM

W RAM

CepBep cucTemsl

PaboTasT

10:35:1 10:35:2 10:35:3 10:35:4 10:35:5
0 AM 0 AM 0 AM 0 AM 0 AM

WCPU1 WCPU2 mCPU3 ECPU4

PERCo-Web,

WUcnonbszoBaHue ANCKa

TouKa MOHTUPOEaHUS:/
64% Daiinoean cuctemaextd
HocrynHo: 65.95 B 1z 191.19 Tb

Paboyasi obnactb BKNagku cooepXuT crieqyroLlime aNeMeHThbl:

e YnpaBneHue cepBuUCaMW — MNaHellb COOEPXKUT WHMOPMALMIO O COCTOSIHUM CEpPBEpOB
W NepeknoyaTens AN UX 3anycka WnyM OCTaHOBKW. NS M3MEHeHMsI COCTOsIHUS cepBepa
UCnonb3ynTe nepeknoyaTens & '

e MOHMTOPUHI pecypcoB — NaHesnb BM3yanbHO OToBpaXkaeT COCTOsIHME cepBepa Ha TeKyLuii
MOMEHT BPEMEHM.

llpumeyaHue:

¥ CocTtosiHne cepBepa OTpaxaeT COCTOSIHME NaMATN CepBepa 1 3arpy3kn npoueccopa Bcemu
TEKyLLMMW npoLeccamu, TO eCTb He Tonbko npoueccamn PERCo-Web.
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PyKoBOACTBO agMMHUCTpaTOpa

11.2. Bknapgka «HacTtponkun»

Bknagka HacTtpowmkum npegHasHaveHa ans ynpasnexwus B cuctembl, yoaneHHbIM LOCTYMOM,
HTTPS u ceptndmkatamm, a Takvke Ansgd HaCTPONKMN pexuma MyrnbTucepeepa.

Bwupg Bknagku:

sl¢ Hactpoiiku

Hactpoiika nogenouenna bf]

Ug Xocor 172.17.0.50
@3 MopT 3306 @
o Monb3oEaTEND admin
T4
|'| a3 pc_,'b ......
!
baza gaHHBX perco_segment

JocTynsele Ba3bl AaHHBIX

ol0120221 O odizzozo T zozi212a § 2121 ©

2
{3)
(&
(5)
(&

HTTPS w cepmaduicars

3arpyadTs Galfa CepTHOMKRTa ~
[-ert]

BuiSepwte dalin

2arpysTe $adn KnoYa (ke BuiSepwte dalin
L

HTTPS

¥npaenesue yaaneHHEIM AOCTYTION K MEHEgHREpY
¥aaneHHul gocmym (_.z'

Haznauenwe nopros gna PERCo-Web

HTTP | EO

HTTE: | 443

JonoAHUTENEHBIE HACTPOWKK

BpemA MMIHN Ceconn (B
MHHYTEX)

Pacnpepenennan cucrema

P wynetecepsses (L )

Pecasima pennvkaygwme B

CermesT 50 [Texyupit cerment]

OedcTera © exfpasssp
CEMMEHTOM

41



Cuctema koHTpond n ynpasnenusa goctynom PERCo-Web

1.
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MaHenb HacTponka nogkntoveHua Bl cooepxuT cnegyowime arieMeHTbl:

e XocT — B none HeobxoAMMO yka3aTb agpec cepBepa Anga co3gaHHon 6asbl 4aHHbIX.

e [opT — B Nnone Heob6xoaAMMO ykasaTb NOPT ANA co3aaHHOM 6a3bl AaHHbIX.

e [Monb3oBartensb — B none Heob6xoaMMo BBECTU UMS NONb3oBaTeNs A NoaKoYeHns K 6ase
JaHHbIX.

e Maponb — B none HeobxoauMmo BBECTU NaApOfb ANA  YKA3aHHOro Monb3oBaTens
AN nogkntoveHus k 6ase gaHHbIX.

e Bba3za paHHbIX — B none HeobOxoAMMO BBECTUM Has3BaHMe co34aHHOM 0a3bl AaHHbIX.
Mpn BBOAE Ha3BaHMA Heco3aaHHOM 6a3bl AaHHbIX OHa ByaeT co3aaHa aBTOMATUYECKN.
CoxpaHUTb — KHOMKa MNO3BOSISIET COXPAHUTb BHECEHHLIE HA NAHENN U3MEHEHMWS.
[JocTynHble 6a3bl AaHHbIX — NaHenb COO4EPXUT CNUCOK co3gaHHbix B u nossonset
Ao6aBuTb HOBYIO.

MaHenb HTTPS u ceptudmkatbl COAEpXUT CreayoLmne 3nNemMeHThbI:

e 3arpy3utb hann ceptudukara (.crt) — naHenb NO3BONSAET 3arpy3nTb NYONYHbBIA KITHOM.
Mocne 3arpy3kn hann 6yaeTt xpaHuTbea Ha cepBepe MeHepxkepa PERCo-Web.

o 3arpy3uTb chann knro4a (.key) — naHenb NO3BONSET 3arpy3nTb CEKPETHBIN KoY cepBepa.
Mocne 3arpysku dann 6ygeT xpaHuTbes Ha cepBepe MeHeaxxepa PERCo-Web.

o HTTPS - nepeknioyaTenb NO3BOMSET BKNHOYAUTL / BbIKMIOYNTL LUMGPOBAHNE LaHHbIX.
YTtobbl BKNOUMTL SSL-uncpoBaHme, HeobxoaumMo 3arpy3ntb dann ceptudukata u dann
Krtoya.

Mpwn 3arpy3ke HEKOPPEKTHbIX dhannoB Kn4va unu ceptudukaTta npu 3anycke MeHemxkepa
PERCo-Web oTob6pasuTcs owumnbka:

o KHonka COXpaHVITb COoXpaHAeT BHECEHHbIE UBMEHEHUA.

MaHenb  YnpaBneHue  yaaneHHbIM  OOCTYNoMm K  MeHemxepy  nossonseT
BKMNIOYNTBL / BbIKMOUMTL  paspelleHne Ha nogknoveHne k MeHepxepy PERCo-Web
no yaaneHHoMmy 4OCTyny.

NaHenb HasHavyeHue noptoB ans PERCo-Web no3BonsieT ykasatb, kKakonm nopT Ovaer
ncnonb3oBaTtbCa AN 00blMHOro coeguHeHust (HTTP), a kakon — ans 3awmndgpoBaHHOro
(HTTPS).

MaHenbo [dononHUTenbHble HACTPOMKM MO3BOMSIET 3adaTb BPEMS  KU3HU  Ceccum
B npomexyTke oT 1 o 10080 muHyT (1 Hegensd). ATa HacTpoKka onpeaenseT BpeMsi C MOMEHTa
nocnegHero 3anpoca, Mnocfne KOTOPOro TOKEH aBTOpU3auun CTaHeT HeaeNCTBUTENbHbIM,
cnepoBaTenbHO, MO UCTEYEHUMN 3a4aHHOTO BPEMEHW onepaTopy noTpedyeTcsi 3aHOBO MPONTH
aBTopusauuto B cucteme PERCo-Web, ecrnn ¢ ero CTOpOHbI HE BbIfTI0 HUKAKOM akTUBHOCTMU.

BHumaHue!

Mocne npumeHeHus HacTponku Bpemsi Xu3Hu ceccum HeobxoouMMo nepesarpysvTb
Web-cepBep.

lpumeyaHue:

Bpems xun3Hn ceccum He BNUSET Ha paboTy pasaenoB «Bepudmkauma» n « MOHUTOPUHIY.
Ecnun oTKpbIT 0AMH 13 3TUX pa3genos, ceccust He ByaeT npepBaHa gaxe npu oTCyTCTBUN
aKTMBHOCTW onepaTopa.

Manenb PacnpepeneHHas cucTemMa COAEPXUT CneaytoLime HaCTPONKK:

o [lepekntovyaten Pexum MynbTucepBepa MO3BOMASET BKMNIOUNUTL / BbIKMIOUYUTE  PEXUM
paboTbl PERCo-Web kak pacrnpeneneHHon CUCTEMBI.

o [lapameTp Pexum pennukaummn B[] gomkeH ObiTb aKTUBMPOBAH B Criy4yae MCNoSib30BaHMS
CUCTEMbI pennukaumm 6a3 gaHHbIX.
CermMeHT — pacKkpbiBaloLLMINCS CNMCOK A0OaBNEHHbIX paHee CErMeHTOB.
KHonka [lo6aBUTb cermMeHT No3BONSeT Bbi3BaTb OKHO [lo6aBneHue cermeHTa. B none Ums
cermeHTa BBeaUTE HaMMEHOBaHWE cermeHTa (Hanpumep, «MnaeHbI ocumcy»), B none Xoct
BBeaute |P-agpec cermeHTa (T.e. NOKanbHOro cepeepa C YCTAHOBMIEHHOW CUCTEMOWN
PERCo-Web).

o KHonka PepakTupoBaTb CerMeHT No3BOMseT BbidBaTb OKHO PepakTupoBaHue cermeHTa
ANSA N3MeHEeHNs NnapamMeTpoB BbIOpaHHOIO CermeHTa.
KHonka YaannuTb cermeHT Nno3BossaeT yaanuTb BblOpaHHbI CEFMEHT.
KHonka CpenaTb OCHOBHbIM CerMeHTOM [MO03BONMSET caenaTb BblOpaHHbIN CerMeHT
OCHOBHbIM. Bnarogapsi atomy cBsA3b € Apyrummn cermeHTamm ByaeT ocyLecTBNATLCA Yepes
OCHOBHOW CermeHT, a B cobbiTnsx cuctembl PERCo-Web 6ynet otobpaxaTbcs COCTOSHME
CBSI3M C CerMeHTaMu.




PykoBoacTBO agMUHMCTpaTopa

e KHonka MMpuBsasatb (OTBA3aTb) CerMeHT NO3BONSAET 3aKPEenuTb CO34aHHbIN CEerMeHT
3a onpeaeneHHbIM CepBepoM: MOcfe Toro, Kak cermMeHTbl ByayT co3gaHbl, Heobxoaumo
3anTn B MeHedxep PERCo-Web c kaxgoro cepsepa, B cnucke CermeHT BblOpaTb CErMeEHT
C cooTBeTCTBYOWMM |IP-agpecom n HaxaTb KHOMKy MpuBaA3aTb CermMeHT.

NogpobHee o HacTponke PERCo-Web nnsg paboThbl B pexxnume pacnpeaenieHHonW CUCTEMBbI.

11.2.1. Bknagka «Hactpounku» MeHeaxepa PERCo-Web, BcTpansaemoun B namsaTb
koHTponnepoB PERCo

Bknagka Hactpounku MeHegxepa PERCo-Web, BcTpanBaemon B namsaTb KoHTponnepos PERCo,
OTNMYaeTCcs OT CTaHO4AaPTHOM M NpeaHasHadeHa ans ynpasnexnns HTTPS n ceptudukatamm.

Bwupg Bknagku:

HacTtponknm

HTTPS wn ceptudmkarsl

JarpysuTb dain cepTudurkarta
Py 0] pTid (o) T  Buibepute daiin @

3arpysnTe dakin knoua [key) I Bribepure dain

JlononHuTeNbHbIE HACTPOWKW

Bpema xu13HK ceccum (B
MMHYTax)
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1. TaHenb HTTPS un cepTtucdmkatbl cooepxumT cnegyowime afeMeHTbl:
e 3arpy3utb thann ceptudumkarta (.crt) — naHenb NO3BONAET 3arpy3nTb NYOGANYHbBIA KITHOY.
Mocne 3arpy3ku cann 6yaeTt xpaHuTbcsa Ha cepepe MeHedxepa PERCo-Web.
e 3arpy3uTtb ¢hann knroua (.key) — naHenb NO3BONAET 3arpy3nTb CEKPETHBIN KNOY cepBepa.
Mocne 3arpy3ku charn dyaeTt xpaHuTbcsa Ha cepepe MeHedxepa PERCo-Web.

e HTTPS - nepeknioyatenb nNO3BONSAET BKMOUUTL/BbIKMOYMTL LINAIPOBAHNE OaHHbIX.
YUTto6bl BkNOUNTL SSL-uncpoBaHmne, HeobxoamMmo 3arpy3ntb dann ceptudukata n dann
Kntoya.

Mpun 3arpy3ke HEKOPPEeKTHbIX dhannoB Krya unn ceptudukata npu 3anycke MeHedxepa
PERCo-Web oTobpasuntcs owmnbka:

o KHonka CoxpaHUTb COXpaHSIET BHECEHHbLIE U3MEHEHMSI.

2. [laHenb [ononHuTenbHble HACTPOMKU MO3BONSET 3agaTb BPEMs  XU3HU  ceccumn
B npomexyTke oT 1 4o 10080 muHyT (1 Hegens). 3Ta HacTpoka onpeaenseT BpemMsa C MOMeHTa
nocnegHero 3anpoca, Mocfne KOTOpOro TOKEeH aBTopu3auun CTaHeT HeOeNCTBUTENbHbIM,
cnegoBaTesibHO, N0 UCTEYEeHUM 3a4aHHOro BpeMeHu onepaTopy notpebyerca 3aHOBO NPOUTH
aBTOopu3aumto B cucteme PERCo-Web, ecnn ¢ ero cTOpoHbl HE BbINTO HUKAKOW aKTUBHOCTMW.

BHumaHue!

lMocne npumeHeHus HacTponku Bpems xu3Hu ceccum HeobxoouMMo nepesarpysvTb
Web-cepBep.

LY
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Cuctema koHTpond n ynpasnenusa goctynom PERCo-Web

11.3. Bknagka «Pe3epBHble KONUX U Noru»

Bknagka Pe3sepBHble KONWUM W FoOrM npegHasHadeHa pAns npocMmoTpa JiIoroB  CUCTEMBI
W OAnsa ynpaesneHust pes3epBHbIMU konusamn B.

Bwa Bknagku:

PEBEPBHbIe KOMnuv v J1orv

CwucTeMHbIA JXypHan

PezepBHaﬂ konua basbl AaHHbIX

{2

3arpyauTe Ha CEPEEP PESEPEHYHD

T Bubepute daiin
konuw b

[locTynHbIE pE3epBHbIE KOMMK

50

Bpemsa mameHeHus Wma daina Pazmep daiina

perco_segment-2023-03-09-  122.19
9-0-46.5ql MB

Q
C
a

09.03.2023 09:00:50

PasmeLLeHvWe pe3epBHbIX KOMWIA

MakcumanbHoe konuuecteo 10
pesepBHbX konui (0 - 6e3
OrpaHUUeHWIA)

BHumaHwme! ﬂpH AOCTHMKEHUM NMMWTa CaMble CTapble pe3epEHbIE KOMWK Gy,ﬂyT 3dMEHATECA HOBLIMM

Paboyasi obnactb BKNagku cooepXXuT crieayroLlimne aNeMeHThbl:

1. CucCTeMHbIN XypHan — naHenb COAepXUT kHOMKy CkavyaTb BCe NOru, Kotopas nossonser
ckayaTb apxvB C TEKCTOBbIMW hannamn, cogepXawumMm CUCTEMHYI UHGOpMaLnio
O OencTBUAX, NPon3BedeHHbIX Ha cepBepe.

2. [MaHenb Pe3epBHasa konusa 6a3bl AaHHbIX COOEPXKUT Crieayowme SNeMeHTbI:
o KHonka Co3saaTb pe3epBHy0 konuto Bl no3sonseT co3gatb pe3epBHyto konuio B[,
e [lone 3arpy3ntb Ha cepBep pe3epBHylw konuto B[l nossonsetr Bbibpatb dann
C KoMnbloTEpPA.
e [laHenb [locTynHble pe3epBHble konun Bl cogepXXMUT CNMCOK COXPaHEHHbIX Pe3epBHbIX

KOMUNA.

. & CkavaTb pe3epBHYH KOMUIO — KHOMKA NMO3BOMSET ckavaTb BblIOpaHHYO pe3epBHYHO
Konwuto.

. O BoccTtaHOBUTL pe3epBHYHO KOMUKD — KHOMKa MNO3BOMNAET BOCCTaHOBUTL B[

M3 CO34aHHOWN paHee pe3epBHOMN KOMuN.

. Ypanutb pe3epBHYIO KOMUIO — KHOMKa MO3BOMSET yaanuTb U3 crnvcka BblbpaHHyo
pe3epBHYLO KOMuo.

e [lone Pa3melieHue pe3epBHbIX KONUW MO3BONSET ykasaTb MyTb ANS pasMeLleHus
pe3epBHbIX KOMUA.

e [lone MakcumanbHoe KOnM4ecTBO pe3epBHbIX konum (0 — 6e3 orpaHM4eHUin) Nno3sonseT
BBECTW 3HAYEHME MaKCUMaribHOro KONM4ecTBa XpaHUMbIX Ppe3epBHbIX KOMUN.

BHumaHue!
* .\ [pu OOCTUXKEHUN NUMUTa caMble CTapble pe3epBHble Konuu ByayT 3aMeHATLCA HOBbIMU.
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PykoBoacTBO agMUHMCTpaTopa

11.3.1. Bknapgka «Pe3epBHble konuu u norn» MeHepxepa PERCo-Web,
BCTpaMBaemMoun B namaTb KoHTponnepoB PERCo

Bknagka PesepBHble konuu u norn MeHepkepa PERCo-Web, BctpanBaemon B NamsiTb
KoHTponnepoe PERCo, oTnn4aeTca OT CTaH4AapTHON U MMEET crnegyoLwmin sua;

PEBEPBHbIe Konun n aorn

CucTeMHbIA XXypHan

PeaepBHaﬂ KonwaA bazkl AaHHbIX

{2

3arpysuTe Ha cepeep

T Buibepute daiin
pesepeEHyHD konuw B

[oCTynHEIE pesepEHEIe KONUK

6n Bpema nameHeHwa Wma dakina Pazmep daiina
t-2023-03-09- 12219
09.03.2023 0:00:50 perco_segmen e O g
9-0-46.5q! MEBE

MakcumansHoe konvuecteo 10
pesepeHblx kKonwid (0 - Ges
OrPaHuUeHIIA)

BHumaHme! |_|p|a‘l AOCTUAHEHWW NMMWTE CaMble CTapble PESEPEHLIE KOMKWK 6y,a,yT 3aMEHATLCA HOBbIMIA

Paboyasi o6nacTb BKNaaku COAEPXKUT CreayoLme 3NIEMEHTbI:

1. CucTeMHbIN XypHan — rnaHesrlb COO4epPXXUT KHOIMKY Ckauyatb Bce noru, KOTOpaaA no3BOJidET
CKayaTb apxmB C TEKCTOBbIMU CbaVIJ'IaMI/l, coaepxawmMm  CUCTEMHYHO I/IH(*)OpMaLl,I/IPO
O OEenCTBUSX, npon3eeaeHHbIX Ha cepBepe.

2. [laHenb Pe3epBHas Konua 6a3bl AaHHbIX COOEPXKUT CneayoLne areMeHThbl:
o KHonka Co3aaTb pe3epBHy0 konuto Bl no3sonseT co3gatb pe3epBHyto konuio B[,
e [lone 3arpy3nTb Ha cepBep pe3epBHyl konuto B[l nossonsgetr Bbibpatb ann
C KoMMnbtoTEpA.
e [laHenb OocTynHble pe3epBHble Konuu BI cooepXnT CNUCOK COXPaHEHHbIX pe3epBHbIX

KOMUI.

. W CkavaTb pe3epBHYH KOMUIO — KHOMKA MO3BOMSET CkavaTb BblIOpaHHYH pe3epBHYHO
Konuio.

. O BoccTaHOBUTL pe3epBHYK KOMUK — KHOMKa MO3BONgeT BOCCTaHOBUTL B[l

13 CO3aHHOW paHee pe3epBHOMN KOMUK.

. Yaanutb pe3epBHYH KOMUKO — KHOMKa MO3BONSAET yAanuTb U3 CrnucKa BblOpaHHYHO
pe3epBHYH0 KOMWIO.

¢ MakcumanbHoe KONnuM4yecTBO pe3epBHbIX kKonun (0 — 6e3 orpaHMYeHun) — none
NO3BONSET BBECTU 3HAYEHME MAKCUMAITbHOro KONMYecTBa XpaHUMbIX Pe3epBHbIX KOMUNA.

BHumaHue!
*\  [lpy OOCTUXKEHUW NUMUTA CaMble CTapble pe3epBHbIe Konuu ByayT 3aMeHATLCA HOBBIMU.
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Cuctema koHTpond n ynpasnenusa goctynom PERCo-Web

11.4. Bknagka «HacTponku meHemgxepa»
Bknaagka HacTponkn meHemxepa npegHasHavyeHa aAns naMeHeHus napons. Bug Bknaaku:

\II' HacTtpoiikn meHepxepa

NameHuTb naponb MeHeaxepa

Hoebl¥ napons

o

[MoBTOpWTE HOBLIA Naponk

o [Nepesarpy3anTe MeHeLKep e

Paboyas obnacTtb BKNagkM COAEPXKUT CrieayloLme aNemMeHTbl:

1. NaHenbe U3mMeHUTBL Naposnb MeHeaXepa MNo3BoOSSET yKkasaTb HOBbIN Naponb Ana MeHemxepa
cuctembl PERCo-Web.

MNepesarpyanTb MeHexep
2. KHonka O

nossonset nepesanyctute MeHeaxep cuctemsl PERCo-Web.
11.5. Bknapgka «OnacHas 30oHa»

Bknagka OnacHas 30Ha npegHasHadeHa Onsi BOCCTAHOBMEHUSA AOCTyna K 3awmdpoBaHHbIM
AaHHbIM cuctembl PERCo-Web v cbpoca ydeTHON 3anvMcy agMuHucTpaTopa.

Bua Bknaaku:

OnacHasa 30Ha

CexkpeTHbIW KntoY

@

3arpysuTb Ha CEPBEP CEKPETHLIA Koy T Buibepute daiin

Cbpoc yueTHoi 3anMcn aamuHncTpaTopa PERCo-WEB

@ * PazpelueHsl NaTUHCKME CUMBONLI M UWPL, ANKHa — OT 2 40 30 CMMBONOE.

Hoewlit napons

* Paspellerbl NaTMHCKWE CMMBOMLI M UMD PLl, ANWHE — 0T 6 40 30 cMMBONOE. MNapoik
00A2aTeNEHO AOMKEH COASPXKATE KAk MUHMMYM 1 Uuapy 1 1 Byksy.

MoBTOpWUTE HOBLI Napob
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Paboyasi obnactb BKNagku cCooepXuT crieayroLime aNeMeHThbl:

1. TMaHenb CeKpeTHbIN KNKY. OTO KoY WKNEPOBaHUSA MPMBATHLIX OAHHbIX, OH reHepupyeTcs
npv nepsom 3anycke cuctembl PERCo-Web n 6onblie Hukorga He meHsieTcs. Npu ytepe
Krntova Bce naposiv 1 3awmnpoBaHHble AaHHble CTAHOBATCA HEAOCTYNHbIMKU. [ocne ycTaHOBKM
cuctembl PERCo-Web kntoy Heob6xoaMMo ckavaTtb M COXPaHUTb B HEOOCTYNHOM MeCTE.

o KHonka CkavaTb CeKpeTHbIW KNnK4 MO3BOMSET ckadaTb (hann C CEeKPEeTHbIM KITHYOM
051 BOCCTaAHOBEHNS 4OCTyNa K 3awmngpoBaHHbIM gaHHbIM cuctembl PERCo-Web.

e KHonmka 3arpy3uTb CeKpeTHbIW KI4Y MOo3BONsSeT 3arpy3utb Gann Cc  paHee
CreHepupOBaHHbIM CEKPETHBIM KIHOYOM.

2. [Manenb Cobpoc yyeTHOM 3anucu agmmHuctTpaTtopa PERCo-WEB nossonseT ykasaTb HOBbIW
NOrVH 1 Naponb Ans y4eTHoW 3anucu agMuHucTpaTopa MeHedxepa cucmembl PERCo-Web,
kHonka CoxpaHuUTb NO3BOSISET COXPAHUTb BHECEHHbIE N3MEHEHUS.

BHumaHue!
*\ HeobaymaHHble OeiCTBMSI B 3TOM pasferne onacHbl U MOryT MpUBECTU K noTepe AaHHbIX!
PabGoTtalTe ¢ 3TuM pasgenom Tonbko ecnn Bbl TOYHO 3HaeTe, YTO genaete.
11.5.1. Bknapgka «OnacHas 3oHa» MeHepxepa cuctembl PERCo-Web,
BCTpaMBaemMoun B namaTb KoHTponnepoB PERCo

Bknagka OnacHasa 30Ha MeHemxepa PERCo-Web, BcTpanBaemoll B NamMsiTb KOHTPOJSINIEPOB
PERCo, oTnn4yaeTcsa OT CTaHAApPTHOW W BbIrNAAUT cnegyrowmnm obpasom:

‘II( OnacHasa 30Ha

Cbpoc yuetHol 2anucu agmuHnctpatopa PERCo-WEB

* PazpelueHtl NaTMHCKME CUMBOALI W LW PLI, An4Ha — oT 2 40 30
CAMEONOB.
Hoebid napone

* Pazpeluedtl NaTMHCKME CUMBOALI W LW PLI, 414Ha — 0T 6 40 30
CUMEONOE. Maponk 08A33TENEHO AOMKEH COASPMATE KIK MUHMMYM 1
umdpy n 1 Gykey.

[MOBTOPWTE HOBLIK Naponb

[MonHbIiA c6p0c bazbl AaHHbIX U BO3EPAT B Ha4aNbHOE COCTOAHWE

Pewwre npumep: 4 + 7 =

Paboyas obnacTb BKNagkv COAEpPXUT creaylolme aneMeHTbl:

1. TNaHenb C6poc yvyeTHOM 3anmucu agmuHucTpatopa PERCo-WEB no3sonsieT ykasaTb HOBbIN
NOrVH 1 Naporb ANsi y4eTHOW 3anucu agMuHuctpaTopa MeHedxepa cucmembl PERCo-Web,
kHonka CoxpaHUTb NO3BONSET COXPAHUTb BHECEHHbIE N3MEHEHUS.

2. TMaHenb MonHbIn cOpoc 6a3bl AaHHbIX U BO3BpaT B Ha4vanbHOe COCTOSIHWE MO3BOSSAET
cbpocntb 6a3y OaHHbIX A0 Ha4vanbHOr0 COCTOSHWSA. [na 3TOro pewwmTte npumep U HaxmuTe
kHonky Copoc. HoBble NpuMepbl reHepMpyTCs NpK Kaxxaom Bxoae B MeHedxep cucmembl
PERCo-Web.

BHumaHue!

*\ HeobaymaHHble 4eNCTBUS B 9TOM pasgerne onacHbl U MOryT NPUBECTU K notepe AaHHbIX!
PabGoTtalTte ¢ 3TuM pas3genom TornbKo ecnn Bbl TOYHO 3HaeTe, 4YTO genaete.
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12. Ytunnuta murpauumn b1 c 6onee paHHen Bepcum NO
| BHumaHue!

YTunuty murpaumm HeobxoamMmo 3anyckaTb OT UMeHW agMuHucTpatopa. lNepen Havanom
paboTbl ybeamtecb, 4Tto Ha [1K, C KOTOPOro MMMOPTMPYKTCA [OaHHble, YCTaHOBIEH
n 3anyweH cepsep 6a3 gaHHbIX «Firebird». Takke pekoMmeHOyeTcsa caenatb pe3epBHYHO
konuio 6asbl gaHHbix PERCo-Web nepsBovi Bepcun. [lepeg Havanom murpauumu
Heobxoaumo octaHoBuTb Web-cepBepbl U cepBepbl cucTtembl B 00eux Bepcusax
Menedxepa PERCo-Web.

Ytnnuta Murpauuu npegHasHadeHa Ans nepeHoca WHgopmauuym m3 6asbl OaHHbIX CUCTEMb
6e3onacHocTu npeabiaywmx (1.x.x.x) Bepcun PERCo-Web.

[ns 3anycka yTunuTel HEOOX0OMMO 3anycTuTb hann pw_migration, KOTOpPbI HAXOAUTCA B Nanke
C YCTaHOBIIEHHbIMMN dannamu cUCTEMBI PERCo-Web (mo YMOSYaHUo 370
C:\Program Files\PERCo\PERCo-Web2\migration).

OKHO BbIrMSANT cneayowmm obpasom:

ylf PERCo-WEB Migration — O *

Hacrpoiikn PERCo-WEE nepeoii eepcnn

Host | 127.00.1 |
MyTe ao 61 | ChProgramDatatPERCo-Web\DB\PERCO.FDB |
Monesoeatens | SYSDBA |
Mapone | masterkey |
He zarpyxaTe n3obpaxedna (BeicTpee) [l

He sarpy:aTk gaHHele coBeImuii, KoTopsele cTaple nonyroga (Beictpee) [

Hacrpoiikn PERCo-WEE sepcnn 2.0

MyTte go nankw ¢ PERCo-WEB 2.0 C:\Program Files\PERCo\PERCo-Web2\

Hauate MUrpaune

"host": "127.0.0.1",

"path": "C\\ProgramData'\\PERCo-Web\\DB\\PERCO.FDB",
"user": "SYSDBA",

"password": "masterkey”,

"without_image": false,

OKHO YyTUNUTbI MUrpaLMn COAEPXUT crieayloLine 3N1eMeHTbl:

¢ Host — none npegHasHayeHo gng BBoga |IP-agpeca MaluunHbl, Ha KOTopon Obina ycTaHoBMeHa
cuctema 6esonacHoctn PERCo-Web nepBoii Bepcum.

e [MyTtb ao B — none npegHa3HavyeHo ANsi yKazaHUa nyTu, No KOTOPOMY HaxoauTcsa 6asa 4aHHbIX
nepson Bepcun PERCo-Web.

e lonb3oBaTenb — none npegHasHavyeHo ANs BBOAA WMEHW Monb3oBaTens, 3adaHHoro
B HacTponkax Firebird.

e [Maponb — none npegHasHayYeHO ANs BBOAA Naponis nonb3oBaTens, 3a4aHHOro B HaCTpomKax
Firebird.

e He 3arpyxaTb un300paxeHMA — npu ycTaHOBKe dnaxka Yy napameTtpa doTtorpacdum
COTPYOHMKOB / moceTuTenen u npoyuve rpadudeckne mnsobpaxeHus He OyayT MepeHeceHbl
B cuctemy PERCo-Web (2.x.x.x). [Npu BbiGope AaHHOro napameTpa MMnopTupoBaHue annos
npovaeTt GbicTpee.
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He 3arpyxaTtb AaHHble COObITUIN, KOTOPbIe CTapLwie nosiyroga — Npu yctaHoBKe chnaxka
y napameTpa B cuctemy PERCo-Web (2.x.x.x) He OyayT nepeHeceHbl COObITUS CUCTEMDI
PERCo-Web nepBon Bepcuu, KoTtopble 6binu crtapwe nonyroga. [pu BbiGope AaHHOro
napameTpa umnopTupoBaHue annos nponaet dGuicTpee.
Myt po nanku ¢ PERCo-Web (2.x.x.x) — none npegHasHayeHo AN yka3aHusa NyTu K narnke
C yCTaHoBreHHbIMU hannamm cuctemsl PERCo-Web (2.x.x.x).
HauyaTtb murpaumro — KHOMKa npedHasHayeHa Ons 3anycka npouecca MMMIopTUPOBaHUSA
OaHHbIX.
OKHO oTOOpaxeHUA MHOpMaLUmn 06 onepaumsix — OKHO NpegHa3HavYeHo Ansa otTobpaxeHus
nogpobHoro npouecca murpauumm BL. No 3aBepLUeHMM MUrpaLmn B OKHE NOSIBUTCS coobLueHne
«3aKkoHqunu».

lpumeyaHue:

Mwurpauuto pekoMmeHayeTcs npoBOANTb B nycTyto 6asy AaHHbIX
PERCo-Web (2.x.x.x).

BHumaHue!

Mpn nomowm  ytunutel Murpaumm u3 Bl  ©onee paHHen Bepcum [0
He NnepeHoCcATCS:

HaCTPOWKN 06opya0BaHMS;

oneparopsbl;

LWabnoHbl NPOMNYCKOB;

LwabnoHbl Bepudmrkaumu;

oTnevaTku nanbueB Suprema.

OTu gaHHble Heobxoanmo ByaeT nepeHectu B B[] HoBon Bepcum MO BpyYyHyIO.
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13. Pexum pacnpeneneHHON CUCTEMBbI

PacnpedeneHHass cucmema — 3TO OOMOMHUTENbHLIM  pexunm pabotel PERCo-Web,
npeaHasHa4YeHHbIN Ans:

o 00begmHeHns reorpaunyeckm yganeHHblXx 0O bEeKTOB B €ANHYIO CUCTEMY;

e T[OBbIWLEHNA YPOBHA OTKGSOyCTOIZ‘-II/IBOCTI/I pa6OTbI cucTteMbl B ceTax C  Bonblumm
KOJTIM4EeCTBOM KOHTPOJIIIEPOB.

Mcnonb3oBaHue pexuma pacnpeferneHHorW CUCTeMbl MO3BOMSET MOMyYUTb OTKa30yCTONYMBYIO
CTPYKTYpY, COCTOSILLYHO W3 Heckonbko cepBepoB PERCo-Web, koTopble B3avMOOEWNCTBYIOT
C UeHTpanuaoBaHHom 6a30M JaHHbIX.

[ns cosgaHua pacnpedeneHHon CUCTEMbl CeTb NpeanpuaTus  Heobxooumo  pasgenutb
Ha cermMeHTbl. Kaxabli CerMeHT — 3TO JToKarnbHbI cepBep, KOTOPbIA CUHXPOHU3UPYETCS C APYruMu
B pexuMe peanbHOro BpeMeHW. Takum obpa3om Harpyska pacnpenensetcs paBHOMEpPHO
N He 3aBUCUT OT yaaneHHoCTn cepeepa.

llpumeyaHue:

[ns reorpaduyeckn pasgeneHHblX ceTen cerMeHTamm MOoryT ObiTb NMOACETU KaKAoro
13 omnuanoB wnuM nogpasgenieHnin, Hanpumep: «[naBHbli oducy, «[1ponM3BOACTBOY,
«Cknag» n.1.4. Ans kpynHbix Nnpeanpuatii ¢ 60nbwnm KONMYEeCTBOM KOHTPOSIEPOB — 3TO
pasgeneHune Ha nornyeckne NOACETU 1 pacnpeaeneHne KOHTPOrepoB Mo 3TUM NOACETAM,
HanpuMep: 4acTb KOHTPOSINEPOB Haxoautca B nogcetn 172.17.**, ppyrad yactb —
B noacetn 10.0.*.*.

B kaxgom cermeHTe ycTaHaBnmBaeTcsi cepBep cuctembl PERCo-Web, kotopbin paboTtaet
C KOHTpOMnfepaMn TONbKO CBOEr0 cermMeHTa u nepegaeTt MHPOpPMauuio B LleHTpann3oBaHHyo 6a3y
AaHHblX. Kaxgbin cepBep cuctembl PERCo-Web un3 nioboro cermeHta MOXET nosfy4vaTb
MHdopMaLMIo OT BCEX OCTanbHbIX cepBepoB cnuctemsl PERCo-Web B opyrux cermeHTax.

13.1. Hactpounka PERCo-Web ansa pa6boTbl B pexume pacnpegeneHHON
CUCTeMbl
[nsa paboTbl B pexxume pacnpegeneHHon cuctembl HeobxogmMmo:

1. Onpep,enmb, KaK 6y/:|,eT pa3geneHa ceTb npeanpuaTtna U 4YTo 6y,1:|,eT BblOEJNIEHO B Ka4decCTBe
CermMeHTOB — rpynnbl KOHTPOJJ1ePOB, reorpad)mulecm yaoaneHHble 00BbEKTbI U T.4.

2. Ha kaxxgom cermeHTe ycTaHOBUTL cepBep cuctembl PERCo-Web.
llpumeyaHue:

Ha Bcex cepBepax (cermeHTax) PERCo-Web pekomeHayeTcsi MCMOMb30BaTh O4MHAKOBbLIE
cbopKn cucTembi.

3. BbibpaTb cnocob paboTbl ¢ 62301 AaHHbIX Y MPOU3BECTM COOTBETCTBYHIOLLYK HAaCTPOMKY.
CosnaTtb Heobxoaumble cermeHTbl B PERCo-Web.

5. CsgsaTtb nokanbHble cepBepa npeanpuatna ¢ co3gaHHbiMU B cucteme PERCo-Web
CerMeHTamu.

s

i BHumaHue!

5% CerMeHTbl peKOMeHOyeTcsi HacTpouTb Ha paboTy MO OAHOMY M TOMY e MPOTOKOIy
(npegnoytutenbHee — https). Ons atoro B MeHedxepe PERCo-Web Ha Bknapgke
HacTpowku oTknounte unuM BKNOYMTE LWMAPOBAHNE [AaHHbIX Y BCEX CErMEHTOB.
B npoTrMBHOM criyyae HekoTopble PyHKLMM MOTYT BbIMOSTHATECS HEKOPPEKTHO.

13.1.1. NMoakniovyeHue 6a3bl AaHHbIX

PacnpeneneHHas cuctema PERCo-Web nogpepxuBaet cregytowme cnocobbl paboTel ¢ 6asomn
JaHHbIX:

1. Wcnonb3oBaHWe CTOPOHHEN cucTeMbl pennukaumm 6a3 gaHHbiX. [pu BbIGOpe 3TOro cnocoda
npuaepxxvBanTech cregyroLwen nocnegosaTensHOCTU OEACTBUN:
e Ha OHOM M3 CerMeHToB co3ganTte 6asy gaHHbIX;
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(@.

OTKpowTe BKnagky PesepBHble konuu u_noru MeHedxepa PERCo-Web, cospainte
N COXpaHUTE pe3epBHYO KOMUo co3gaHHon b;

pacrnpoCcTpaHUTe COXpaHEHHYIO pe3epBHYIO KOMUIO Ha BCe OCTallbHble CErMEHTbI;

oTKponTe Bknaaky OnacHas 3oHa MeHedxxepa PERCo-Web v ckayanTe CEKPETHbIN KITHou;
PacnpocTpaHuTe CeKpeTHbIN KoY Ha BCe ocTalibHble CerMeHTbl. B pesynbTate Ha Bcex
cepBepax JoSmKeH BbITb 3arpyXeH OAMH U TOT XXe CEKPETHbIN KoY,

C MOMOLLIbIO CTOPOHHEN YTUMUTLI CBSXXUTE BCe 6a3sbl AaHHbIX pennukaumen. Taknum obpasom
nobon cermMeHT MoXeT NPOAOKaTb aBTOHOMHYHO paboTy co cBoen konunen B npy notepe
CBSA3W C Apyrumu;

Ha Bknagke HacTtpouku MeHedxepa PERCo-Web Bkntounte pexumm MynbTucepBepa
n akTuBMpynTe napameTtp Pexum pennukauuu B.

lIpumeyaHue:
Mpymep HaACTpPOVikK pacrnpeaeneHHON CUCTEMbI MPUBEAEH B MPUAOKEHUN 1.

2. Wcnonb3oBaHue obuienn ©Oasbl gaHHbIX. [Mpu BbIGOpe aTOro cnocoba npuaepXKnBanTeCh
cnegyollen nocnenoBaTenbHOCTU AENCTBUN:

Ha O4HOM W13 CerMeHToB co3ganTte 6asy faHHbIX;

oTKpowTe Bkrnaaky OnacHasa 3oHa MeHedxepa PERCo-Web v ckayainTe CeKpeTHbIN KItou;
pacrnpoCTpaHUTE COXPaHEHHbLIN CEKPETHLIN KoY Ha BCe ocTarbHble cerMeHThl. B utore
Ha BCeX cepBepax AOMKeH ObiTb 3arpy>KeH OANH U TOT XKEe CEKPETHbIN KITHoY;

nogknounTecb K cosgaHHon BL ¢ ocTanbHbIX CEerMeHTOB, YKa3aB XOCT, MOPT, UMs
nonb3oBaTtens, naposnb 1 Ha3BaHne B[ Ha Bknagke Hactpowiku MeHedxepa PERCo-Web.

BHumaHue!
Ecnu cBA3b ¢ 6a3on gaHHbix 6yaeT HapylweHa, cepsep PERCo-Web npekpatut pabory.

13.1.2. Co3paHue cermeHToB B PERCo-Web

[ns co3nganua cermeHToB B PERCo-Web:
1. YbBeawuTtecb, YTO Ha BCEX CEpPBepax NOAKITKYEHA N HACTpOoeHa 0a3a AaHHbIX.

2. C opHoro un3 cepBepoB oTkponte MeHedxep PERCo-Web w nepengute Ha BKNagky
HacTtpowku.

3. Ha naHenun PacnpepgeneHHass cuctema akTUBUpynTe pexum mynbTucepsepa. [locne atoro
Ha NaHesnun NosIBATCH OOMNOSTHUTENbHbIE HACTPOWNKN:

PacnpefeneHHas cuctema

Pexm MynsTUCEpBEPa c

Pexkum pennukayuv B

PEABKTHPBETI: CermMeHT

4. C nomolubto KHomnkn [Jo6aBUTb CerMeHT BbI30BUTE OKHO [lo6aBneHue cermeHTa:

ﬂoﬁaBneHmecermeHTa
Mmsa cermenTa

Xoct

== =]
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e B none Wma cermeHTa BBegMTe HauMMEHOBaHVWe CO30ABAaeMoOro CerMeHTa,
Hanpumep, «naBHbIN ohucy;

e B none Xoct ykaxute IP-agpec cermeHTa (T.e. NOKanbHOro cepBepa C YCTaHOBIIEHHOM
cuctemon PERCo-Web);

e HaxXmute KHOMKy COXpaHUTb.

Takum obpasom [o6aBbTe BCE HYXXHbIE CETMEHTBI.

5. Cpenaite oguH U3 CErMEHTOB OCHOBHbLIM C MOMOLLbIO COOTBETCTBYIOLLIEN KHOMKMA Ha NaHenu
Pacnpep.eneHHaﬂ cucrtema. Brlarop,apﬂ 3TOMY CBA3b C CermMmeHTamMmun 6y,u,eT OCYLLECTBNATLCA
Yyepe3 OCHOBHOW CerMeHT, a B cobbiTuax cuctembl PERCo-Web 6ynet oTobpaxaTbes
COCTOAHNE CBA3N:

CobbiTvA cUCTEMBI PERCo-Web

ABTOOBHOENEHME 2022-11-18 00:00 — 23:59

CobbiTue » [lata cobbiTua Jlata cobeimua UTC JlononnutensHas unde  IP-aapec TabensHbiid HoMep Yerpoiicteo

CoSMHEHUE C CETMEHTOM PaZ0PEaHO 2022-11-18 16:29:05 2022-11-18 13:29:05 50

CoeaMHEHME C CETMEHTOM YCTaHOBNEHO 2022-11-18 16:28:33 2022-11-18 13:28:33 50
lpumeyaHus:
Mocne BbiGOpa OCHOBHOrO cermMeHTa HeobxoguMmo nepesanycTutb Beb-cepeep u Cepeep
CUCTEMBbI.
lMpn ocTaHOBKE cepBepa CUCTEMbI HA OCHOBHOM CErMEHTE CBS3b C APYrMMW CerMmeHTamm
He nponagaer.

13.1.3. 3akpensneHue cerMeHTOB 3a cepBepamMm

lMoouepenHo ¢ Kaxaoro cepeepa, Ans kotoporo B PERCo-Web 6bin co3gaH CErMeHT, BbINONIHUTE
cnefyouine aencTeus:

1.

3.

OTtkpovite MeHedxxep PERCo-Web v nponssegute HeobXxoanmble HAaCTPONKM:

e Ha Bkrnagke Hactponkm Ha naHenu PacnpepeneHHas cuctemMa akTUBUPYMTE PEXUM
MynbTUcepBepa M BbibepuTe B BbiNagatolleM crnucke cerMeHT ¢ Bawwum IP-agpecom.
Mcnonbays kHonky MpuBA3aTb cerMeHT, 3akpenute BbIbpaHHbIN CErMEHT 3a CEPBEPOM;

e Ha BKnagke MoOHUTOPWHI rnepesarpysnte cepBep cuctemMol n Web-cepsep.

B cucteme PERCo-Web nepengute Ha Bknagky YcrpoucrtBa nogpasgena «KoHdpurypaumsa»

pasgena «AgMUHUCTpUpoOBaHue». Kcnomnb3ysa KHOIMKY Mouck ycTpomucTB, Hangute
n pobaebTe Heobxogmmble ycTponcTea. [pn gobaBneHnn ycTponcTeo ByneT aBToMaTUYeCcKu
MPUCBOEHO CEerMeHTy, C KOTOPOro BbINOMHANCA nouck. [pn HeobxoouMMOCTM OTKpouTe
napamMmeTpbl yCTPONCTBA N U3MEHUTE CErMEHT.

lpumeyaHus:

— [pwn pobaBneHun kamepsbl, cepepa TRASSIR, NCO «OpuoH» (Bolid) BpyyHyto yKkaxuTe
CErMeHT B COOTBETCTBYIOLLEM MOre.

— [pwn pobaBneHwm WN3a UM cocTaBHOro obbekTa B X NapameTpax 6yayT oTobpaxeHbl
TONbKO YCTPOWCTBA, MPUBSI3aHHbIE K CErMEHTY, C KOTOPOro npoucxoaut gobasneHue
LUKO3a UM COCTaBHOro obbekTa.

— lMpn akTMBaumm pexuMma pacnpefenieHHoONn CUCTEMbl paHee CyLleCTBOBaBLUME
NoMeLLEHMA N YCTPOMCTBa ByayT HAaXoaUTbCS BHE CErMEHTOB, MO3TOMY MX HEOBXOANMO
nepemMecTuTb B COOTBETCTBYHOLLMIA CETMEHT.

Ha Bknagke Cucrtema nogpasgena «KoHdurypaumsa» pasgena «AGMUHUCTPUpPOBaHUE»
yKaXkute nyTb K kKaTanory ans sannucu suaeodannos.

I BHumaHue!

555 Y kaoro cerMeHTa AomkeH GbITb CBOI KaTanor ANs 3anvucu BUaeodainos.

4.
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13.2. OcobeHHOCTU paboThbl B pexxume pacnpeanerieHHON CUCTEMbI

B pasgene «MoHUTOpPUHIr» OTOOpaXxaloTCA BCE CErMeHTbl, C KOTOPbIMX eCTb CBA3b (pasgen
OOCTYyNneH TOMbKO MpU aKTMBMPOBAHHOW nuueH3un Ha wmogynb 1O  PERCo-WMO05
«MoHumopuHe»).

B pasgene «Bepudmkauusa» (4OCTyneH TONbKO NPU aKTUBUPOBAHHOW NULEH3MM Ha MOAYIb
MO PERCo-WMO02 «Bepuchbukayusi») 3anyck npouecca Bepudukaumm BO3MOXEH TOSbKO
C MCNOMNb3yeMOro CerMmeHTa.

B nogpaspene «XXypHan Bepudukaummu» pasgena «KoHTtponb goctyna» otobpaxaroTtcs
cobbITs BepndmKaLmm co BCEX CEFMEHTOB (MoAapasaesn AOCTYNEH TOMNbKO NPU akTMBUPOBAHHOM
nuueHsumn Ha mogynb MO PERCo-WMO02 «Bepudgbukayusi»).

B nogpasgene «CobbiTusA _cucTeMbl» pasgena «AQMUHUCTPUpPOBaAHUE» OTobpakaroTcs
cobbITUSI CO BCEX CErMEHTOB. [pn GONbLIOM KONMMYecTBe CODOLITUIN UX 3arpy3ka MOXET 3aHSATb
HEeKOTopoe Bpemsi.
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14.

UHTterpauuna c 1C:Mpeanpusatme 8

B pesynbTarte nHTerpaumm yHkuma yyeta paboyero BpemMeHn COTPyaHUKOB nepeaaeTcsa cucteme
nporpamm 1C:Mpednpusmue. Pac4yeT npou3BoauTCs Ha OCHOBaHUM COObLITUIA BXOAa-BbIXOAa,
PErNCTPUPYEMbIX KOHTpoOnsniepamn cuctembl. [py MHTErpaumm CUHXPOHU3UPYIOTCA crneayoLlime
AaHHblE:

CMNCOK CTPYKTYPHLIX NOApasgeneHnin npegnpuatung;
CMUCOK OpraHun3aummn;

AOMKHOCTWN COTPYOHUKOB;

rpacpukm paboTbl 1 NpasgHUYHbIE OHWY;

coobITUS;

CMNCOK COTPYAHWUKOB M X YyYE€THbIE AAHHbIE;
KnaccudukaTopbl.

Mocne aktmBauuun nuueHsmn Ha mogynb PERCo-WMO03 «MHmezpayusi ¢ 1C», pegaktmposaHme
3TUX gaHHbIX B cucteme PERCo-Web 6ynet 3abnoknpoBaHo.

MpoBecTtn unterpaumio ¢ 1C: NMpednpusimue MOXHO ¢ nomoLbio moaynsa PERCo-WMO03 «Modyrnb
uHmeepayuu c 1C», paspaboTtaHHoro komnaHnen PERCo.

Ons
1.

2.
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NPOBEAEHUSI MHTETPaLUK:
YctaHosute mogynbs PERCo-WMO03 «Modynb unmezpayuu ¢ 1C».

3anyctute 1C: [lpednpusmue n  oOTKpouTe  chbann BHewHen  obpaboTkm
Perco_CuHxporu3ayusfJaHHbix3YIl_1C_xx.epf (roe xx — Bepcuda anna o6paboTtkm)
moayns PERCo-WM03 «Modynb uHmezpayuu ¢ 1C». ®ann MOXHO ckavaTb B pasgene
«AgMUHUCTpUpoBaHue» > «JluueHsun» > PERCo-WMO03. CnepyinTe pekoMeHOauusm
PYKOBOACTBA MONb30BaTens Moayns.

lpumeyaHue:

HononHuTtensHas uHgopmauma o pabote cucrembl ¢ mogynem PERCo-WMO03 «Modynb
uHmeepayuu ¢ 1C» pgoctynHa Ha cante komnaHu PERCo no agpecy: Www.perco.ru,
B pasgene lNopaepxka> [JokyMmeHTaLuUA.


http://www.perco.ru/support/dokumentaciya/

PykoBoacTBO agMUHMCTpaTopa

15. API PERCo-Web
Moaynb npegHasHayveH ansg noMoLn paspaboTymkam B CO34aHUN CTOPOHHUX NPUNOXeHU Ha 6ase
roToBbIX pelueHunii cuctemol PERCo-Web.

Moaynb npegHasHaveH AN nonb3oBaTenen, obnagarlmx BbICOKUM YPOBHEM KBanudukaumm
B obnactm T n npaktnyeckummn 3HaHmsimmn B Web paspaboTke.

AP| (Application Programming Interface) — ato wuHTepdenc, KOTOpbl No3BONSeT nony4vaTb
nHdopmaumio n3 6asel gaHHbix PERCo-Web ¢ nomowbio HTTP-3anpocoB k cepBepy.

B Mogynb MOXHO nepenTtn Tpems cnocobamu:
1. Wcnonb3ys naHenb HaBurauuu, nepengute B pasgen E «AgMmuHucTpupoBaHue». OTKkpounTe

nogpasgen «JimueHsnmn» n Boidepute nuueHsno PERCo-WM04 «MHmezpayusi c sHewHUMU
cucmemamu». B oTKpbIBLLUEMCSI OKHE NepenguTe no ccbinke Jokymenmauusi.

2. B agpecHon ctpoke gobasbTe K IP-agpecy cepsepa /dev. Hanpumep, hitps:/172.17.0.xx/dev.
3. TMocne aktueauuu nuueHsnn PERCo-WM04 «MHmezpayus c HeWHUMU cucmemMamMmu»

Ha NaHenu HaBurauum NOSIBUTCS pasgen «[JokymeHmauus». Nepenante B faHHbIN
pasgen n oTkponTte nogpasaen «Jokymenmauyusi SDK».

Moaynb nmeet cneayowmin Bua;

MonyueHune nepapxuueckoro
CMWcKa AOCTYMNHbIX pa3AenoB
cUcTeMbl

MoayueH1e Hepapx
AOCTYMHEIX Pazae

ENDPOINT

Monyuerue JSON-cxemel no 1D GET /system/componants
Cnyxebhoe MeTogsl

Pepaxtupoeatmne JSON-cxeme no 1D MonyueHKWe MePaPXUUECKOrD CMCKa AOCTYMHBIX Pa3AeN0B CHCTEMbI

MoayueHre JSOMN-cxeMel No title @ @
Noayyenue cnucka JSON-cxem

JodaeneHre HOBOH JSON-Cxemel

Monyuyerne 06beKTa NepeBOAOB Ha
AOCTYMHBIE A3bIKW

1. Cnucok rpynn mMmetogos B 3aBUCMMOCTU OT UX (byHKLI,VIOHaJ'IbHOIZ NPUHaAONEXHOCTU.

2. Pabouasa obnactb cogepxuT cnyxebHble meToabl BblOpaHHOW rpynnbl. MeToabl pas3buTsbl
no rpynnam B 3aBUCMMOCTU OT UX (PYHKLNOHANBHON NPUHAANEXHOCTW.

Mpw BbIGOpE 3reMeHTa OTKPbIBaOTCS CrieaytoLime noss:

e OnucaHue — COOEPXUT KpaTKyH XapakTepUCTUKY BbIOGpaHHOro mMeToaa.

e MMapameTpbl 3anpoca — COAEPXKMT OMUCaHWe napamMeTpoB, KOTOpble MOXHO nepenaTtb
B MeToA.

e [MpumMepbl OTBETOB — NpeaHa3HaYeHo ANs HarnsiAHOro 0TOBPaXEHMs MHOPMaLUN.

e BbINONHUTL 3anpoc — naHenb NO3BONSET NPoBepUTL PaboTy 3anpoca.
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16. MNMpepBapuTenbHas HacTpouka

Mpn noarotoBke cucTeMbl K paboTe npuaepXuBanWTecb crnefylowen nocneaoBaTenbHOCTU
JEencTBUN:

1.
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Bongute B cuctemy, mucnonb3dyst 6paysep. [ng aToro B agpecHon ctpoke Gpaysepa BBegute
IP-agpec K, Ha koTopoM ycTaHoBfieH cepBep cuctembl. [1pyn nepsom BXxO4e B CUCTEMY
Heobxoanmo 3agaTb Naposib A4S Y4EeTHOW 3arnucu.

Mcnonb3ysa naHenb HaBurauun, nepenguTe B pasgen E «AOMUHUCTPUPOBaHUE»:

o OrTkponte nogpasgen «JIMueH3nm» n akTMBupymnTe Heobxoammble nakeTbl n mogynu MO,
npy HeobxoaMMOCTU BBeAUTE NPUOBPETEHHbIE NTULLEH3NOHHBIE KU,

e OrtkponTe nogpasnen «KoHdburypaumsar:
— BblbepuTe permoH n doopmat oTobpaxeHnsa gaT B cucteme (Bknagka «Cucremay);
— npowusBeguTe NOUCK 1 AobaBneHne KOHTPONNEPOB B KOHUrypauuio cuctembl (BKrnagka

«YcTponucTtaar);

— co3gaunTe CNUCOK NOMeLLeHn npeanpusaTus (Bknagka «MomeweHunsy);
— NPUBSXKUTE KOHTPOSEPbI K MOMELLEHUSAM.

e OTkponTte nogpasgen «Ponu v npaBa_onepaTopoBy», co3gante Heobxoaumble ponu
onepaTopoB U YCTAHOBUTE AN HUX MOTHOMOYUS.

B pasgene «Bropo nponyckoB» (cM. Pykosodcmeo nonb3oeamesii PERCo-WB,
PERCo-WBE, PERCo-WS, PERCo-WSE).
e OTkponTe nogpasgen «WabnoHbl goctynay.
— npun HeobxogumocTn [obaBbTe BPEMEHHbLIE KPUTEPMM [OCTyna W OTpedakTUupynte
npasgHUYHOE pacnucaHue AocTtyna (Bknagka «BpemeHHble Kputepum aocTyna);
— co3ganTe wWwabnoHbl gocTyna Ans  COTPYAHMKOB Npeanpuatvs M noceTuTenen.
Mpun cosgaHum wabnoHa Anga Kaxxaoro NoMeLleHns yCTaHaBnmMBatoTCa MHAMBUAYanbHbIe
npasa u kputepum goctyna (Bknagka «LLlabnoHbi»).

B pasgene E «IMepcoHan»:

e Otkponte nogpasaen «MoppaspeneHus» (cMm. Pykogodcmeo nonb3oeamerisi PERCo-WB,
PERCo-WBE, PERCo-WS, PERCo-WSE) v co3gaiiTe CMCOK CTPYKTYPHbIX NogpasaeneHuni
npeanpuatnsa. [Ona  kaxgoro nogpasaeneHus  ykaxuTe AaHHble, KoTopble  OyayT
aBTOMAaTMYECKN yCTaHABNMBaTbLCS COTPYAHMKAM U NOCETUTENAM nogpasaeneHuns.

o Ortkponte nogpasgen «[JOMMKHOCTM» U CO3O0alTe CMUCOK AOIMKHOCTEN NpeanpuaTus
(cm. Pykosodcmeo nonb3osameriss PERCo-WB, PERCo-WBE, PERCo-WS, PERCo-WSE).

o [lpn HeobxogmmocTu B nogpasgene «dononHuTenbHble AaHHble» (CM. Pykoeodcmeo
none3oeamesii PERCo-WS, PERCo-WSE) co3gainite nons ns BBoga OOMNOSTHUTENbHbIX
TEKCTOBbIX M rpaconyecknx gaHHbIX.

e [lpu pabote c YPB (cM. Pykogodcmeo ronb3oeamerns PERCo-WM01, PERCo-WMEO01):

— B nogpasgene «lpacdpmkn paboTbi» cosgante rpacdukm paboTbl A4S COTPYAHWUKOB
npeanpuaTus. YKaxute ONns  Kaxgoro rpaduka  perucTpypylowme  noMeLeHus
N NapaMeTpbl COCTaBMEHMS OTYETOB NO AUCLMNIIMHE TPYAa;

— B nogpasgene «fMpasgHUYHbIe QHUY OTPEAAKTUPYNTE KaneHgapb NpasgHUYHbIX QHEN.

B pasgene «Bropo nponyckoB» (cM. Pykosodcmeo nonb3oeamerii PERCo-WS,

PERCo-WSE):

e OTkponTte nogpasgen «[AusarMH nponycka» v co3ganTte WabnoHbl gu3anHa nponycKoB
COTPYAHMKOB M NoceTUTenen ansa nogpasgeneHni npegnpusitus.

B pasgene E «IMepcoHan» (cm. Pykoeodcmeo rionib3ogamerisi PERCo-WB, PERCo-WBE,
PERCo-WS, PERCo-WSE).
e Otkponte nogpasgen «COTPyAHUKU» U CO3JalTe CNUCOK COTPYAHMKOB MNpennpuatus.
[ns kaxxgoro coTpygHuka:
— 3anofHuTe yYeTHyl KapTouky (ykaxute OUNO, nogpasgeneHve, OOMKHOCTb, rpadumk
paboTbl 1 T.4.);
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— pobasbTe hoTorpaduio;

— BblganTe KapTy goctyna (MgeHTudukatop) W yctaHoBuTe WwabnoH gocTyna.
Mpn HeobxogmMmocTK pacneyvaTtanTe nponyck (cM. Pykoeodcmeo ronb3o0eamerisi PERCo-
WS, PERCo-WSE).

7. B pasgene E «AgMUHUCTpUpOBaHUe» OTKponTe nogpasgen «Onepartopbi» U co3fnanTte
yyYeTHble 3anvcu Ans onepaTtopoB CUCTEMbI, HA3HaYbTe UM CO34aHHbIE paHee ponu 1 BblganTe
npaBa Ha pasgernbl.

8. B paspgene «Bbropo nponyckoB» (cM. Pykoeodcmeo nonb3ogamersnisi PERCo-WB,
PERCo-WBE, PERCo-WS, PERCo-WSE):
e OrTkponTe nogpasaen «LlLlabnoHbI aocTtynay, nepengute Ha BKNagky
KomuccumoHmpoBaHme un npu HeOOXOOMMOCTU YKaXKUTE [N KOHTPOMSEpoB Tex
COTPYAHWKOB, YbM KapTbl OCTYyNa OyayT SABMAATHCS KOMUCCUOHMPYHOLLUMU.

9. Hactponte yHKUMM KOHTPOMsS 30HaANbHOCTM JocTyna kapT B cucteme (Antipass
n Global Antipass).
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17. ®yHkuum Antipass u Global Antipass

B cucteme npegycmMoTpeHa BO3MOXHOCTb BKIHOYEHMSI U OTKMHOYEHMS (PYHKUMIA KOHTpOrsS
30HANbHOCTM KapT JoCcTyna.

PyHkumna Antipass
lpumeyaHue:

=7 insa ucnonb3oBaHus yHKUUK Antipass B WwabnoHe AocTyna kapTbl HE06xoaMMo ykasaTtb
NOMELLEHNs, NMpU OOCTyrne B KOTOpPble OOSMKEH MPOU3BOAMTLCSH KOHTpoOnb. Hactporika
wabnoHa npoBoauTcs B nogpasaene «LlWabnoH goctyna» pasgena «bropo nponyckoB».

,D,J'IFI BKMOYEHMS / OTKIHOYEHNS (*)yHKLI,VII/I KOHTPOJ1A 30HalIbHOCTW:

Wcnonb3ysa naHenb Hasurauun, nepengute B pasgen «AgMUHUCTPUpPOBaHUEY.
OTtkpowite nogpasaen «KoHdurypaumsay».
Mepenante Ha BKNaaKky YCTPOUCTBA.

oD~

B paboueit o6nactu cTpaHuLbl BbiGEpUTE KOHTPOMMEp, AN KOTOPOro HeoGXoANMO BKIYUTL
PYHKLMIO KOHTPOMS 30HANBHOCTU.

o

HaxmuTe kHonky PepakTupoBaTb Ha NaHenNu MHCTPYMEHTOB CTpaHuWLbI.
6. B oTkpbiBLIEMCS OKHe nepenauTe Ha Bknagky UY (3amok):

(8 KonTponnep 3amka CL05.1 BepHyTeCa K crucky
Hazeanue HopmaneHoe (T.e. 2aB10KMPOBaHHOE] COCTOAHME KOHTAKTE (Exog MY) <
Kontponnep samka CLOS.1 HopmankHo 3aMKHYT
Bxoa & HopmansHoe coctoadme "3akpeimo " Beixoaa MY
Cronceas [x] He zanuTaH
Boixon us g Hopmanuzaurs esixona MY
Yonn Q Mocne "OTkpLITUA
o MpenensHoe BpeMA pa3BAoKMPOBKM
Cnvcok NFC yetporcte PeA P P P o
-]
8 CekyHasl ]
=
a
Bpemn yaepxaHna B pasbACKMPOBaHHOM COCTOAHWK (BpeMA aHanvsa 5
MASHTUDUKATOPA) =
=
5
Ceth 8 Cexynas! =
3
=
BpemMA oxnaaHMA KOMUCCUOHWPOBaHNA =
Pazxoe =
30 CekyHAabl Q

l'eveparop Tpesorm Perncrpauva Npoxoaa no NPeaLAEASHUIO MASHTUDMKATOPa

BHYTpeHHAR 331LMTa 0T Nepesaur wieHtdukatopoe (Local Antipass)
3amok

Pexam paboTel BRIXO4E ypasneHna MY

BuiBogb! MoTeHuMansHbI

CMEHa 30HEl NpKY Npoxoae
CunTeiBaTENL
Fire Alarm B pesxvne padoTel "OxpaHa”

7. B pabouenn obnactu okHa ANS BKIIOYEHUS / OTKMOYEHUS (PYHKLUMM KOHTPONSA 30HANbHOCTU
Ha BblbpaHHoM WY ycTaHoBuTE / CHAMUTE naxoK Yy napameTpa BHyTpeHHAA 3awwmTa
oT nepenaum naeHtTudukatopon (Local Antipass).
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8. I'Iepel7|/:1,|/|Te Ha BKINagky CuuntbiBaTenb and HaCTpOI7IKVI napamMmeTpoB KOHTPOJIA 30HalIbHOCTU
npu npoxone B HanpasJfieHNUUN CHUTbIBATENA!

(8 KonTponnep samka CL05.1

Hazganme

Koutponnep 2amka CLO5.1

Bxoa s
Cronoean (<]
Brixoa uz T
Xonn [x]

Cnncok NFC ycTpoiicte

Cetn

PazHoe

leHepaTop Tpesorn

3amok

Beizogs!

CuuTeiBaTens

BEpHYTBCA K CTIMCKY

3awmTa oT nepeaaqu
waeHTupukatopos COTPYAHWKOB
(Antipass) Msrkas

B PEXXWME PABOTHI "KonTtpons”

3awmTa 0T nepeaaun
waenTnukatopos NMOCETUTENEA
(Antipass) Msrkas

B PEXMME PABOTBI "Oxpana”

KoHTponk Bpemenn ansa
waeHTupukatopos COTPYAHWKOB

KOHTpOAL BpEMEHn AnA
wasHTMbMKaTopos MOCETUTENEA

Moateepxaexue ot 1Y
Pazpewenue AY

WzkimaTe MaeHTMOMKATOPSI
noceTuTenel nocae npoxoaa

[JONOAHKTENEHEIE BEIXCAS,
aKTMBM3MPYEMLIE NPU PaaBAoOKMpoBKe
ny

[ONONHUTENEHEIS BRIXCAS,
HOpManuznpyemMeie nNpu
pazBnoknpoeke NY

[JononxnTensHele esixoasl,
AKTMBM3MPYEMLIE NPW NPEABLABASHUM
BaNWAHLIX MAEHTUdMKaTOpOB
COTPYAHWMKOB

KomaHabl Ans ycTpoiicTBa

B pabouen obnactu okHa He3aBMCMMO A5 COTPYAHUKOB M NOCETUTENEN YCTAHOBUTE KECTKUN

WM MAMKUIA PEXNM KOHTPONS 30HANbHOCTU Npy pasnuyHbix PKL.

9. Haxmute kHonky CoXpaHUTb BCe B YCTPOMUCTBO, N3MEHEHHbIe NapameTpbl OyayT nepeaaHsi

B KOHTpornep.
PyHKuma Global Antipass

Ansa BKkNtoYeHNs / OTKMIOYEHMS PYHKUMK rNo6anbHOro KOHTPOMS 30HaNbHOCTY:

a oD~

Haxxmute KHomky
O6wme napameTpbl:

Wcnonb3ysa naHenb Hasurauum, nepengute B pasgen E «AQMUHUCTPUPOBaHUE».
OTtkpowite nogpasnen «KoHdurypaumsay».
Mepenante Ha BKNaaKy YCTPOUCTBA.

B pabouyen obnactu ctpaHuubl Boibepute KOPHEBON aNeMeEHT crnvcka Obwue napameTpbil.

(& O6wwue napameTpsl

ObLWme HacTpoikKn

Kowntponneps PERCo

Kaptel Mifare

KowTpoanepsl Suprema

KowTponnepel ZKTeco

Pexaim paboTel cunTeiBaTEnCH

Wiegand 26

[noBankHelid aHTNace

BraoueH

PeAaKTVIpOBaTb Ha NaHesln MHCTPYMEHTOB CTPpaHULbI. OTKpOGTCFI OKHO

6. [nga BknoYeHus / OTKIHYEHMA PYHKLUMM rNoBanbHOro KOHTPONS 30HaNbHOCTU B BbiNagaoLlem
cnncke MobanbHbIM aHTUNacc BuibepuTe BkntoveH / OTKNOYeH.

7. Haxmute KHOMKY COXpaHVITb BCe B yCTpOI7ICTBO, M3MEHEHHbIE MapaMeTpbl 6yﬂ,yT nepenaHbl

B KOHTpPOJ1J1EPbl CUCTEMbI.
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18. Paspen «AOMUHUCTPUPOBaHME»

Pasgen npegHasHaveH Ans opraHusauum APM  coTpyaHuka nNpeanpusiTusi, 3aHWMaroLLerocs
HacTPOMKON W agMUHUCTPUPOBAHMEM CUCTEMbl. Pasgen nos3BonsieT MNpou3BecT MnepBuUYHOe
KOHdUrypupoBaHnue obopyaoBaHusi CUCTEMbl, [Oo0GaBreHWe onepaTopoB cUCTEMbl U ee
nuueHsnpoBaHne. Mcnonb3oBaHue pasgena Mno3BONSIET KOHTPONMPOBaTb pPaboTy CUCTEMBI,
COCTaBIsisi OTYEThLI O PEFUCTPUPYEMbIX COOBITUSIX.

18.1. MNMoapasaen «KoHdurypaums»
B nogpasgene JocTynHbI cneayowne BKIaaKu:
BKJ'IaD,Ka I'Iomegel-m;l npeagHasHa4vyeHa a4 co3gaHna Crnmcka I'IOMeLLleHI/IIZ npeanpuaTuA.

Bknagka YcTponcTBa npegHasHavyeHa ans:

e NOUCKa YCTPOWCTB B NOKanbHOM CeTU U J00aBNeHns UX B KOHDUTypaL Mo CUCTEMBI;

e HACTPOVKM NapaMeTpPOB YCTPOWUCTB 1 UX PECYPCOB;

e MoJauYn KOMaHL ynpaBreHus;

e BPEMEHHOro MUCKMYEHUS YCTPONCTB U3 KOHpurypauuu.
Bknagka CoOblTua npedHasHavyeHa [Ansi NepevMeHoBaHnsa  CcoObITUK, PEerncTpupyemblx
YCTPOMCTBAMUN CUCTEMBI.

Bknagka LlabnoHbl _kamep npegHasHayeHa Ans  co3gaHust  WabnoHoB  napameTpoB
ANs BUaeokamep CUCTEMbI.

Bknagka Cuctema npeaHasHayeHa Ansi U3MEHEHMs1 OOLUMX HaCTPOEK CUCTEMbI, HACTPOMKU
PacCbINKN 1 YBELOMITEHWIA.

18.1.1. Bknapgka «lNomeweHna»

CTpaHuua BKIagku MMeeT CrieayoLwnii Bua;

KoHdurypauusa PERCo-Web* AAMAHWCTPATOD ?

Yctpoiictea Cobermua LaBnoHe! kamep Cuctema

€V
[ &

Mowck — {7} HekoHTponupysman TeppuTopua

IP agpec — | {a} Nomewenue 1

(& Croiika Typruketa N2

— {2 Nomewenwe 2
HazeaHue (8 Neycropomnuii samox Ne1 @

Tun

NoBoi Tvn

1. Tlepekntoyatenb BbiGOpa BKNagku nogpasgena:
o [lomelueHus;

YCcTpOnCTBa;

CoObITNA;

LLla6rnoHbI Kamep;

Cucrtema.

2. TMaHenb MHCTPYMEHTOB CTPaHULibI:

° Jo6aBuUTbL nomeLleHne — KHoOMka no3BonisgeT [00aBUTb BIIOXEHHOE MOMELLEeHne
B MOMeLLieHNe, BblaeneHHoe B paboyer obnactu cTpaHumubl.

. Mounck ycTponcTB — KHOMKa NO3BONSAET NPOU3BECTU MOUCK YCTPONCTB (KOTOpble paHee
He Obinu JoGaBneHbl B KOHUrypauui CUCTEMbI) B FOKANbHOW CETU U pasMecTuTb WX
B Bbll€NeHHOM B paboyeii 06nacT cTpaHuubl NOMELLEHUMN.
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. YcTaHOBUTb YCTPOMUCTBO — KHOMKA NO3BOSSIET Pa3MeCTUTb YCTPOMCTBA, JoOaBMNeHHble
paHee B KOH(Urypauuio CcUCTEMbl, B BbleneHHOM B paboder obnactn cTpaHuupbl
noMeLLeHNM.

o PepaktupoBaTb — KHOMKa MO3BONSET U3MEHUTb Ha3BaHWE BblAENEHHOro B paboyen
obnact cTpaHuubl MOMELLEHUSI UMM HACTPOUTb MapameTpbl BblAeneHHOro B pabouyen
obnactu ycTponcTea.

. Ypanutb nomeweHue /| OTBA3aTb YCTPOMCTBO — KHOMKa MO3BOMSET yOanuTb
BblaeneHHoe B paboyer 06racTy CTpaHuLbl NOMELLEHNE UM YCTPOMCTBO N3 MOMELLEHWS.

. AKTUBUpPOBaTb — KHOMKa MO3BOSSIET BKIIOYMTL B KOHUrypaLuio CUCTEMbI paHee
NCKIMFOYEHHOE UMW HalgeHHOe YCTPOWCTBO.

° ﬂeaKTMBMpOBaTb — KHOlMKa no3soJjideétT BpPEMEHHO UCKIMIOYUTb U3 KOHdWWypauMM
CUCTEMDI yCTpOﬁCTBO, BblAeJfieHHOE B pa60qeﬁ obnactu CTpaHunubl. an 3TOM
HaMMeHOBaHMeMCKﬂmquHOﬂ)yCTpOﬁCTBaSaTeHﬂeTCﬂ.

. MoctaBuTb Ha OXpaHy — KHOMKa MO3BOMSIET MOCTaBUTb YCTPOMCTBO / NOMELLEeHNe
Ha OXpaHy.

. CHATb C 0XpaHbl — KHOMKa NO3BOJISIET CHATL YCTPOWCTBO / MOMELLEHME C OXPaHbl.

. MNepenatb naMeHeHUs KOH(Urypauum B yCTPOMCTBA — KHOMKa NO3BONSET Nepeaatb
M3MEHEHHble NapameTpbl B YCTPOWUCTBA CUCTEMBI.

. MNepenatb Bcro KOH(Urypaumio B YCTPOMCTBA — KHOMKA MO3BONSIET nepefaTb BCE
napameTpbl B yCTPONCTBA CUCTEMBI.

. OGHOBUTbL — KHOMKA NO3BONSIET 0GHOBUTL MHAOPMALIMIO O COCTOSIHUM YCTPOMUCTB.

. JononHuTenbHO — KHOMKa MO3BOMNSIET OTKPbITb MEHK KOoMaH4 [Ans Bblbopa

OOMONHUTENBHOIO AENCTBUS:
— JKCcnopT — MO3BOSISIET COXPaHWUTb faHHble paboden obnactv B ann SMeKTPOHHbIX
Tabnuy, ¢ BbIGPaHHbLIM pacLLUMpPEHNEM.

Paboyas o6nactb CTpaHUUbl COAEPXUT MHOrOYPOBHEBLIN PACKPbLIBAIOLLMACA  CMIMCOK
MOMELLEHMN C YKa3aHWEM pPacrofioKeHHbIX B HWUX ycTponcTs. Mo ymonuyaHuio B pabouen
obnactn HaxoguTCcs HeygansieMoe nomelleHne «HekoHmponupyemasi meppumopus».

lpumeyaHue:

B pabGouenn obnactu ctpaHuubl peanusoBaHa dyHKkums Drag-and-drop, nossonstoLias
M3MEHATb PACNONOXEHNE NOMELLEHUI B CMINCKE C MOMOLLIbIO MbILLW.

18.1.1.1. Co3paHue cnucka nomMeLlleHunmn
[nsa co3paHusa cnvcka NoMeLLeHWUI:

> obd -~

Mcnonb3ysa naHenb HaBuraumm, nepenante B pasgen ﬂ «AgMNHUCTPUpPOBaHUEY.
OTkpovite nogpasaen «KoHdurypaums».
Mepengute Ha Bknagky NMomeleHus.

Haxmute Ha naHenuM WHCTPYMEHTOB CTpPaHWULbl KHOMKY [do6aBuTb nomMelleHue.
OTkpoeTcst okHO [lo6aBUTL NOMeLLeHME:

HobaBuTb NoMellleHHe

Hazearue

OTmeHa
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5. B oTKpbIBLUEMCS OKHE BBEAMTE HA3BaHME HOBOMO MOMELLEHUS N HAXXMUTE KHOMKY COXpaHUTb.
Mpn paboTte B pexmme pacnpedeneHHOW CUCTEMbI Takke ykaxute cermeHT. OkHO 6yget
3aKpbITO, nomelleHne GygeT fobaBrneHO B pacKpbiBaloLWMACS CNUCOK B pabodver obnactu
CTPaHWLbl KaK BNOXEHHOE:!

= HekoHTponvpyeman TEppUMTOpUA
- ¢ [NpoxogHan

6. [Ona pobaBneHWss BIOXEHHOrO MOMELLEeHUs Bbloenute B paboyer obnactm cTpaHuLbl

TO NOMelleHe, B KOTOpoe Heobxoaumo [006aBUTb BIOXEHHOE, WM HaXMUTE  KHOMKY
Ho6aBuTtb nomeweHune. OTkpoeTcst OkHO [lo6aBUTL NomMmeLLeHue.
7. B oTkpbIBLUEMCS OKHE BBEAMTE HA3BaHWE HOBOMO MOMELLEHUS N HAXXMUTE KHOMKY COXpaHUTb.
OkHo BygeT 3akpbITO, HOBOE nomelleHne 6yaet AobaBneHo B BblAeNeHHoe:
- HexoHTponupyeman TeppuTopWA
= ¢ [poxogHan
[~ M MoMeleswe 4nA NoceTUTened
8. [na u3MeHeHWs HasBaHWA O0OaBNEHHOro paHee MNOMELLEHUS1 Bblaenute ero B pabouen
obnactm CTpaHuubl M HaXMWUTE Ha MNaHenM UWHCTPYMEHTOB  CTpaHuWLbl  KHOMKY
PepaktupoBatb. OTkpoeTcs OKHO PegakTupoBaThb nomeLleHue:
PE‘ﬂ,aKTHpOBaTb nomeweHme
HazeaHwe
Pabouan zoHa
OTmeHa

9. B oTKpbIBLLEMCSI OKHE NPOM3BEANTE HEOOXOANMbBIE NBMEHEHUS U HAXXMUTE KHOMKY MpUMeHnTb.

10. Onsa yoaneHusa gobaBneHHOro paHee NoMeLLeHns BblaenuTe ero B pabo4den obnactu cTpaHuubl
N HaXMUTE KHOMKY Ypanutb nomeweHue / OTBA3aTb YCTPOMCTBO Ha nNaHenu
WHCTPYMEHTOB CTpaHuLbl. B OTKpbIBLLEMCA OKHE NOATBEPXKAEHMS HXXMUTE KHOMKY YAAnuUTb.
MomeweHune BGyaeT yganeHo us cnmcka.

18.1.1.2. PasmeLlueHne yCcTpoMCcTB B MOMELLEHUAX

Mocne co3gaHusi cnucka MoMeLLeHMI HeobXoaMMO pacronoXuTb B HUX YCTPOMCTBA, BXoAsiLLMe
B cucTeMy Ge3onacHocTu. [Ins pasmMeLleHmst YCTPOWCTB B NOMELLLEHUSIX:

1.
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BbligenvTte nomelleHvne B paboyert 06nact CTpaHuLbl U HXMUTE Ha MaHenn MHCTPYMEHTOB

KHOMKY YctaHoBUTb ycTponctBo. OTkpoeTcs okHO CnMCOK YCTPOMCTB, coAepkallee
CMUCOK YCTPOWCTB, A06ABNEHHbIX paHee B KOH(UIypaLuo CUCTEMBI:

CNHUCOK YCTPOICTE

10.0.100.132

OTmeHa
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2

B

8

B oTkpbIBLUEMCSA OKHE BbIAENWTE YCTPOMCTBO M HaxmuTe KHOnky Bbibpartb. [NMpu pabGote
B pexume pacnpefenieHHOM CUCTEMbl TakkKe YKaXuTe cerMeHT. HammeHoBaHue ycTponcTBa
NOABUTCA B BblAENTEHHOM MOMELLEeHNN:

-+ ¢% HekoHTponupyemas TeppuTopua
t* MNpoxogHan

{| QKontponnep CLA5 (172.17.1.129

I'Ipvl HeoBXoAUMOCTN B MOMELLLEHNN MOXHO pacnonoXxumTb yCTpOVICTBO, KOTOpOE paHee He Obino
[obaBrneHo B KOH(*)VIpraLI,I/IlO cuctembl. [na aToro BblAeNUTE NOMELLEHNE N HAXMUTE KHOMKY

Mouck yctponcrtB. OTkpoeTcst OkHO NMOUCK yCTPOMUCTB:

Mowck ycTponcTe

IP agpec

B OTKpbIBLLUEMCA OKHE BBEOUTE IP-a,u,peC MCKOMOIOo yCTpOVICTBa N HXKXMUTE KHOMKY

Bbibepute Heobxoaumble YCTPOMCTBA U HaxmuTe KHOMKYy Jlo6aBuTb. YcTpowncTtBa OyayT
AobaBneHbl B nomMeLleHre.

Mpn HeobxoQMMOCTU NPOM3BEANTE HACTPOWKY napameTpoB paboTbl ycTponcTea. [ns atoro
BblAenuTe YCTPOMCTBO B paboyen obnactn CTpaHuubl U HAXMUTE Ha NaHenn UHCTPYMEHTOB

CTPpaHULbl KHOMKY Pep,aKTVIpOBaTb. B OTKpbIBLUEMCHA OKHE Pep,aKTVIpOBaTb yCTpOI7ICTBO
npoun3segnTte HeO6XO,EI,VIMbIe M3MEeHEHNA N HAXMUTE KHOMMKY COXpaHVITb N 3aKpbITb.

Ons yoaneHnda KoHTpornnepa, n06aBnNeHHOro paHee B nomMmelleHune, sblaesimTe ero B pa6oqel7|
obnactu CTpaHuubl U HAXMUTE KHOIMKY Ypanutb nomelleHue / OTBA3aTh yCTpOﬁCTBO

Ha NaHenun MHCTPYMEHTOB. B OTKpbIBLLEMCS OKHE NMOATBEPXKAEHUS HAXMUTE KHOMKY YAanuUThb.
KoHTponnep 6yget yaaneH u3 noMeLleHus.

HaxmuTe Ha naHenu MHCTPYMEHTOB CTpaHWLbl KHOMKY MNepepatb BClo KOHdUrypauumio
B YCTPOMCTBA.

18.1.2. Bknapgka «YcTtpouctea»

CTpaHuua BKIagku MMeeT CrieayoLwnin Bua;

KOHdJMrypaLMFI PERCO-Web. AamuHucTpatop ?

MomeleHs CoBerrua LlaBnoHs! kamep ® Cucrema

Mouck — OBwue napameTpel

IP anpec — |@ Kontponnep typ

[HekonTponupyemas Tep..~Momewenne 1

0

Hazsanve

B B

@

&)

Tun

&)

Moboii vn

CocToaHue yCTpoiicTs
aamok Ne1 [HexoHTponupyeman Tep..—Momewermne 2]
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MepekntoyaTenb BbiGOpa BKNaaky nogpasaena:

MomeleHus;
YcTponcTtBa;

CoObITus;
LLIabnoHbI Kamep;
Cucrtema.

MaHenb UHCTPYMEHTOB CTPaHMULbI:

Hdo6aBuTb — KHOMKa NO3BOMSET:

— Ho6aButb Kamepy;

— Jfo6aButb cepBep TRASSIR (cm. Pykoeodcmeo nosb3oeamersisi MOOYJIsT
PERCo-WMO06 «MHmezpayusi c TRASSIR»);

— Ao6aButb UCO «OpuoH» (cM. Pykoeodcmeo nosib3oeamersiss MOOYJIsi
PERCo-WMO07 «MHmeepayusi ¢ UCO "OpuoH" (HBI1"bonud")»);

— HNo6aButb wntw3 CTL14;

— Ho6aButb wint3 CL15;

— HDo6aButb coctaBHOM 06beKT CL15.

Mouck ycTpoMCTB — KHOMKa MO3BONSIET MPOM3BECTU MOUCK B JlOKanbHOM CeTu
YCTPOWCTB, KOTOpble paHee He Obiny Jo6aBneHbl B KOHPUIypaLuuo CUCTEMDI.

MobunbHbLIM TEPMMUHaN — KHOMKa No3BoNseT OTKpbITb OkHO Cnucok NFC yctponcTs
ana paboTbl ¢ yctponcTtBamu, nogaepxusarowmmm TtexHornormio NFC. JaHHaa dyHkums
nossonsieT 4obaBnTb B CUCTEMY YCTPOMCTBO (CMapT(OH), 4TOObI B AanbHenWweM MOXHO
ObIO ucnomnb3oBaTb €ro B KavyeCcTBe cuuTbiBaTens pAnsi BblOpaHHOro KOHTponnepa.
[ns atoro Heobxoanmo Oyner Ha CMapTdOoH yCTaHOBUTb NpUNoXeHne
PERCo.Pecucmpauyusi. OkHo Cnucok NFC ycTponcTB BbIrnsanT cneayowmm obpasom:

Cnvcok NFC yeTpoiicTs 0 82

Xiaomi Redmi Note 8 Pro s T O
Xiaomi Redmi Note 8 Pro g O o
Xiaomi MI 9 s T O
HUAWEI HMA-L29 s O o
Xiaomi M2007.22G s O O
asus ZBG02KL s T o
HUAWEI DUK-L09 s O O
HUAWEI STK-LX1 s O o
asus ZB602KL s O O

OTKpOIiTe MHCTPYKLUMIO NO paBoTe C NPUAOKEHWMEM

— Mone Mowuck — norne no3eonsiet 4o6aBUTb YCTPONCTBO BPYYHY!IO.

-9 O6GHOBUTL — KHOMKa No3BornsieT 06HOBUTL cncok NFC ycTporncTB.
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alo|

— 82 Orobpasnte QR Koa — KHOMKA MNO3BONSAET OTKPbITb OKHO C  QR-kogowm
ans gobaeneHnst ycTponcTea.

_ 7 PepaktupoBaTb — KHOMKa MO3BOMSIET MNPUCBOUTL HOBOE WMSI BblOpaHHOMY
YCTPOWCTBY.

8 Ypanutb — KHOMKa No3BonsieT yoannTtb N3 Crnncka Bbl6paHHO€ yCTpOI7ICTBO.

|
- O _ kHonka nosBonseT BpeMeHHO aKTUBMPOBATL / AE€aKTUBMPOBATb BbIGPAHHOE
YCTPOUCTBO.

PenakTupoBaTb — KHOMKa NO3BONSIET OTKPbITb OKHO PegakTMpoBaTh YCTPOUCTEO AnS
N3MEHeHUsi NapaMeTpoB BblgeneHHoro B paboyert obnacTu naHenu yCcTponcTBa U ero
pecypcoB. Ecnu B paboyeii obGnactu CcTpaHuubl BblAeneH KOPHEBOW 3reMeHT
«Obwue napamempbi», TO OTKpbIBaeTCst OkHO O6LKne NnapameTpbl.

Yaanutb — KHOMKa No3BonseT yganuTb BblgerneHHoe B paboyen obnactn ctpaHuubl
YCTPOWNCTBO N3 KOHUrypaumm CUCTeMbI.

AKTMBMpPOBaATbL — KHOMKAa MO3BOMSET BKMAYUTL B KOHUrypaumio CUCTEMbl paHee
WCKINYEHHOEe NN HangeHHOe YCTPONCTBO.

HdeakTuBupoBatb — KHOMKa MNO3BOMSET BPEMEHHO MCKIOUYUTE M3 KOHUrypaumm
CUCTEMbl YCTPOMCTBO, BblgeneHHoe B pabodenn obnactu cTpadHuubl. [lpy  aTOM
HauMeHOBaHMe YCTPOMCTBA 3aTEHAETCA.

MocTaBuMTb Ha OXpaHy — KHOMKa MO3BOMSET MOCTAaBUTb YCTPOWCTBO / MOMeELLEHMe
Ha OXpaHy.

CHATb C OXpPaHbl — KHOMKa NMO3BOJIAET CHATb yCTpOI7ICTBO / nomMeLweHme ¢ oxXpaHbl.

MNepenatb U3aMeHeHUs KOH(Urypauum B yCTPOUCTBA — KHOMKA NO3BONSIET NepeaaTthb
M3MEHEHHbIe NapameTpbl B YCTPOMUCTBA CUCTEMBI.

MNepenatb Bcro KOH(Urypaumio B YCTPOMCTBA — KHOMKa MO3BOMSIET nepenaTtb Bce
napameTpbl B yCTPONCTBA CUCTEMBI.

MNepepatb Bcex nonb3oBaTenen B YCTPOUCTBaA — KHOMKa NO3BONSAET nepenatb
[JaHHble Nonb3oBaTenen B yCTPONCTBO, BbiIbpaHHOe B paboyert obnactu cTpaHumubl.

O6GHOBUTb — KHOMKa NO3BONseT OOHOBUTL VIH(bOpMaU,I/lIO O COCTOAHUN yCTpOIzCTB.

JononHuTtenbHO — KHOMKa MO3BOMSET OTKPbITb MEHK KOMaHa [nAns Bblibopa
[OMONHUTENbHbIX OENCTBUN:
— JKCnopT — MO3BOSIIET COXPaHWUTb AaHHble paboden obnactn B amn SMeKTPOHHbIX
Tabnuy ¢ BbIGpaHHbLIM paclIMpeHneM.
— Bbigenutb Bce ycTpounctaa (Ctri+A) — no3sonseT BbiAeNUTbL BCe YCTPONCTBA.

MaHernb MHdopMaunmn o COCTOSIHUN YCTPOUCTB CUCTEMBI.

Paboyasi obnactb CTpaHuLbl COOEPXKUT CMMUCOK YCTPOMCTB, A0GaBMNEHHbIX B KOHUrypauuo

cuctembl. 3nadok AA criesa oT HaMeHoBaHMS yKasblBaeT Ha TO, YTO B YCTPOWCTBO He Obinu
nepefaHbl N3MeHeHHbIe NapameTpbl.

18.1.2.1. Mouck yctponcrte

[na npoBegeHUs agToMaTU4eCKon KOHUrypaumm:

1. |/|CI'IOJ'Ib3yFI naHesib HaBuUrauuu, nepe|7u:|,MTe B pasgen E] «AAMVIHVICTpVIpOBaHVIe».

2.

OTkponte nogpasgen «KoHdurypaumsar.

3. Tepengute Ha BKNnagky YcTponucTaa.
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HaxmuTte Ha naHenu UHCTPYMEHTOB CTpaHWULbl KHOMKY Mouck yctponcTB. OTKpOETCA
OkHO Mounck ycTponcTB:

Mowck ycTpoicTs

IP agpec

Ecnu HeobxogmMmo npoussBecTn nouck yctponcTs no IP-agpecy, To BBeguTe ero B none NMouck
KOHKpeTHoro ycrtpouctBa no IP apgpecy u Haxmute Hamtm yctponcTtBo no....
Ecnu Heob6xooMMo nNpom3BECTM MOWUCK BCEX YCTPOMCTB B CETWU, TO, HE 3arnoniHaAsa none
AN novcka, HaxmuTe KHonky Mouck Bcex yCTpoOMUCTB.

Mo OKOHYaHWKM Nomncka CANCOK HaMAEeHHbIX yCTpOIZCTB NOABUTCA B pa6oqe|7| obnacTtu okHa:

Mouck ycTporcTe

Buaeokamepa

Kontponnep zamea CT/L04.2

Kontponnep CL15

JneKTpoHHaA npoxogHan KT02.x/KT05.x

JMKOH 2

KonTponnep TypHuketa CT/L04.2

KonTpoanep zamka CLOS.2

KoHTponnep zamka CT/L04.2

BolbpaTtk Bce

Bbigenute B cnucke yCTPOWCTBO MM HECKONBbKO YCTPOMCTB, KOTOPble Heobxoanmo aobasBuTb
B KOH(purypaumio cuctembl. Ecnn HyXHO BbIGpaTb BCe YCTPOWCTBA, BOCMOMb3yNTECH KHOMKON
Bbi6patb Bce. Haxmute kHonky flo6aBuTb yctpomncTBa. OkHO ByaeT 3aKpbITO, OTMEYEHHbIE
YCTPOWCTBA NOABATCA B paboyern 06nacty cTpaHuLbl.

AKTMBUpPYIHTE OobaBneHHoe ycTponcTBo. [nd aToro Bbigenute ero B paboyen obnactu

CTpaHWLbl N HAXXMUTE KHOMKY AKTUBUpOBaATL.
lMpoun3BeanTe HacCTPOMKy napameTpoB [oOaBneHHOro ycTpowcTtBa. [Ansg 3Toro BblgenuTe
YCTPOWCTBO WM €ero pecypc B paboyen obnactu cCTpaHUubl U HaXmMuTe Ha naHenu

MHCTPYMEHTOB KHOMKY PepaktupoBatb. OTkpoeTcs okHO PefakTupoBaTb YCTPOMUCTBO.
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10.
11.

12.

13.

14.

B oTkpbIBLLIEMCS OKHE Npy HeobxoaumocTu B nore HasBaHue M3MeHUTe Ha3BaHWE YCTPONCTBA.
Ykaxute wnu, npu HeobxooumMoCTW, W3MEHUTE TMOMELLEeHUs, OOCTYn Mexay KOTopbIMM

obecrne4ynBaeTca KOHTponnepoM. [Ansg 3Toro HaXXmMmuTe KHOMKY BHYTpK nons Bbixoa us.
B oTKkpbIBLIEMCA CNMUCKe BblAenuTe nomelleHue, B KOTOPOEe OCYLLEeCcTBNseTcs OOCTyn vepes
cuntbiBaTenb Ne 2. Tem xe obpasom B none Bxop B ykaxute nomelieHne, B KOTOpoe
OCYLLECTBISIETCS 4OCTYN Yepes cuntbiBatenb Ne 1.

[ns HacCTpoONKn napaMeTpoB PECYpPCOB YCTPOMCTBA NepengmTe Ha BKIagKy, COOTBETCTBYIOLLYIO
HaVMMEeHOBaHWMIO pecypca, U npoussBeguTe Heobxoaumble n3MeHeHusi. CiMCOK OOCTYMHbIX
napaMeTpoB 3aBUCUT OT TUMNa yCTPONCTBA M BbIBpaHHOro pecypca.

C nomolLLbIo packpbIBaloLLIErocsi CnMcka B BepxHel YacTn okHa PegaktupoBaTb yCTPOMCTBO
BblGepute cnocob coxpaHeHus NapaMeTpoB N HAXXMUTE KHOMKY COXpaHUTb....

Mepepante KoHurypauuio B ycTponcTBa. [na 3TOro Ha naHenu MHCTPYMEHTOB CTpaHWLbI
HaXXMUTE  KHOMKY MepepaTb U3MeHeHUA KOHdwmrypaumm B YCTpPOMCTBA

nnm MepepaTb BCO KOH(Urypaumio B yCTpOMCTBA.

18.1.2.2. [Jo6aBneHue Kamepbl, WIKO3a U COCTAaBHOIoO 06 beKTa

llpumeyaHue:

MNMepen pobaBneHvem kamep cosganTe WabnoHbl AN NOAKMYaeMbIX Modenen Kamep.
LWabnoHbl cospatoTca Ha Bknagke LabnoHbl kamep nogpasgena «KoHdwurypaumsa»
pasgena «AAMUHUCTpPUpoOBaHue». [10 ymMonyaHuio B CUCTEME YCTaHOBIEHbl LabnoHbl
napameTpoB Ana Buaeokamep crtaHgapta ONVIF n ans Bugeokamep nonynsipHbIX
npoussogutenen (TP-LINK, ACTi, AXIS).

Ona po6aBneHus ycTponucTBa:

Mcnonb3ysa naHenb HaBuraumm, nepengnte B pasgen E «AAMUHUCTPUpPOBaHUEY.
OTtkpowite nogpasgen «KoHdurypaumsay».
Mepengute Ha BKNagky YCTponcTBa.

llpumeyaHue:

Kamepbl craHpgapta ONVIF wmoryT ©ObiTb  gobaBneHbl C  MOMOLLBK  KHOMKK

Mouck yctponctB. [pyrive Tunbl kKamep, Hanpumep, mjpeg_over_http, nobasnsatoTcs
C MOMOLLbIO KHOMKM Ho6aBuTb.

HaxkmuTe Ha naHenn MHCTPYMEHTOB CTPaHULibl KHOMKY Hdo6aBuTb.

M3 Bbinagatoero cnmcka BbibepuTe oamMH U3 BApUaHTOB:
o [No6GaBuTb Kamepy;

e [No6aBuTtb wnto3 CTL14;

e [Nob6aButb wno3 CL15;

e [lob6aBUTL cocTaBHOM 06bLeKT CL15.

B oOTKpbiBlEMCA OKHE HacTpomTe Heobxoaumble napameTpbl. Bug okHa  3aBucut
OT BblbpaHHOro obbekTa.

Mpn cosgaHum Win3a unm coctaBHOro obbekta BblIbepuTe OAUH U3 CNOCOBOB COXpPaHEHMUS
N3MEHEHUI:

o Tonbko B 6a3y AaHHbIX;

e Bce B ycTponcTBo;

¢ WN3mMeHeHHble B yCTPOUCTBO.

Haxmute kHonky CoxpaHuTb. O6bekT 6yaet gobasrneH B pabo4yto obnacTb CTpaHuubl.
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Ons .quaBneH ns KaMmepbl.
lpumeyaHue:

=7 [lepen nobaeneHMeMm kamep co3ganTe LWabGNoHbl ANs MOAKMYaeMbIX MOAENEN Kamep.
LWa6bnoHbl cosgatotca Ha Bknagke LWabnoHbl kamep nogpasgena «KoHdurypaumsa»
pasgena «k AGMUHUCTPUPOBaHUE.

1. Wcnonb3ysi naHenb HaBurauuun, nepenguTe B pasgen E «AAMUHUCTPUpPOBaHUEY.
2. Ortkponte nogpasgen «KoHdpurypaumsar.
3. MNepengunte Ha BkNaaky YcTponcTBa.
lpumeyaHue:
- Kamepbl craHpgapta ONVIF wmoryT ©ObiTb  gobaBneHbl C  MNOMOLLBK  KHOMKK

Mouck yctpouncTB. [pyrve Tunbl kamep, Hanpumep, mjpeg_over_http, nobaensioTcs
C NMOMOLLIbIO KHOMKK Ho6aBuTb.

4., Haxmnte Ha naHenu WHCTPYMEHTOB CTpaHULbl KHOMKY Jo6aButb. N3 BbinagatoLwero
cnucka BolbepuTte [lo6aBuTb Kamepy. OTkpoeTcs okHO [lo6aBUTL Kamepy:

JobaenTe kamepy

Mima kamepsi

Brnoeokamepa

XocT Kamepsl MopTt

l

NorwkH

Napone

WabnoH kamepkl

OTMeHa

5. B oTKpbIBLIEMCS OKHE BBEAWTE MMSI Kamepbl U ykaxuTe LWabroH noakrnovaemoln kamepbi.
Mpu paboTe B pexrmMe pacnpeeneHHon CUCTEMbI TaKKe YKaXXUTE CerMeHT.

6. [MpomsBeamte  HacTpoumky  Apyrux  napameTpoB. Haxmute  kHonky  [lo6aBUTD.
OkHo [lo6aBuTb kamepy 6yaeT 3akpbiTo. Kamepa OGynet pobasneHa B pabouyo obnactb
CTpaHuupbl.
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Ona co3pgaHua wnww3a CTL14 / CL15:

Ncnonb3ys naHenb HaBurauuu, nepenanTte B pasgern E «AOMUHUCTPUPOBAHUEY.

1.

2. Otkpounte nogpasgen «KoHdurypaumsa».

3. MNepengute Ha BkNaaky YcTponcTBa.

4. Haxmnte Ha NaHenu MHCTPYMEHTOB CTPaHWULbl KHOMKY Hob6aButb. /3 BbinagatwoLero
cnucka Bblbepute [ob6aButb wnw3 CTL14 vnn [do6aButb wnw3 CL15. HassaHwue
OTKPbIBLUENCSA CTPaHWLbl 3aBUCUT OT TUNa BbIOpaHHOrO LWM03a 1 UMEET CNeayroLLni BUA;:

°:')‘ LWnwo3 CTL14 BepHyTbCA K CIIMCKY

HazeaHue Hacrpoiikn AMropuTM Mpaxoa

Wz CTL14 [Beps 1 - BXOA B WAKZ MaArkuia

[eepe 1 - EbIXOA U3 WAKO3E Bpema HaxoxaeHWA B WAKO3e

Wnwoz [pepe 2 - BoIX0A U3 WAK3A 100

JBeps 2 - BXOA B WA

5. TMpwn HeobxoanmocTu B none HasBaHue M3MeHNTE Ha3BaHWe LWNH3a.

6. Ha Bknagke HacTpoiku BbiGeprTe 3HaYEHWE ONs cneaylowmnx napaMeTpos:
e B none Anroputm npoxopa Bbibepute anroputm Ansi Npoxoaa:
— Twun Msarkvii. Mpn McNonb3oBaHWM JAHHOTO PeXMMa, ecrnv YernoBeK HaxoauTCsl BHYTPU
LUNH03a, BO3MOXEH NPOXOZA Brepes U BbIxoa Hasaj.
— Twn XecTkui. Mpu Mcnonb3oBaHMN AAaHHOTO PeXxunMa, ecrniv YenoBek HaXoAUTCS BHYTPU
LUNH03a, BO3MOXEH TONMbKO NpoXop, Bnepes.
e B none Bpems HaxoXaeHUs B WiKO3e YCTAaHOBUTE BPEMS AN HAXOXAEHNS B LUMHO3E.

7. Ha ocTtanbHbIX BKNlagKkax Ans Kaxkaon ABEpu Ha BXOA M BbIXOA M3 LWto3a B none KoHTponnep
C MOMOLWbI  BbiNagawowlero cnvcka BblbepuTe  PerucTpupylowmi  KOHTponnep,
B none Pexum goctyna BbIGeEpUTE OAVH N3 PEXUMOB:
¢ [lo cyutbiBaTenio;
e Mo AOy;
¢ [lo cuutbiBaTeno n AY.

8. Wcnonb3ysa BbiNnagatoLlwmn CnMcoK B BEPXHEN YacTu CTpaHuLbl, BbibepuTe oanH n3 cnocobos
COXpPaHEHUS1 UBMEHEHWIA:
e Tonbko B 6a3y AaHHbIX;
e Bce B ycTponcTBO;
e WN3meHeHHble B yCTPOUCTBO.

9. Haxmute kHonky CoxpaHuTb.... LLnto3 6ygeT gobaeneH B pabouyo 06nactb CTpaHuLbl.

Ona co3aaHnsa coctaBHoro obsekra CL15:

Mcnonb3ysa naHens HaBuraumm, nepenante B pasgen E] «AgMUHUCTPUPOBaAHUEY.
OTtkpowite nogpasaen «KoHdurypaumsay».
Mepengnte Ha BkNagky YCTpoOMCTBA.

> b=

HaxmnTe Ha naHenu MHCTPYMEHTOB CTpaHuLbl KHOMKY [Ho6aBuTtb. M3 BbiNnagaroLLero
cnucka Bblbepute [ob6aBuTb coctaBHOM o6bekTt CL15. Otkpoerca cTpaHuua
CocTtaBHOM 06bekT CL15. CTpaHuua nmeeT cnegyowmnn Bua:

fé CocTtaBHOM OﬁbeKT CL15 BepHYTBCA K CNMCKY

HaseaHue Anroputm

CocragHoii ofbext CL1S TypHvKeT
Kowtpoanep 1
He BbiBpaHo

CocraeHoi o6wekT

Kontpoanep 2

He BbiBpaHo

69



Cuctema koHTpond n ynpasnenusa goctynom PERCo-Web

5. MNpwu HeobxoaumocTu B none HassaHue n3ameHnTe Ha3BaHMe COCTaBHOro o6bEKTA.
6. Ha Bknagke CocTtaBHOM O0GBLEKT BbibEpUTE 3HAYEHME ANS CreayrLmnX NnapaMmeTpoB:
¢ B none AnropuTtm BLIGepuTe TN NY: TypHUKeT ninn [JByCTOPOHHUI 3aMOK.
e B nonax Kontponnep 1 n KoHtponnep 2 ¢ nomMoLlbl0 BbiNagarowero cnucka BblbepuTe
perucTpupytome KOHTponnepsbl Ansg coctaBHoro obbekra.
7. Vicnonbays BbiNagaroLnin CNMCOK B BEPXHEWN YacTu CTpaHuubl, BbiIGepUTe O0anH 13 cnocobos
COXPaHEHUS UBMEHEHWI:
¢ Tonbko B 6a3y AaHHbLIX;
e Bce B ycTpouncTBO;
¢ MN3meHeHHble B yCTPOMCTBO.
8. Haxmute kHonky CoxpaHuTb.... CocTtaBHOM 0ObekT OydeT nobaeneH B pabouyo obnactb
CTpaHuUUpbl.
18.1.2.3. HacTtpoika o6Lmux napamMeTpoB KOHTPOSepoB

[lns HacTpomnkM obLMX NapamMeTPOB KOHTPOSIEPOB CUCTEMBI:

1. Wcnonb3ysa naHenb HaBurauuw, nepengute B pasgen «AQMUHUCTPUPOBaHUE».
2. Otkponte nogpasgen «KoHdurypaumsa».
3. lMepengute Ha BKNagky YcTponcTea.
4. Bbigenute B paboyern obnactu cTpaHuubl KOpHEBOW anemeHT OOLwme napameTpbl.
5. HaxmuTe Ha naHenn WMHCTPYMEHTOB CTPaHWULbl KHOMKY PepaktupoBartb, nocne 4ero
oTKpoeTcs okHO O6LmMe napamMeTpbl C BKNagkamu:
o OOLwMe HacTpoOnKuy;
e KoHtponnepsi PERCo;
e KapTtbl Mifare;
e KoHTponnepbl Suprema;
e KoHTponnepbi ZKTeco.
6. Bknagka O6wme HacTpouku. Bknagka Buirnaaut cnegyrowmnm obpasom:
[_(ZD OﬁUJMe napametpbl BepHYTbCA K CNMCKY
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Pexum paboTel CUMTHIEaTENSA

Obwue HacTpoiikn

Kontponnepw PERCo

YHuBepcanbHeiii (8 Baidt)

MobanbHbli aHTUNace

OTknouen

Kaptel Mifare

KoHTpoanepe Suprema

Kontponneps! ZKTeco

Pexxum paboTbl cuMTbiBaTenem — Mo3BOMsieT U3MEHUTb MapameTpbl pexunma padoThbl
cuvThbiBaTENEN.

FMoGanbHbIM aHTUNAcC — MO3BONSAET BKMOYMTL UIM OTKMOYUTL rNoBanbHbIN KOHTPOSb
3oHanbHocTu (Global Antipass).

C nomoLLbl0 pacKpbIBaKOLEroCa Cnucka B BEPXHEW 4acTu CTpaHuubl Bbibepute cnocob
coxpaHeHus napameTpos. [1na 3aBeplieHns paboTkbl ¢ okHoM O6LWwmMe napamMeTpbl HAXXMUTE
kKHONKy CoxpaHuTb.

lpumeyaHue:

B cuctreme 6GesonacHoctn PERCo-Web peanu3oBaHa BO3MOXHOCTb Npoxoda
no cmaptdoHam ¢ TexHonornen NFC. ®yHKLMA BKMOYEHa NO YMOMYaHMIO.

Mpn pabote co cmaptdoHom Ha OC “Android”, nopgepxuarowmm TexHonorno NFC,
B KQ4ecTBe uaeHTUdmkaTtopa CoOTpyaHUKa (MOCEeTUTENs) WCNONb3yeTCsl  YHUKambHbIN
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noeHTudukaTop, reHepmpyembin npunoxeHmem «PERCo.[Jocmyn» (6ecnnatHoe, umeeTcs
Ha pecypce «Google Play»). aBymsa cnocobamu:

— nubo cnydanMHbiM obpas3oMm w3 criegylwmx napameTpoB cmapTtdoHa: Build.BOARD,
Build.BRAND, Build.CPU_ABI, Build.DEVICE, Build.MANUFACTURER, Build.MODEL,
Build.PRODUCT (BeposiTHOCTb COBMNageHust MAEHTU(OMKATOPOB HUYTOXHO Mana);

— nnbo no XenaHuw nosfb3oBaTeNs MOXHO ucnonb3osatb IMSI — nHanBMAYanNbHLIN HOMEpP
aboHeHTa, accounmpoBaHHbii ¢ SIM-kapTon cmapTdoHa, B 3TOM Cry4yae npuroxeHue
MOXET 3anpaluvBaTb SOCTYMN K KOHTaKTaM TenegoHa.

MoapobHoe onmucaHMe Tvna AaHHbIX NpUBEAEHO Ha odumumnansHon ctpaHuue OC “Android”
no agpecy: https://developer.android.com/reference/android/os/Build.

Mpn paboTte co cmaptdoHoM Apple, nogaoepxusarowmmMm TexHomnormo NFC, B KadyecTBe
noeHTudurkaTopa CoTpyaHuKa (MOCEeTUTENs) MCMONb3yeTCa YHUKanbHbI MAEHTUdUKATOP
(Token), npuBsA3aHHbIA K GaHKOBCKOW KapTe (Mpy MNpMBS3KE HECKONbKMX OaHKOBCKMX KapT
OCYLLECTBMAETCS CYNTbIBAHWE Token TOW KapTbl, KOTOPAsi aKTUBHA B JAHHbIA MOMEHT).

YHuKanbHbI naeHTudmkaTop 4obaBnsieTcss B CUCTEMY aHANOMMYHO APYrMM KapTam.

7. Bknagka KoHTtponnepbl PERCo nossonsieT uamMeHuTb 0OWMIA naposfb Ans  gocTyna
K KOHTponnepam. Bknagka BbirnaguT crnegyowmm obpasom:

ED Oﬁu.me napamMeTpbl BepHYTbCA K CNUCKY

_ MzmeHuTE Napons
OB Wwme HacTporku

Kontponnepel PERCo

Kaptel Mifare
Kontponnepel Suprema

Kontponnepel ZKTeco

e [1ns 3agaHus naponsi BBeguTe B norne M3amMeHUTb naposib HOBbINM Naponb M noaTeepauTe
ero B none MNMoaresepxaeHne napons. MNaponb He JomkeH npebiwaTh 10 cMMBOMOB.

e C nomMowpblo pacKkpbiBalOLErocs CrnmMcka B HWKHEN 4YacTu OkHa BblbepuTe cnocob
coxpaHeHus napameTpoB. [1ns 3aBepLleHns paboTbl ¢ okHoM OOLKMe napamMeTpbl HAXXMUTE
kHONKy CoxpaHuTb.

8. Bknagka Kaptbl Mifare npegHasHadeHa Ans HaAcTPOWKM napameTpoB paboTbl C KapTamu
Mifare. Bknagka BbIrnaguT cnegyowmm o6pasom:

[© 06wwme napametpsl BepHYTBCH K CTIMCKY
; v HacTpoFikn kapt Mifare UreHite 13 3aLLMLeHHOP 06AICTH a
Obuive HacTpofikn y p
Bui6pars Tunbl KapT Mpocroe utenve
@ Mony4uTh uHbopMaLMio 0 kapTe
Koutponrepsi PERCo Obume HacTROHKH KapT Clagsic Kikou 33KpLITHA MacTEp-KapTH!
3anucs KoHDUrypaLmMM B NamMsTh
Classic ID 64 00000000000000000000000000000000
(Emn e 3anucs KOHUIYPaLMM Ha MACTep-KapTy
Classic 1 KB Hossif K1io4 3aKkpbITR MACTep-KapTs! @
Komtponneps: Suprema AT

Classic 4 KB

Kormponneps ZKTeco Cmaprdos (SIM-kapra) Mopraok 63T B naeHTdMKaTope

Or mnagwero « crapuweny
Bankosckvie KapTs!

1) NMoaBknagka O6wme HacTponku kapT Mifare — nogBknaaka npegHa3Ha4YeHa 4ns HaCTPOWKK

oowmx napameTpoB kapT Mifare. [NapameTpbl 00X HACTPOEK:

¢ YteHme mn3 3awmueHHON obnacTtu — onpenenseT NOpsAoKk paboTbl C 3alLULLIEHHOM
obnacTtbto kapT Mifare:
— Mpoctoe yteHue — yteHne UID ¢ kapThbl;
— C 3anucblo KapTbl — 4YTEHME HOMepa KapTbl W3 3alUMUIEeHHOM obnacTu

C nocneayLLen ero nepes3anncbto No 3agaHHOMY anropuTMmy reHepaumm Homepa.

e Knwou 3akpbiTus MacTep-kapTbl — Mone oTobpaxaeT TEKyWMN KoY 3akpbITUS

MacTep-kapTbl.
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e HoBbI# KN4 3aKkpbITUA MacTep-KapTbl — Mofie Mo3BONSEeT BBECTU HOBbIM KItoY
3aKpbITUSA MacTep-kapThbl.

¢ [lMopsagok 6anT B nugeHTUpUKaTope:

— OT cTapwero K mnaglwemy,
— OT Mnagwemy K cTapLiemy.

e MMona HID n EM-marine Tonbko ana cuutbiBatena IR19 n koHTponnepa 3amka
CL211.9 — nosBonsieT BKMOYUTL / OTKMIOYUTL BO3MOXHOCTb paboTbl CO CTaHAapTamu
©eckoHTakTHbIX kapT HID n EM-Marine. Ecnu BbibpaTb B nonsx napameTp OTKMHOYEHO,
cuntbiBaTens IR19 n koHTponnep 3amka CL2711.9 6yaoyT nogaepxuBaTb TONbKO paboTy
co ctaHgaptom Mifare.
lMocne HacTPOMKM AaHHOrO NapamMeTpa 3anunTe KOHPUrypaLmo Ha MacTep-KkapTy.

2) Mopgsknagka Bbl6opaTb TMN KapTbl — N03BONSET BbibpaTh hopmaThl KapT Mifare (cMapTdOH,

GaHkoBcKMe KapThbl), KoTopble OyayT ncnonb3oatbes B CKY[. [1nsa BbiGopa 4OCTYMNHbI:

¢ Ultralight EV1 48 byte;

Ultralight EV1 128 byte;
Ultralight C 144 byte;

Classic ID 64;

Classic 1 KB;

Classic 4 KB;

Plus 2 KB;

Plus 4 KB;

Plus SE 1 KB;

DESFire;

MWP;

CmapTdoH (SIM-kapTa);
BaHKOBCKMe KapTbl.

Mpn BbIGOpe TMnNa kKapTbl B nesor 4vactn Bknagku Kaptbl Mifare nossutca obnactb 3
CO CMUCKOM BblBpaHHbIX TUMOB KapT.

3) Obnactb oTobpaxaeT BblOpaHHble TUMbl kKapT Mifare (cmapTdoH, 6aHKOBCKME KapThl) B BUAE
cnucka, NO3BONSAET NEPEKYaTbCa MEXAY KapTamu Ana KoHUrypauum nx napaMmeTpos.
4) Obnactb COOEPXUT CMNUCOK MapamMeTpoB, KOTOpPble BO3MOXHO KOH(UrypupoBaTb

ANnsi BbIOpaHHOro TMna KapTbl.
lpumeyaHue:
Cnuncok JOCTyMHbIX NapamMeTpoB KapT M KOMaHA ynpaBfieHUsi KapTaM MeHsieTcs
B 3aBMCMMOCTU OT BbIGPaHHOro AN KOHpUrypnpoBaHus Tvna KapTbl.
5) Obnactb KomaHabl ynpaBneHuss kKaptamum — o6nactb COAEPXWUT CNUCOK KOMaHA,
OOCTYNHbIX Npu paboTe ¢ KapTamMn U KOHTPOSMbHbLIM CYUTbIBATENEM:
e 3anucb KOHdUrypaumm B namaTb — MNO3BOMSAET 3anuncatb 3adaHHy0 And BbibpaHHbIX
TUNOB KapT KOHUIypaLmio B 9HEProHE3aBUCUMYIO MaMATb KOHTPOSTBHOMO CYUTLIBATENS;

e 3anucb KoHdMrypaumm Ha MacTep-KapTy — TMO03BOMsIET 3anuMcaTb 3afaHHYyHo
A5 BbIGpaHHbIX TUMOB KapT KOHUrypauuio Ha MacTep-kapTy;
lpumeyaHue:

B ka4ecTBe MmacTep-kapT ucnonb3ytoTca KapTel Tuna Mifare DESFire, KOTOpble Takke
MOryT UCNONb30BaTbCA U B KA4YE€CTBE NPOCTbIX KapT.

e M3MeHUTBb KINHOY — KOMaHAa NO3BONAET 3anucaTb U3MEHEHHbIE NapaMeTpbl 4515 MPOCTbIX
kapT Bcex TunoB (Ultralight, Classic, Plus, DESFire). o KomaHge cuuTbiBaTEmNb
onpegensieT Hanuvune KapTbl B MOfe cYMTbIBaTeENd, ee TUM, U U3MeHseT napameTpbl
KapTbl COrfacHo napameTpaM, 3arnucaHHbIM B  KOHUrypaumio  KOHTPOMbHOro
cunTbiBaTENS ANSA AAHHOMO TUNa KapT;

e [onyunTtb MHcpopmMauuto o KapTe — NO3BONAET NPOYECTb UHOPMaLMIO C BbIGpaHHON
KapTbl. [locne ycneLwHoro YTeHus KapTbl BO BCNNbiBatoLLeM okHe UHd opmaumsa o kapTe
Oynet oTobpaxeHa cneayowas MHopmauns:

— Twn KapTbl — oTo6paxaeT Tmn kapTbl Mifare;
— UID — otobpaxaeT ceputo Urm HoOMep YHUKanbHOro naeHTudgmkaTopa nonb3oBaTens;
— Twn KapTbl — oTOBpaxaeT TUN KapTbl: MacTep-kapTa, NpocTas KapTa;
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— Tekywmin ypoBeHb MacTep-KapTbl — OTOOpaXkaeT TeKyLUMI YpOBEHb MacTep-KapThbl
(ana kapT Mifare DESFire);

— YpoBeHb 6e30nacHOCTU — OTOOpaXKaeT TeKyLmi ypoBeHb 6e3onacHoCTH (4ns kapT
Mifare Plus).

MoBbicUTb YypoBeHb 6e3onacHocTn SL — komaHga ans Bcex Tunos kapT Mifare Plus

¢ SL1 n SL2, no3BondeT NoBbLICUTL YpOBEHb 6e3onacHocTn SL (secure level);

lpumeyaHue:

Pabota ¢ SL2 He noggepxuBaeTcs.

pekomeHayeTcs nepexod Ha SL3.
dopmaTupoBaTb — NPUMEHSAETCA AN1a NPOCTbiX KapT Tuna DESFire (He mactep-KapT)
B TOM Criyyae, ecfnv Ha KapTe yxXe 3anncaHoO HECKOMbKO NPUoXeHun n HeT cBob6oaHOro
MecTa Ans co3gaHnsa HOBOIo NPUITOXEHUS.

lpumeyaHus:

— PepaktupoBaHue koHurypaumm kapt Mifare B KaXObll MOMEHT BPEMEHU MOXET
OCYLLIECTBATLCA TONbKO O4HMM NOSb30BaTENEM.

B MOMEHT koHUryprupoBaHus HacTpoek kapT Mifare Gnoknpyetca paboTta co Bcemu
KOHTPOSIbHBIMM CYUTbIBAaTENAMW CUCTEMbI (NPWU MONbITKE PaboTbl C KOHTPOSbHBIM
cunTbiBaTENeM BCMMbIBAET OKHO C npeaynpexaeHvem «Mdem u3MeHeHue
KOHgbuaypauuuy).

JTioboe nameHeHne koHdurypaumm ansa kapt Mifare coxpaHsieTca B 6a3e OaHHbIX
CUCTEMbl TOMbKO MO (PakTy YCMELIHOW 3anucu ee B KOHTPOSbHbIN CYUTbIBATEND,
nocne 4ero OHa aBTOMAaTMYECKM MEPEenncbiBaeTca BO BCE KOHTPOSIbHblE
CUYUTbIBATENWN, NOAKIIOYEHHbIE B 3TOT MOMeHT K CKY[.

B cnyyae wucnonb3oBaHuss kapTt ¢ SL2

6) ,D,J'IH COXpaHEeHUA BHECEHHDbIX M3MEHEHUI HaXXMUTE KHOMKY COXpaHVITb....
9. Bknagka KoHTponnepbl Suprema nossonser HaCTpOUTb UBETOBYHO MHOUKALUKO U 3BYKOBbIE

curHanbl

KOHTpOJN1epa Ana npeacraBleHHOro Crincka cobbITnn. Bknagka BbIrnagut

cnegyowmm obpasom:

[© O6wwe napamerpei

OBuye HacTpoiiku

Konponneps! PERCo

Kaprat Mifare

BepHYTLCA K CTIMCKY

Hopua
ey

S

Brokvposka

ISP

OxuaHHe NOAHeCeHM nansua

Konuuecreo nostopos

@&

Sagepxxa (Md)

Ownbra RTC
0 beckoHeuHo

Uer Lrensrocs (uc)
Oxwaarive DHCP

CuHmiA 2000 0

Konponneps! Suprema

Konponneps! ZKTeco

CranwpoBaHve natbua

Uger Lauensrocts (mc) 3agepxka (Mc)

CxaHMpoBaHYe KapTs!

Tony6oii 2000 0

Wgermnduiaumn yenewna

Leer LnuTenshocrs (Mc) 3anepxa (M)

Ownbra naeHTUR UKL s 0 0

llpumeyaHue:

N3meHeHne cBeToBOM U 3ByKOBOI7I MHOWKaUUM nogaepxxmBaeTcA TOJIbKO B KOHTpOJInepax
Suprema co ckaHepamu oOTne4yaTKoB nanbLleB. B TepmuHanax pacnosHaBaHus N
cBeToBasdA MU 3ByKoBasd MHAOMKaALUMA HEe noaaepXXnBaeTca.

1) Cnnucok cobbiTM — oOToOpaXkaeT CnMCOK CcobbITMI, AONs KOTOPbIX NpeaycMoTpeHa
BO3MOXXHOCTb HACTPOWMKMN LBETOBOW MHAMKALMKN N 3BYKOBbLIX CUrHANOB KOHTponnepa:

Hopma — cobbiTvie BO3HMKAET B criydae HOpManbHOW paboThl KOHTposnepa (pexum
paboTbl "KoHTponb");

BnokupoBka — cobbiTe BO3HUKAET B Criydae GrioKMPOBKM KOHTporepa (pexum paboTbl
"3akpbITo");

Owwnobka RTC (Real Time Clock) — cobbiTe BO3HMKaeT B ClnyyYae HecoBnageHus
BHYTPEHHErO BPEMEHMN KOHTPOINiepa Co BPEMEHEM CETH;

OxupaHue nogHeceHMA nanbua — cobbITME BO3HMKAET B Cryvae, ecnm 6bin BblbpaH Tvn
npae goctyna [loctyn no KapTe u nanbuy nocrne npeabsaBneHnst KapTbl;

Oxunganme DHCP (Dynamic Host Configuration Protocol) — cobbiTue Bo3HMKaeT B cnyyae
oxungaHua nonyyeHus IP-agpeca ot DHCP-cepBepa;
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CkaHupoBaHue nanbua — cOoOblTME BO3HMKAET B crnyvyae AobaBneHus oTneyaTKoB
nanbLeB Kak naeHTudgukaTopa COTPYAHMKY UM NOCETUTENIO (eCnn KOHTponnep BbiIOpaH
Kak YCTPOMCTBO 4S8 NOnyYeHnsa naeHtudunkatopa);

CkaHMpoBaHMue KapTbl — cOObITME BO3HUKAET B crnyyae fobaBneHust KapTbl 4OCTYMNa Kak
noeHtTudumkaTopa COTPYAHWKY WM noceTuTento  (ecnv  KOHTponnep  BblbpaH
KaK yCTPOMCTBO And nonydeHns ngeHtudgukaropa);

NpeHTndunkauma ycnewHa — codbiTe BO3HMKAET B Clyyae ycnewHon naeHTndnkaumm;
Owwnbka naeHTupuKaumm — cobbiTue BO3HUKAET B Criyvae OWMOKM naeHTudmkaumu.

2) O6bnacte lNoacBeTka — oOTOOpaxaeT napamMeTpbl HACTPOWKM CBETOBOW WMHAMKALUK
KOHTponnepa 4nd BeiIopaHHOro cobbiThs M3 CrMcka CobbITUIA:

BeckoHe4Ho — npun yCtTaHOBKe cbna>|<|<a noacBeTKa 6yp,eT Nnpon3BOoANTbLCA 0©ECKOHEYHO;
KonunyectBo MOBTOPOB — CYETYMK TMO3BONIAET 3aAdaTb Konn4yecTtBO l'IOBTOpGHVII?I
NoACBETKMN,

lpumeyaHue:

MapameTpbl  BeckoHe4yHO / KonM4yecTBO NOBTOPOB  SABMASKTCA  B3auMO-
NCKNIoYaoLLnmMu.
LiBeT — napameTp No3BondeT BbiOpaTh LBeTa MHANKauum (He 6onee Tpex);
OnuTenbHOCTb — NapamMeTp NO3BONAET 3a4aTh ANUTENBHOCTb CBEYEHUSA NHAMKALMMN TEM
WA VHBIM LIBETOM;
3apepxkka — napameTp no3BonsieT 3afdaTb 3a4epXKy nepen Havarom CBeYeHUs Tem
WU UHBIM LIBETOM OT Havana uukna nHgukaumm.

3) Obnactb 3ByK — OTOOpakaeT mapamMeTpbl HACTPOMKN 3BYKOBbIX CUrHANoOB KOHTponnepa
Onsi BbIbpaHHOro cobbiTnsA U3 cnmucka cobbITUi:

BeckoHe4Ho — npun yCtTaHOBKe cbna>|<l<a 3BYK 6y/:|,eT BOCMpoOn3BOoONTbLCA OEeCKOHEYHO;
KonunyectBo NMOBTOPOB — CHETYUK nNO3BONAET 3adaTb KOJIMYECTBO I'IOBTOpGHVII?I
3By4YaHUA,

lpumeyaHue:

MapameTpbl  BeckoHeyHo / KonnyecTBO  NOBTOPOB  SBMSAIOTCA  B3aUMO-
NCKNIoYaoLLnMu.
ToH — napameTp No3BonsieT BblOpaTh TOH 3BYyYaHUS;
OnuTenbHOCTb — NapamMeTp NO3BONSET 3aAaTh ANMUTENBHOCTb 3ByYaHUs! MHAMKALMMN TEM
U UHBIM TOHOM,;
3apepxka — napameTp no3BonsieT 3adaTb 3adepXKy nepen Hadvanom 3ByYaHus
WHAMKALMM TEM UMM MHBIM TOHOM OT Havana LuKna nHankauuw;
3aTyxaHue — nNpu yCTaHOBKe hrnaxka NponcxoanT 3aTyxaHne 3By4aHus.

4) [Insi cCOXpaHeHUs BHECEHHbIX UBMEHEHUIN HAXXMUTE KHOMKY COXpaHUTD....
10. Bknagka KoHnTponnepbl ZKTeco nossonsieT nameHutb MopTt cepBepa, ond TepMuHanos

pacnosHaBaHua nuy, ZKTeco nNo ymonyaHuio yctaHosneH nopt 8081:

(© 06wwme napameTpbl BEpHYTbCA K CTIMCKY

MopT cepeepa
OBwme HacTpoikn P peep

8081
Kentponneps PERCo
Kaptel Mifare

KeHTpoaneps! Suprema

Kontponnepel ZKTeco

lpumeyaHue:
Ybeautechb, 4To B bpaHgmMayape yCTaHOBIEHHbIV MOPT OTKPLIT 47151 BHELLHMX NOLKITHOYEHUNA.
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18.1.2.4. Mopspok paboTtkl ¢ kaptamu Mifare

Ana Toro, 4toGbl MOCTPOUTL CUCTEMY KOHTPONSA U ynpaBreHust 4OCTYNOM U ObiTb yBEPEHHbIM,
YTO KapTbl AOCTyna 3aliullieHbl OT KOMMPOBaHWsi, HEOBXoAMMO WCMONb30BaTb KapTbl AOCTyna
C 3aliMTOM OT KOMMpoBaHus. TakuMn kapTamu aBnsaoTcs KapTol hopmata Mifare: Classic, Plus,
DESFire.

llpumeyaHue:

Kaptel Mifare Ultralight (kpome Mifare Ultralight C) He umeloT 3awmuTbl OT KOMMPOBaHMUSA
1 MO CBOMM BO3MOXHOCTSIM CONOCTaBUMbI C 06bl4HbIMKU RFID-kapTamu.

KapTbl Mifare noctynatoT ¢ 3aBoAa-u3rotoBUTeNs B HesawwmweHHoMm Buae. Mpu paboTe ¢ Takmmm
KapTamun cumTbiBaTeNb OydeT MCNONb30BaTb TOMbKO OTKPbIThIN UID kapTbl, KOTOpbLIA KONMpyeTcs
Tak e nerko, kak n ID TpagnumnoHHbix Proximity-kapt (HID, EM-Marin).

i BHumaHue!

3akasuunk / cobCTBEHHMK 00bekTa [[OfKeH OTBETCTBEHHO MOAOWMTUM K  BOMpOCY
KpUNTO3aLWMTLl: HEe OOBEepsATb CO3O0aHME M 3anUCb Ha KapTbl KMAYEW KPUNTO3aALLUTbI
HW NOCTaBLUMKY KapT M cuuTbiBaTenem, HuM MoHTaxHuky CKY[, Hu komy-nubo ewe,
T.K. €CNU KMNoYM KpMNTO3aLmnTbl M3BECTHLI MOCTOPOHHEMY, TO TOT JIErKO MOXET KONMpoBaTb
KapTbl gocTyna.

Ot Bnagenbua obbekta CKY[l Tpebyetcsas camomy wunvM 4epe3 OOBEpPeHHOoe nuuo npuaymaTb
3Ha4YeHUst napornen 1 KNYer 1 3anucatb UX B KapTbl U cunTbiBaTeNW. [ns nporpaMMmMpoBaHus
cuMTbIBaTENEN CO3[aeTcs MacTep-kapTa, Ha KOTopou OyaeT XpaHuTbCsl BCS  KitoyeBas
nHopmaums. [lanee onepatop C NOMOLLbIO MacTep-kapTbl CMOXET "NpoluMBaTh" cYMTLIBATENM,
npu 3TOM He UMes PaKTUYECKOro JOCTyNa K KItovam 1 Napossim.

llpumeyaHue:

[ns  BCTpPOEHHbIX cuuTbiBaTenen Mifare KOHTpONNepoB

BO3MOXXHOCTb KOHpUrypaLmm Mmactep-kapTon OTCYyTCTBYET.

[Ons HacTponkn HeobxoouMmo 3anucaTb KOHMUrypaumio B KOHTPOJSIbHLIN CYMTbIBATENb

W nepefaTtb U3MEHEHUS B KOHTpoOMNep, Ans 3Toro:

e [locne HacTponkn napameTpoB Ha Bknagke Kaptbl Mifare okHa O6wume napameTpbl
B KOMaHAax yrnpaBneHns KapTamm HaXXMUTE KHOMKY 3anmucb KOH(Urypaumm B NaMAThb;

e Ha BKNagke YcTtponcTtBa nogpasgena «KoHdpurypauusa» pasgena
«AOMUHUCTPUPOBaHME» BblAENUTe KOHTpOmnep, B KoTopbln ByaeT nepepaBaTbes
KOHUrypauus, 1 HaXXMUTe Ha NaHernu WUHCTPYMEHTOB KHOMKy MepeaaTb M3MeHeHusA
KOHcurypauum B yctponctaa unv lNMepeaatb BClo KOHdUrypaumro B yCTPOMCTBA.

OCHOBHbIe XapaKTepuCTUKK pasHbix YynnoB Mifare

CL15, CL15.1, CL15.7

TR KapTs! Mifare Mifare Classic ID | Mifare DESFire Mifare Plus
Ultralight 64/1KB/4KB EV1 2K/4K/8K (S and X) 2K/4K
KpunTo-
anropuT™ Het CRYPTO1 DES & 3DES/AES CRYPTO1/AES
OnuHa
cepurHoro 7 4/7 7 7
HoMepa, 6anT
2048/4096/8192,
EEPROM, 6anT 64 1024/4096/4096 | rnbkas dannosas 2048/4096
CTPYKTYpa
KonuyectBO
LUKINOB 10 000 100 000 500 000 200 000
nepesanucu
OpraHusauusa 16 cTp /4 GaifT ;g g:g; gj: 2:31 OnpepensieTcs 32 cekT./4 bnoka,
namMmaTun 8 cexT./ 256 GaT nporpamMmmMmHo 8 cexT./1 6nok

KpuntosawmTta, BcTpoeHHada B umn Mifare Classic, B HacTosiLee BpeMs Npu3HaeTcsi HE4OCTaTOUHO
BbICOKOW. YTOObI HAAEXHO 3aWUTUTL KapTbl A4OCTyNa OT KONMPOBaHWUS M Noaaenku, paspaboTtaHa
nuHeika kapT Mifare Plus, rae ncnonb3yetca kpuntorpacgpums AES, BCKpbITME KOTOPOW B HAcTosiLee
BPEMS CUMTaeTCs rapaHTUPOBAHO HEBO3MOXHbIM.

75



Cuctema koHTpond n ynpasnenusa goctynom PERCo-Web

llpumedaHue:

BeckoHTakTHble kapTbl Mifare Plus nopgaepxuBatoT 3 ypoBHs 6e30nacHOCTM 1 MOryT BbITb

B No6or MOMEHT nepeBefeHbl C OAHOro YPOBHS Ha Gonee BbICOKWIA:

e YpoBeHb 6e3onacHoctu SL1. Ha atom ypoBHe kapTbl Mifare Plus nmetoT 100%-yto
coBmecTuMocTb ¢ Mifare Classic 1K (4K).

o YpoBeHb 6e3onacHoctu SL2. AyteHTudukaums no AES siBnsetcss obs3aTenbHOWN.
[nsa 3awuTbl gaHHbIX ucnonbdyetca CRYPTOT.
Pabota ¢ SL2 He noggepxmBaetcsa. B cnyyae wcnonb3oBaHust kapt ¢ SL2
pekomeHayeTcs nepexon Ha SL3.

e YpoBeHb 6e3onacHocTu SL3. AyteHTudpmkaumnsa, obmeH gaHHbIMK, paboTta ¢ namMaTbio
TonbKo no AES.

KapTtbl dopmata Mifare DESFire EV1 wnmeloT camytlo BbICOKYIHO CTEMEHb 3awuTbl U rUOKyHO
¢hannoByto CTPYKTYPY NaMsTu.

UtoObl 3awmtntb kKapTy goctyna Mifare Classic 1KB (4KB), poctaTouHo 3anncaTb B O4NH 13 6110KoB
namatu ngeHtudpukatop (Hanpumep, ID annHon 3 6anta ons nepegayun no Wiegand-26) v 3akpbliTb
AOCTYN K 3TOMy O10OKy KpMNTOKMOYOM, a cunTbiBaTtenb BMecTo YTteHnsa UID-Homepa HacTpouTb Ha
yTeHune ID-ngeHTndmkaTopa M3 ykasaHHoro 6noka namatn Mifare Classic ¢ MOMOLLbIO TakKoro xe
KPMNTOKMOYa, KOTOPbIM 3aKpbiTa NamMATb KapThbl.

YTo6bI kKapTbl goctyna Mifare pabotanu B CKY/] B 3alimLeHHOM pexnme, Heo6X0anMo:

1. TlpoBecTu opraHM3aLMOHHbLIE MEPONPUATUS MO NPeaoTBPaLLEHUIO ANCKpeauTaLmm KIo4eBomn
MHdopmaLmn.

2. [Onga kapt Mifare Plus — BbibpaTb ypoBeHb 6€30nacHOCTH, Ha KOTOpOM ByayT paboTaTb KapTbl
B gaHHon CKYL: SL1, SL2 vnn SL3. TOoT nnn nHon ypoBeHb OOMMKEH ObiTb BbiOpaH, ncxoas
13 crneundmrku obbekTa n TpedboBaHMi 3aMLLEHHOCTU. YpoBeHb SL3 — caMblil BbICOKU C TOYKN
3pEeHUs 3aLLUTHI.

llpumeyaHue:

Pabota ¢ SL2 He nogaepxumBaeTcs. B crniydyae ncnonb3oBaHus kapT ¢ SL2 pekomeHayeTcs
nepexog Ha SL3.
3. [poBecTn noaroToBky cunTbiBaTenen. Kaxabli cHUTbIBaTENb, NOAKMOYAEMbIA K KOHTpONnepy
CKY[Ll, pomkeH ObITb 3anporpaMMUpPoOBaH Ha YTEHME [OaHHbIX M3 TOro e Ofoka mamaTn
1 no ToMy xe krody AES, 4to n kapta Mifare. [pun vcnonb3oBaHun cunteiBatenen PERCo
Heobxoaumo Yepes 1O HaCTPOUTb KOHTPOSbHbLIN CYMTBIBaTENb, 3anMcaTb MacTep-KapTy U C ee
NOMOLLbIO CKOHAPUTypupoBaTh Bce cunTbiBaTenu CKY[.
4. 3muccua nNpocThiX KapT nonb3oBaTenen Mifare npy NOMOLWNM KOHTPOMBHOMO CYMThIBATENSA
c nHtepcpericom USB PERCo-MR08. 310 3anuncb wuaeHTudukatopa B COOTBETCTBUM
C KOH(purypaumen B BblOpaHHbIN cekTop namatn Mifare, daktudeckun nepeson KapT
Ha BblbpaHHbIN ypoBeHb 6e3onacHoctn (SL1, SL2 wnu SL3 pna Mifare Plus), 3akpbiTue
BbIOpaHHOro CekTopa namsTh CEeKpeTHbIM KrovoM ¢ kpuntorpadmen (AES wnn CRYPTOT).
OTOT maeHTMduKaTop OydeT cBA3aH C KOHKPETHbIM paboTHUMKOM WM BygeT cuMTbiBaTbCS
B 3aLUULLEHHOM pexume.

Kaxabii Tvn kapTt Mifare (Ultralight, Classic, Plus, DESFire, cmapTdoH ¢ NFC, 6aHKoBCKME KapThbl)
obnagaetr  onpedeneHHbiM  HabopoM  NapameTpoB,  AOCTYMHbIX  Ansi  oTobpakeHus
UNn peaakTMpoBaHus.

llpumeyaHue:

Monsa ¢ HaumeHoBaHUAMM TUNa «CTapbIn KNOY ayTeHTUduKauuny, «Ctapbin TUN KIo4a
ayTeHTUdpMKauumM» OToOpaXkaloT TeKylne 3HayYeHuss napameTpoB KOHUrypauum,
3anMcaHHOM Ha KOHTPOSIbHbIM cuyMTbiBaTeNb paHee. [OnNa 3annucM B KOHTPOSbHbLIN
cuuTbiBaTENb HOBbLIX MapaMeTpoB KOHdurypaumm Heobxoaumo 3anonHuTb  Mnons
C HaumeHoBaHuAMM Tuna «Knw4 ayteHTudmkauum», «Tun Knw4va ayTeHTUdpUKauum»
nocne 4Yero 3anucaTtb KOHUrypaumo B KOHTPOSbHbIN CHATLIBATESb.

Mopsknagkm Ultralight, O6wue HacTponku kapt Classic, O6wme HacTpomku kapT Plus, DESFire
no3BoNnAT 3agaTb pabouve napameTpbl KPUNTO3aLWWUTbl ASI1 COOTBETCTBYIOLMX TUMNOB KapT,
OTMEYEHHbIX doniaxkkamu B noasknagke BbibpaTb Tunbl kKapT. T napameTpbl 6yayT 3agaBaTbes
NPOCTbIM KapTaM nonb3oBaTernen Npu nx aMMCCUM U NepcoHanM3auun ¢ NOMOLLbIO KOHTPOSTbHOro
cunTbiBaTeENs, Takke 3TM napameTpbl OyayT nepeHeceHbl B KOHUIypauuil cuyuTbiBaTenewn
Ha ToYKax NpoxoAa C MOMOLLbI0 MacTep-KapTbl.
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lpumeyaHue:

JonycTumble 3Ha4YeHns napameTpoB oTobpaxatoTcsl B BbiNagatoLLMxX CMckax Npy HaxaTum
Ha CTpesKy B KOHLIe CTPOKM C AaHHbIM napamMeTpoM. MNpuMeHsTb B KOHUrypaLumm MOXHO
noGor M3 aKTUBHbIX (HEaKTUBHbIE BbIAENATCA CEepbiM LIBETOM) napameTpoB U nioboe
13 ero JonyCcTUMbIX 3HAYEHWN.

Bo3mMoHO kOHGUryprpoBaHue napaMmeTpoB CrieayoLmnx TUNOB KapT:

Ultralight: EV1 48 bytes, EV1 128 bytes, C 144 bytes;
Classic: ID64, 1KB, 4KB;

Plus: 2KB, 4KB, SE1KB;

DESFire.

MoaBKNagkM pasnuyHbIX TUMOB KapT coaepXaT creayoLie napaMmeTpbl KpUNTO3aLnThbI:

Homep cTpaHuubl, cekTopa, 611oka Unv NpUNoXeHus — agpec B NaMaTy KapTol, rae byget
xpaHuTbca ID nonb3oBaTtens kapTbl, ncnonb3yemoinn B8 CKY/.

Twn knroya ayteHTUUKaLUKM — B None otobpaxkaeTcs TEKYLLUIA TUM KNioYa ayTeHTUudmkaumm
MacTep-KapTbl.

Kniou ayreHTMdMKaumm — napornb, KOTOPbIM 3akpbIT goctyn K ID kapTbl, oTobpaxaeTca
B dbopmaTe HEX.

Crapble napameTpbl, CTapbii Kno4 ayTeHTUdmKaumm — nonsa Ans otobpaxeHus napons
poctyna K ID 1 ero xapaktepucTuk, KOTopble JEACTBYIOT 40 NpeacTosLen nepekoHgurypaumm
napameTpoB (Mpu npegplaywen KoHpUrypaumm napaMeTpoB OHWM OTOOpaxanucb B NONsx
Tekywue napameTpbl, TEKyLW MM KoY ayTeHTUdMKaumm).

Tekywue napameTpbl, TeKyLW UK KNOY ayTeHTUUKaLMm — nons ansa otobpaxeHus napons
aoctyna K ID n ero xapaktepucTtuk, Kotopble ByayT AerCcTBOBaTb Nocre nepekoHdurypauum
napameTpoB (Npw cneagyroLlen nepekoHurypaumm oHn 6yayt otobpaxeHsl B nonsx Ctapble
napameTpbl, CTapbin KnioYy ayTeHTUMKaumm).

Onsa kapT Plus, kpome TOro, MerTCa napamMeTpbl, onpeaenstowme yposeHb 6e3onacHoCcTH
(SL1, SL2, SL3).

Ucnonb3yembin mnaeHTudukaTop — BbiNajalolWnin CNUCOK NO3BONSAET BbiOpaTb Tun
noeHtndmkaTopa gnga 6aHkoBckux kapT: PAN kapmel, ID Mifare Classic, ID npunoxeHus
HCIIK MUP.

BHumaHue!

% [laHHble NapameTpbl NpeaHa3HavYeHbl Ans obecneyeHnst camblX BbICOKUX YPOBHEW 3aLUuUThbI
(Hanpumep, KapT nnaTeXHblX cuctem). B pamkax obbluHbix CKY[l He pekomeHayeTcs
MCMoNb30BaTh AaHHblE NapameTphbl, YTOObI NpY yTepe NX 3HaYEeHWI He MPULLIIOCE MEHSITb
BCE NepCoHUULMPOBAHHbIE B CUCTEME KapTbl.

Anroput™m paboTbl C 3awumueHHonM obnacTtblo namatTu kapt Mifare npu 3anucm B Hee
ID nonb3oBaTens, koTopbii GygeT mcnonb3oBaTbCA Kak HoMep kapTbl ana CKY[L, Ha npumepe
paboTbl ¢ kapTon Mifare Classic 4KB.

[nsa ncnonb3oBaHNsA BO3MOXHOCTWN YTEHUS AaHHbIX 13 3aliulLeHHONn obnacTi namaTu Heobxoanumo
BbINOSTHUTL PSg LENCTBUMN:

B nepByto ouepenb He06XxoaNMO 3anncaTb KOHPUrypaLmo B KOHTPOSbHbIN CYUTbIBATENb. [nsi 3TOro
nepenguTe B pasgen «AaMmuHucTpupoBaHue» > «KoHdurypaumsar» > «Ycrtponcrtea». Boibepute

O6wue napaMmeTpbl N HAXXMUTE KHOMKY PepaktupoBaTtb. Ha cTpaHuue O6wme napameTpbl:

1 lMepengute Ha Bknagky Kaptbl Mifare.

2 lMepengute Ha noAaBknagky BbiOpaTb TMN KapTbl. YCTaHOBUTE (OIaXXOK HaNpPOTUB KapTbl
Mifare Classic 4KB. Tun kapTbl 6ygeT ao6aBneH B CNMCOK NCNOMb3yeMbIX KapT B NIEBOWN YacTu
Bknagku Kaptoel Mifare.

3 Mepengute Ha nogBknagky Mifare Classic 4KB B neBorM 4yactm  OkHa.
Ykaxunte Homep cektopa. OH npeacraenseT cobon YacTb NnamATh, B KOTOpyto ByaeT 3anucaH
noeHTndmkaTop M ¢ KOToporm OH ByaeT cumTbiBaTbCs NpUM B3aMMOOENCTBUM MOMb3oBaTens
co CKY[l. Homep BbiGupaeTcs npon3BosbHO.

4 VYrxaxute Homep 6noka. OH npeacraenseT coboin YacTb NamMsaTh, B KOTOPylo OyaeT 3anucaH
naeHTndmkaTop M ¢ KOToporm OH ByaeT cumTbiBaTbCs NpUM B3aMMOLENCTBUM MOMb3oBaTens
co CKY[l. Homep BblGupaeTcs Npon3BosbHO.

5 Ha sknagke Kaptbl Mifare neperigute Ha nogsknagky O6wme HacTpomku kapT Classic.

6 B none Crapbin Tvn Knro4a gnsa ayteHTudukauum n none Ctapbin KN4 ayTeHTU(UKaLmm

oToGpakaloTcsl Te napameTpbl, KOTOpble GbiNy 3an1caHbl Ha KapTy paHee.
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7

8

9

llpumeyaHue:

BaxxHo, 4TOObI 3Ha4YeHus napameTpoB CTaprVI TN Knw4va Aansa aYTeHTI/Id)VIKaLIVIVI
VICTaprI7I KIro4 aYTeHTVI(bVIKaLIVIVI coBnagasim C TUMOM Krlto4a ayTeHTM(bMKauMM n
KIMto4oM ayTeHTI/I(*)VIKaU,VII/I, KOTOpbl€ 3arnncaHbl Ha KapTy B OaHHbIA MOMEHT, MHa4e
nepesarnncb Kaptbl 6y/:1,eT HEBO3MOXHa.

B none Tun knro4a ayTeHTUpUKaLMM oToOpaxaeTcsa TEKYLLMIA TUN KNoYa ayTeHTudmnkaumm
MacTep-kapTbl, TO €CTb TUM KIoYa, KOTOPbIM MacTep-kapTa 3akpblBanachb paHee.

B none Knrou ayTteHTUdMKauum 3anuimte HOBbIM KMOY ayTeHTUdMKaummn, koTopbin bygeT
NCnonb30BaTbCA B KOHUIYpaLMK KaK crieayowmi KoY ayTeHTuduKaumm.

Ona 3anMcnm  HOBOWM  KOHUrypauuMmM B NaMATb  KOHTpoNsfepa HaXmMuTe  KHOMKY
3anucb KoH¢mrypaumm B NnaMAThb.

[anee HeobxoauMO 3anucaTb KOHPUIypaLMIO N3 KOHTPOIepa Ha MacTep-kapTy. [ns aToro:

1.

Mpunoxute MacTep-kapTy K KOHTPONMEpYy M HaXmuTe KHOMKy 3anucb KOHdurypauum
Ha MacTep-KapTy.

llpumeyaHue:

B kauecTBe macTep-kapTbl Mcnonb3yetca mactep-kapTa DESFire. Ynctas (T.e. 6e3 3anucen
B 3aluuieHHon obrnactn) kapta Tuna DESFire Takke MOXeT ObiTb 3anvMcaHa B KavyecTBe
ponornHuTtenbHon mactep-kapTel ana CKY[. [1na 3anucyn mactep-kapTbl Hy»XHa KapTa Tuna
DESFire emkocTbio He MeHee 2 K6. lNMepesanucb macTep-kapThl C LiENb NepeBoga ee
B COCTOSIHME KapTbl NOfb30BaTENS UM YNCTOM KapTbl HEBO3MOXHA! T.e. kapTa, ogHaxabl
3anucaHHasi kak MacTep-kapTa, MOXET MCMONb30BaTbCA Jarnee TONbKO B 3TOM KayecTBe.

C nomoLLpblo 3anMcaHHON MacTep-kapTbl HEOGXOAMMO 3anpPorpamMmMMpoBaTh BCE CYUTLIBATENM.
Ans  aToro pgoctatodHO [ABa pasa B TedeHne 10 cek. MOAHECTU MacTep-KapTy
K nepenporpaMMmMpyemMoMy CYMTbIBaTENO — HOBasi KOHPUrypaLusi aBTOMaTUYECKN 3anuLleTcs
B NaMsATb CYMTbIBATENS.

Tenepb Bawa CKY[] rotoea paboTtaTtb ¢ HOBbIMY NapameTpamu. OcTanock nepenporpammmpoBaTb
NpoCTble KapTbl NMONb3oBaTenei.

Ecnn npocTtble kapTbl nonb3oBaTenen, KoTtopble Heobxoaumo mnepenporpaMmMmpoBaThb,
NCNonb3oBanNnCbL paHee, TO HeOBXoOUMO NOAHECTU KapTy K KOHTPOSbHOMY CYMTbIBaATENO
N HaxaTtb kHOnky M3meHuTb KN4 B pabouen obnactm sBknagku Kaprtbl Mifare. Ha kapty
AOCTyna 3anuLyTca N3MeHeHUs KoHurypaumm.

Ecnn npoctble kapTbl nonb3oBaTerien, KoTopble HeoBXOAMMO nepenporpammMumpoBaThb,
He UCrnonb3oBanucb paHee, TO HeobXxoauMO uX nepcoHnduuMpoBaTtb, T.e. BblgaTb UM
noeHTudukatop. ITO MOXHO caenatb B pasgene «lMepcoHan» > «CoTpyAHUKU»
unu B pasgene «Bropo nponycKoB» > «CoTpyaHUKN» C NMOMOLLbIO

KHOMKM BbiaaTtb KaprTy.

Mpn KOHPUrypmMpoBaHMM KOHTPOSBHONO CYUThLIBaTENs HeobxoaMMO 3a4aTh Xenaemble napameTpbl
kapT. MNapameTpbl 3aBUCAT OT TMNa KapTbl 1 NOAPa3nensalTcs Ha:

Homep cTpaHuubl, 6noka, cekTopa unu NpunoXxXeHUsa — MecTo, rae byaet xpaHUTbLCA HoOMep
KapTbl, ncnonb3yemoinn B CKY[.

Tunbl n KNOYM gna ayteHTUdUKaLMM — TUMNbl Naposien 1 Naponu, No3BoNsALWMe NONyYnTb
AOCTYN K KapTe.

Knoun ana nameHeHus ypoBHA 6e3onacHocTtu (SL) — cnyxebHble naponu, nossonsowme
Nony4YnTb SOCTYN U3MEHEHUIO KOHpUIypauum KapTbl, €CTb Tornbko Y Mifare Plus.

Tunbl n KNYKM ANA AOCTYNA K AaHHbIM Ha KapTe — JONOMHUTENbHbIE Naponu, No3BonstoLLme
nony4nTb JOCTYN K AaHHBLIM Ha KapTe, eCTb Tonbko y Mifare DESFire.

Mpn HeobxoaMMOCTM M3MEHEHUA KoHdMrypaumm Heobxoammo MOBTOPUTL BCE OEWCTBUSA,
HayMHasa ¢ N.1, Npu 3TOM y4nTbIBad, YTO:
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Ecnn B Tekywyto koHdurypaumio CKY[ nobaBnsoTcs HOBble TUMbl KapT MoOfb3oBaTenewn,
TO paHee BblAaHHble KapTbl 6yayT paboTaThb.

Ecnn B KOHUrypaumm u3MeHSsoTCA Kakme-nubo napameTpbl ANs yXe BblAaHHbIX KapT
nonb3oBaTtenen (Homepa cTpaHuL, / CEKTOPOB/ BIOKOB, TUMbI N / NN 3HAYEHUS KITHOYEN, YPOBHN
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6esonacHocTn SL), To paHee BblgaHHble KapTbl Monb3oBaTenen He OygyT paboTtatb U KX
HeobxoAuMo nepernporpaMMmMpoBaTh C Y4€TOM HOBOW KOHAUIypaLmu.

e OcobeHHOCTM paboTbl C MacTep-kapTaMu 1 pekoMeHZauMm no NaponsiM ANs HUX npuseneHbl
B PYKOBOACTBE MO 3KCNyaTaLmn Ha KOHTPOrbHbIN cyuTbiBaTens PERCo-MRO08S.

3anucb oTnevyaTkoB NanbueB Ha KapTy Mifare

KonTponnepol PERCo-CL15, PERCo-CR11 1 OGWOMETPUYECKMI KOHTPOSbHbLIA CUYUTbIBATESb
PERCo-IR18 nogaep>xuBatoT yHKUMIO 3anMcy OTNeYaTKoB MNanbueB Ha kKapTol goctyna Mifare
(Takon BO3MOXHOCTbIO ObnagatoT kapTbl cTaHgapToB MIFARE Classic 1K, MIFARE Classic 4K,
MIFARE Plus (X, S, SE) u MIFARE DESFire Ev1). lanHas dyHKL1SA NO3BONSAET YCKOPUTbL NPOLLECC
aBTOpM3aLUM NONb30BaTENSA B CUCTEME, TaK KakK Npu 3TOM CUCTEMOWN He TpaTUTCA BPeMS Ha MOUCK
HY>XHOro oTrneyaTtka B 6a3e faHHbIX — CpaBHEHWE NpeabsBNEHHOro oTneyaTka Npon3BoANTCSA cpasy
C OTneYvaTKoMm, 3anmcaHHbIM Ha KapTe.

I BHumaHue!

% Banucb oTnedyaTka Nanbua NpouM3BOAUTCA B 3allULIEHHYD obnacTb kapTbl, MO3TOMY
3apaHee HeobXOAMMO MePCOHUUUMPOBATL KapTbl NONb3oBaTenen, T.e. 3anucaTb B HUX
KOHGUrypauuio ang cuntoliBatenemn n kapt Mifare, 3agaHHyto Ha faHHbI MOMEHT B cucTeme
CKY[l. 3anucaTtb oTNeYaTok nanbLia B He NePCOHNMULIMPOBAHHYIO KapTy Henb3s!

3anucb OTnevyaTKoB ManbLeB Ha KapTy OCYLLECTBISETCA B YYETHbIX KapTOYKax COTPYLAHMKOB
(nocetutenen) cuctembl PERCo-Web (cm. «Pykoeodcmeo nosib3oeamensi ,,CmaHOapmHo20
nakema NO“ PERCo-WS, PERCo-WSE»).

KonunyecTBo oTnevaTtkos, 3anncbiBaemMblx Ha kKapTy Mifare, 3aBUCUT OT Hanuumna ceobogHOro mecta
B €e NaMsiTu N orpaHn4YeHo npoussoauTenem — He 6onee 5 wryk. MNMocne 3anncu pekomeHayeTcs
NPOBEPUTL NOMbITKAMN NPOX0Aa, Kakne oTrneYaTKn 3anmcarnuncb, a Kakme — HeT.

18.1.2.5. Hactpoika napameTpoB ycTponcTBa

[ns HacTporku obwmx napameTpoB yctponctea (LAY, KOHTEOJ‘IJ‘Iepa, BUOeoKamepsbl):

1.  Wcnonb3ysa naHenb HaBurauum, nepengute B pasgen «AQMUHUCTPUPOBaHUE».
2. Ortkponte nogpasgen «KoHdurypauusa».
3. Mepengute Ha BkNagky YcTponcTea.
4. Bbligenute B paboyer obnactu cTpaHuubl HacTpanBaemoe YCTPOMUCTBO.
5. HaxmuTe Ha naHenu WHCTPYMEHTOB CTpPaHWLbl KHOMKY PepaktupoBaTb unu aBaxapl
KNUKHUTE Ha CTpokKe ¢ MY, nocrne 4Yero oTKpoeTcs CTpaHuua ¢ HassaHuem NY:
(& Kowtponnep CL15 BepHyTbcs K Crivciy
Hazsarne Terepauna Tpesor npu Ecam WAEHTUOWKATOP HE SAPETICTRUPOBAH > i CKYA,
npeassEneHMn naeHTHdUKaTOpa L
KoHTponnep CL15 ) . Ecav WAEHTUOWKATOP 3AMPELLEH CpocTb Tpesory
XA i o MCTER CPOK AETICTaUR '

pasBaokupoeke WY Moanate Tpesory

He Beibparo Ecav HAPYLIEHO BPEMA

TeHepaL1a TPEBOrA NO HEAOMYCTUMO Ecnu HAPYLUEHA 30HANBHOCTD

Brone Aoromy oTkpeiTio MY @
Ecnu HAPYLUEH PEXVIM PABOTS @
He Buibparo
@ Ecnu HAPYLUEHO KOMVICCHOHUPOBAHME

Crncox NFC ycrpoiicre
Mpyt 3ATPETE OT AIKOBAPBEPA

9

Cete
Pazroe
ny

Harpagnenie @

TenepaTop Tpesor

Komamnpgu! ans ycrpoiictea

Bxoas!
Boixoas!

Cumteisatenn
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OneMeHTbI CTpaHuubl:
1) HasBaHuMe — none onga BBoga onucaTesibHOro Ha3BaHus yCTpOI7ICTBa.

2) VIHCTpyMeHTbl ONs ykasaHusi UM U3MEHEHWUsi MOMELLEHWI, AOCTYyN MeXZy KOTOpbIMU
obecrneynBaeTcsl KOHTPOMEePOM:

e [lone Bbixog M3 — KHOMKa BHYTPU MNMOJIA NO3BONAET Bbl6paTb nomMmeuwlieHme, Ooctyn

B KOTOpOE ocyllecTBnseTcs Yepes cuntbiBaTenb Ne 1. KHonka @ C6pocuTtb nossonseT
yAaanuTb 13 nons BblbpaHHoOEe paHee NomeLleHmne.

e [lone Bxoa B — KHOMKa BHYTPU NONA NO3BONAET Bbl6paTb nomMeLwleHune, OoCTyn

B KOTOpOE ocyLlecTBnseTcs Yepes cuntbiBaTesnib Ne 2. KHonka @ CO6pocuTtb nossonseT
yaanuTb 13 nons BblbpaHHoe paHee nomeLlleHne.
3) Cnucok NFC YcTponcTBo — none no3sonsieT BolbpaTe JoOaBneHHOe paHHee YCTPOMUCTBO
¢ nopaepxkonm TexHonormm NFC, 4ytobbl Mcnonb3oBaTb €ro B KayecTBe wumutTauum
HacTpavBaemoro c4vTbiBaTens.

4) Bolbop Bknagkm pecypca. B 3aBucMmMocTM OT Tumna YCTPOMCTBA CMMWCOK pPecypcoB
N COOTBETCTBYIOLLMX UM BKITAOK MOXET OTNn4aThbCs.

5) MNapameTpbl, 4OCTYNHbIE A4NS LAaHHOro pecypca.
6) BO3MOXHble 3Ha4YEHME 1 BapuaHTbl HACTPOWNKN Bbl4EeNEeHHOro napameTpa pecypca.

7) KHomku komaHa ynpasneHusi, OOCTYNHbIX Ans BblbpaHHOro pecypca. [Ansa onepaTUBHOMO
ynpaBreHnss yCcTpoMcTBaMu npefHasHavyeH nogpasgen «YnpaBrieHue ycTpouMcTBamMu»
pasgena «KoHTponb goctyna.

8) KHonkn CoxpaHuUTb... U pacKpbIiBAKOLWMNCSA CMMCOK crnocoba COXpaHEeHUs W3MEHEHWI
NPy HaXXaTuun:
e Tonbko B 6a3y AaHHbIX — MNapamMeTpbl COXpaHAlTCA Tonbko B B[ cuctembl
1 BNOCNeACTBMM OOIMKHbI ObITb NepeaaHbl B KOHTponnep(bl).
Bce B ycTpOMCTBO — B YCTPOMCTBO NepeaatoTcs Bce napameTpbl.
e M3MeHeHHble B YCTPOMCTBO — B YCTPOMCTBO MepefarnTcs TOMbKO WM3MEHEHHbIe
napameTpsbl.

18.1.3. Bknagka «CoObITnsi»
CTpaHuua BKNagkvM UMeeT crieayoLwwuin BUA:

Kordurypauus PERCo-Web AnmuHKncTpaTop ?

80

MomMelwerna Yetpoiictea LllaBaoHe! kamep Crctema

[

Bribepute cobbiTe AnNA NnepeMMeHOBaHWA

& P =

@

PP PP DD B

&)

MepekntoyaTenb BbiOOpa BKNaaku noapasnena:

o [omelleHus;

YcTpoucTBa;
CoObITus;

LLlabnoHbI Kamep;
Cucrtema.

Paboyas obnacTtb CTpaHuLbl COAEPXXUT CMUCOK YCTPONCTB, A06aBNEHHbIX B KOHUIypaLuio
cUCTeMbI, M obnacTb Ans neperMMeHoBaHUsi COBbITUI YCTPOMCTB.
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18.1.3.1. MepenmeHoBaHMe coObITUSA

[ins nepeMmeHoBaHWs COObITUS:

Mcnonb3ysa naHens HaBuraumu, neperiante B pasgen E] «AOMUHUCTPUPOBaHUEY.
OTkpowite nogpasaen «KoHdurypaumsay».

Mepenante Ha BkNagky CoObITUS.

DN~

BbibepuTe B paboyen obnactun yCcTpomucTBO, Ansi KOTOPOoro 6yaeT nepeMMeHoBbIBaTLCS
cobblTue.

5. C nomoLLbI0 COOTBETCTBYIOLLLErO PACKPbIBAKOLLLErOCs crnmcka Bolbepute cobbiTe ons
nepenMeHOBaHUs 1N HaXXMUTE KHOMNKy [lobaBuTb. BeibpaHHoe cobbiTne gobaBntcsa B CNUCOK
cobbiTuin B paboyen obnactu:

MomeleHna Ycrpoiictea LWaBnoHel kamep Cwucrema

BriGepute cobbiTne ANA nepeMMeHoBaHUA

Opmrnuanbuoe Ha3BaHue Hoeoe Ha3BaHwne

AsTomatuka AYT] exntoyeHa Hoeoe HaseaHue

6. B none HoBoe HazBaHue BBeAWTE HOBOE Ha3BaHUE COOLITUSI U HAXMUTE KHOMKY COXpaHUTb.

7. [ns yoaneHus nepeuMeHOBaHUs COObITUSI HAXXMUTE KHOMKY Ypanutb HanpoTtue
COOTBETCTBYHOLLEro coObITHA.
18.1.4. Bknapgka «LLlabnoHbl kKamep»

LLlabnoH napameTpoB Buaeokamepbl Ucnonb3yetcsa npu aobaBneHMn HOBOW KaMepbl B CUCTEMY
B pasgene «KoHdwumrypaumua» B nogpasgene «YcrpouctBa». [10 ymonyaHuio B CUCTEME yxe
yCTaHOBIMNEHbI WabnoHbl napameTpoB Ans Bugeokamep ctaHgapta ONVIF v gns sugeokamep
nonynspHbix npondsogutenen (TP-LINK, ACTi, AXIS).

CTpaHuua BKIagku MMeeT CrieayoLwnii Bua;

KOHdJL-‘Ir‘jpaLI.Hﬂ PERCo-Web° ALMUHUCTPaTOR ?

Momewenna YcTpoiictea Coboitva Crcrema
(€
@
Mpownssogurens Mogens Twn notoka
Axxon All Aooxon
TRASSIR All TRASSIR
QONVIF All ONVIF
TP-LINK All mjpeg_over_http
ACTI ACM-4000 mjpeg_over_http

AXIS All mjpeg_over_http
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1.

MepekntoyaTtens BbibOpa BKkNagky nogpasgena:
o [lomelueHUs;

e YCTPOMUCTBA;
e CobbiTUS;
o LLabnoHbI kKamep;
e Cucrema.
2. [laHenb MHCTPYMEHTOB CTPaHWLbl COOEPXKUT:
. [o6aBuTb — KHOMKa NO3BONSET CO34aTb HOBbIV LLIAGMOH KaMepbl.
. PepaktupoBaTb — KHOMKa Mo3BONSieT M3MEHUTb BblgeneHHbIM B pabover obnactm
CTpaHuLbl LabnoH KaMepbl.
. Ypanutb — KHOMKa No3BonsieT yaanuTb BblgeneHHbli B paboyer obnactu cTtpaHuupl
WwabnoH Kamepbl.
3. Paboyas obnacTb CTpaHULbl COOEPXMUT CMUCOK CO3AaHHbIX LIAboOHOB kamep, UHdopmaumo
0 npousBoauTene, MOAENN N TUNe BUAEONOTOKA.
18.1.4.1. Co3gaHue wabnoHa Kamepbl

[ns cosgaHus HOBOro LWabnoHa Kamepbl:

> wbdh -~

5.
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Wcnonb3ysa naHens HaBuraumu, nepernante B pasgen E] «AOMUHUCTPUPOBaAHUE.
OTkponTe nogpasgen «KoHdurypaumsar.
Mepengute Ha Bknagky LabnoHbl kamep.

Haxmunte Ha naHenu MHCTPYMEHTOB CTPaHMLbl KHOMKY Job6aBUTL.
OTkpoeTca okHo [106aBUTL LWIAONOH:

JAobaewTe wabnoH

MpouzecanTens

MyTe kK EMASONCTOKY

OTmeHa

B oTKpblBLIEMCA OKHE nNpou3BeauTe HACTPOWKY MapamMeTpoB wabnoHa. HaxmuTte KHOMKy
CoxpaHutb. OkHO [lo6aBUTbL WabnoH GyaeT 3akpbiTo, HOBbIM WAGnoH 6yaeT aobaeneH
B pabo4yto obnacTtb CTpaHuubI.



PykoBoacTBO agMUHUCTpaTopa

18.1.5. Bknapgka «Cucrtema»

CTpaHuua BKNagku MMeeT creayowmnin Bua;

KoHdurypaums PERCo-Web* AamuHucTpaTop

Momewermna YcTpoiicTea Cobeitva WabnoHe! kamep

W

O6LWne HacTporKN

OCHOEHBIE NAPaMETPEI

@opmar aart YYYY-MM-
Pacceingw v yeeaoMAeHua e OpMmar Aats LR

Bugeosanucs Azelk cucTeMEl B Pycckuid

OpenlD Connect

@ PeruoH Poccua
MaaruHe!

O cucreme

OuuncTKa COBbITUIA @

BuiGepute TMN Beibepute TUN

Cucrema

YruKaneHeli TabeneHelii HOMep

1. [MepekntoyaTtens BbiGOpa BKNagku noapasgena:

o [MomelieHus;

YcTpouncTtBa;
CobbITHusA;

LLlabnoHbl Kamep;
Cucrema.

2. MeHo crneBa cogepXuT NOABKITAAKW:
OCHOBHbIe NapamMeTpbl;
PacchbInku n yBegoOMIeHuUs;
Bungeosanuch;

OpenlID Connect;

MnarnHbI;

O cucreme.

3. Pabouvas obnactb CTpaHuUbl 3aBUCUT OT BbIOpaHHOW NOABKITALKW.

18.1.5.1. MoaBknaaka «OCHOBHbIE NapameTpbI»
Pabouas obnactb nogsknagku OCHOBHbIEe MapameTpbl nNpegHasHadeHa Anga Bblbopa pernowHa,
dopmaTta Aatbl, OYUCTKA XypHana COObITUM CUCTEMbI, HACTPOMKU YHUKANbHOCTU TabenbHbiX
HOMEPOB COTPYAHMKOB.
O6Lwwume HacTpONKM (CM. PUCYHOK BblLLE):
o dopmart aaTbl — MNofe COaePXMT BbiNnagatoLmii CNUCOK, KOTOPbIM NO3BOMSET 3agaTtb opmar
BpeMeHU 4nsi oTobpaxeHus.
o HA3bIK cUCTEMbI — NOSE COAEPXKUT BbiNagaroLMN CNUCOK, KOTOPbIA NO3BONSAET BblbpaTh A3bIK
CUCTEMBI.
e PervoH — none cogepxut BbiNagatoLWwmn CNMCOK, KOTOPbIA NO3BONSET BbIOpaTh PEr1OH.

OuuncTka cobbITUI:

e BblGepuTte TMN — none COAepPXUT BbiNadatoLnin CINCOK, KOTOPbIN NO3BONSET yaanuTb
cobbITsE cucTeMbl 3a BblIbpaHHbIN Nepunod BpemeHn. [JOCTynHbI crnegyoLwme Tunbl:

— Crapuwe mecsua;
— Crapue Tpex MecsileB;
— Crapuwe nonyroaa;
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— Crapuwe roaa;
— Ouunctutb Bce, Kpome nocnegHux 50000.

Cuctema:

YHUKanbHbIN TabenbHbIN HOMEpP — MNpy YCTaHOBIIEHHOM (braXke HEBO3MOXHO CO34aTb
COTPYOHMKOB C OOUHAKOBbLIMW TabenbHbIMM HOMEpPaMM.

18.1.5.2. MoaBknaaka «Paccbifikn n yBeaoMneHus»

Pabouas obnactb nogsknagku Paccbinkm n yBegomMneHus npegHasHavyeHa Anst HaCTPOWMKK
paccbinok. CTpaHuua nMmeeT criegyrowmnn sna;

2.

[MouTtoBas paccblikKa

OcHOBHBIE NapaMeTPsl
Hactpoiiku nogknoueHus
Paccelnkm 1 YERLOMABHUA ”~ P A

MouToBan pacceinka Agppec SMTP cepeepa 172.17.0.19

SMS-yeeaomnenun Tun 2awmTs Her

Hactpoiku Viber

Hactpoiiku Telegram : Nopt @ 25

Bm903aﬂlﬂcb MonszoBaTens admin

OpenlD Connect Mapons LLITTTTTY

Maaruss! Copepxanue

O cucreme Email otnpasutens admin@perco.ru
WiMa oTnpaenTens Perco

Tema nucema Perco-Web

3anucelgats B cOOLITUA CUCTEMBI Aa

B TecToBOe COObLUEHWe

Mepekntovatens Bbibopa cnocoba pacChiSiku:
e [loyTOBas pacchifKa;

e SMS-yBegomneHwus;

e HacTtpouku Viber;

e Hactpouku Telegram.

Bua paboueri obnacTtu cTpaHnubl 3aBMCUT OT BbIGpaHHOro crnocoba pacchbisiku.

18.1.5.3. JobaBneHue napamMeTpoOB MOYTOBOWN PaACCLINKN

B none noaeknagku lNoyToBas paccbifika 3a4aloTcd napameTpbl M5 BbINONHEHUA 3agaHun
MO MacCcOBOW MM BbIBOPOYHOW pacchbifike COTPYAHMKAM OTYETOB, (DOPMUPYEMBIX B CUCTEME:!
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Appec SMTP-cepBepa, Email otnpaButensa — nons onst BBoga agpeca noyYToBOro cepeepa
W agpeca NoYToOBOroO SALLMKA, C KOTOPOro cuctemon 6yaet Npomn3BOAUTLCS Pacchbliika NOYTOBbIX
OoTnpaBneHuni;

Uma otnpaBuTtens, Tema nucbMa — faHHble, KOTopble ByayT oTobpaxaTbCcs B COOOLLEHUSIX,
paccbinaembix cuctemon (no ymondaHuio PERCo-Web);

Tuvn 3awmTbl — onpegensaeTcs TN WnudpoBaHUA NoYToBbIX oTnpasneHui (Het, SSL, TLS);
MopTt — Homep nopTa. OnpeagensieTcs NOYTOBLIM CEPBEPOM (3aBUCUT OT Tuna WMdpoBaHUS,
y3HaTb MOXHO Ha canTe NOYTOBOro cepsuca);

Monb3oBatenb, Maponb — MOrMH 1 Naporke NOYTOBOrO ALUKA OTNPaBUTENS, UCMONb3YeMOro
CUCTEMOW;

3anucbiBatb B COObLITUA CUCTEMbl — BO3MOXHbl 3HadeHMsa Her, [Oa, Owunbkn,
B COOTBETCTBMM C KOTOPbIMU B cMcTEME ByayT 3anncbiBaTbCs COObITUSE NOYTOBOW PaCChINKu;
KHonka CoxpaHuTb NO3BONSAET COXPAHUTb YCTAHOBMEHHbIE NapaMeTpbl.

KHonka TectoBoe coobuieHne MO3BOMNSET MNPOBEPUTb aKTyanbHOCTb MOYTOBOMO SLLUMKA
CUCTEMBI.

lpumeyvaHue:

Ecnn napameTpbl NOYTOBOWM pacchbifikn Oblnv BBeOEHbl HEKOPPEKTHO, Mpu OTnpaBke
TECTOBOro NMcbma oTobpasntcsa cooblieHne 06 owmnbke.
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18.1.5.4. Ho6aBneHne napameTpoB paccbiniku SMS-yBegomneHmn

B none nogsknagku SMS-yBegoMneHus 3agaloTca napameTpbl AN BbINOMHEHUSA 3afaHui
no pacchblinke cuctemort SMS-yBeoMneHUn COTpygHUKaM:

OCHOBHLIE MapaMeTpsl Liabnox noakouerma

WabnoH WabnoH He ewbpaH
Pacceinku v yeegomaeHua ~ .
Hactpoiku noakntoueHna

MouToeas pacceinka SMPP - cepeep 217.118.84.40

SMS-yeegomneHus SMPP - nopt 3340

Source address TON 5
Hacrpoliku Viber
Source address NPI 0
Hacrpoiikm Telegram o
Destination address TON 0
Buaeozanuce Destination address NPI 0
Monszoatens
OpenlD Connect
Mapons
fnaruset Copepxative

O cucreme Wma oTnpaeuTens 9602883459
3anuceleaTs B cOBLITUA CUCTEMBI JiE]

() Tecroeoe coobuerne

i BHumaHue!

£ Yenyra oTtnpaBkm SMS-yBefoOMNEeHM OBbIMHO SIBMSIETCA MNaTHON, pasmep nnathl
ycTaHaBnmBaeTcs BblopaHHbIM SMS-npoBangepom.

e SMPP-cepBep, SMPP-nopTt, Source address TON, Source address NPI, Destination
address TON, Destination address NPI — napameTtpbl SMS-npoBangepa 4nsi OCyLeCTBNEHUS
SMS-paccbinkn, ycTaHaBnMBalOTCsA aBToMaTuUdeckn npu Bblbope nposangepa (MoryT ObiTb
N3MeEHEeHbI, Npy HEOOBXOAMMOCTM YTOYHANTE Y NpoBanaepa);

lpumeyaHue:

= Cnuncok SMS-npoBangepos, YbM NapamMeTpbl yCTaHABMMBAOTCA aBTOMaTUYECKU, BbINIOXKEH
Ha cante PERCo: www.perco.ru/podderzhka/programmnoe-obespechenie.php. NmeeTcsa
BO3MOXHOCTb BBECTW mnapameTpbl apyroro SMS-npoBangepa, He W3 npeanioXeHHOro
CMu1CKa, HO MpX 3TOM BCE 3HAYE€HUS AaHHbIX NAapaMeTpPOB NPUAETCS BBOAUTb BPYYHYIO.

Monb3oBartenb, Maponb — NOMMH M Naponb y4eTHOW 3anucu knueHta SMS-npoBangepa,
yCTaHaBNMBalOTCS B JIMYHOM KabMHETE Ha canTe npoBangepa;

e Uma otnpaButena — yKasbiBaeTCcs MMs  OTnpaBuTend, MoxeT ObiTb  nobbiM
(ecnu He ykasbiBaTb, TO onpegenseTca SMS-nposangepom);
e 3anucbiBaTb B COObITUA CUCTEeMbl — BO3MOXHbl 3HayeHna Het, HOa, OwwunokKwm,

B COOTBETCTBMM C KOTOpPbIMM B cucteme 6yayT 3anucbiBaTbCsi COOLITUS  PaCCbINKK
SMS-yBegomneHui;

KHonka CoxpaHuTb — NO3BOMSET COXPaHUTb YKa3aHHble HACTPOWKM;
KHonka TecTtoBoe coobweHMe — MO3BONsET OTNpaBuTb TecTtoBoe SMS-coobuieHue.

Homep TenedoHa nony4atens n TECTOBbIA TEKCT HAOMpaOTCA BO BCNIIbIBAOLLLEM OKHE Mocne
HaXaTusi KHOMKWN.

lpumeyaHue:

Y Ecrm napameTpbl SMS-pacchbinkm Obiny BBeAEHbI HEKOPPEKTHO, MPK OTNpaBKe TECTOBOro
yBedomreHnsa otobpasntcsa coobuieHme 06 omnbke.
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18.1.5.5. Ho6aBneHne napameTpoB paccbinku B Viber
BHumaHue!

= Ona otnpaBku coobweHun B Viber 3apaHee AormkeH ObiTb co3gaH nabnvk-akkayHT
W Ha cMapTOHbI COTPYAHUKOB — MnonyyaTtenen yBeaoMMeHUn YCTaHOBNEHO MPUNoXeHne
Viber.

B none nogeknagkum Hactpownkn Viber 3agatotca napameTpbl AN BbINOMHEHUA 3agaHUN
Mo pacchblfike CUCTEMOWN yBEAOMIEHUI COTPYOHMKaM:

HacTtpoiku Viber

COCHOEHBIE napaMeTpel

Paccuinky ¥ yBeAOMAEHUR -~
TokeH

Moutoeas paccelnka mn

SMS-yeeaoMaeHnA Ccelnka Ha asaTap

Hacrpoiikn Viber 3anncelgaTe B COGLITUA CHCTEMEI Her

Hactpoiiku Telegram () Tecrosoe cooblenne

Buaeosanuce

e ToKeH — nore Ang BBoAa TOKeHa (4ucra-ngeHtudukatopa), Nofy4eHHOro npu perncrpauum
nabnuk-akkayHTa Viber;

¢ Wwmsa — ykasbiBaeTca nmst oTNpaBuTenNs;

e Ccbinka Ha aBaTap — none npegHasHadyeHo ans eeoga URL agpeca kapTuHku, koTopas 6yaet
oTobpaxartbcsa y nonyyarens;

e 3anucbiBaTb B COObITUA CUCTEeMbl — BO3MOXHbl 3HadeHna Het, HOa, Owun6Km,
B COOTBETCTBUM C KOTOPbIMU B cMCTEMe ByayT 3anncblBaTbCA COOLITUS PacChISiKu;

¢ KHonka CoxpaHuTb — NO3BOMSET COXPaHUTb YKa3aHHbIe HAaCTPOWKM;

¢ KHorka TecTtoBOE COOGLLEHNE — NO3BONSAET MPOBEPUTL NPABUIIBHOCTb HACTPONKM NapaMeTpoB.

lpumeyaHue:

Ecnu napametpbl SMS-pacchiniku 6b1nn BBEAEHbI HEKOPPEKTHO, NMPU HaXaTUWM Ha KHOMKY
oTobpasuTtcd coobLyeHne o6 oLnbke.

18.1.5.6. Mopspok co3paHusa nabnuk-akkayHta Viber
1. Ckavante n yctaHosute npunoxeHue Viber Ha TenedoH agMuMHUCTpaTopa.

2. Tlo ccbinke https://partners.viber.com/ nepengute Ha MNaHenb agmuHucTpartopa Viber:
e B NpaBOM BEpPXHEM YNy Bblibepute A3blK: PyCCKUIN/aHTITNNCKNIA;
e BBeOUTE HOMep TenedgoHa agMUHUCTPATOpPa, HaXMUTE Ha KHOMKy BonTun 1 BBEauTe koa
[OocCTyna, Noslyd4eHHbINn Yepes npunoxeHue Viber.

OTKpoeTCst OKHO ynpaBieHUst Nabrivk-akkayHTOM.

3. B okHe ynpaBneHus nabnmk-akkayHTOM HaXXMUTe Ha KHonky Co3aaTb 60T. B aHkeTe 3anonHuTe
yyYeTHble AaHHble nabnuk-akkayHTa, BblOepuTe aBaTap akkayHTa. Haxmurte kHonky Create.
CopmumpyeTcsa nabnuk-akkayHT, aBTOMaTUYECKN CTEHEPUPYETCA TOKEH aKKayHTa.

4. Ckonupynte TokeH B Oydep oOmeHa 1 BBeguTe ero B none Beoga TOKeH B MnoaBkiagke
Hactpounka Viber (Bknagka Cuctema nogpasgena  «KoHdwurypaumsa»  pasgena
«AgMmuHuctpupoBaHue» O PERCo-Web). B none Uma ykaxuTte ums, oT KOTOporo GyayT
OTNPaBnATLCHA COOOLEHNSI U YyBEOOMMAEHUS.

5. B npunoxeHuun Viber nepengute B MeHio Ewle M ¢ NOMOLLBIO CKaHepa wWTpuxkoda 3anaute
B CO3[aHHbIN NabnuK-akKayHT:
e Mpurnacute B 4aT COTPYOHWKOB, KOTopble OyayT nonydaTb yBegoMreHus (Homepa
nx TenedoHoB, NpmBA3aHHbIe K Viber-akkayHTam, 4OMKHbI ObiTb NpeaBapUTENbHO 3anmcaHbl
B CMUCKE KOHTAKTOB TenedoHa agMUHUCTpaTopa);
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6.

® COTPYAOHUKKM, nonyyvymseLline npurnawlieHmne B na6nm<—a|<|<ayHT, OOJDKHbI NPUHATD npurnawleHune

(fpn  aToM KagoMy Heobxogmmo OydeT MpUHATbL —COornaweHne Mo  BO3pacTHbIM
orpaHuyeHusam);

® C MoMOLLb KHOMKM U3MeHUTb B none AgMUHUCTpaTopbl A06aBbTe B Nabnuk-akkayHT

AaHHbIX COTPYOHUKOB B Ka4eCTBE aMUHUCTPAaTOPOB.

B MO PERCo-Web (pa3gen «lMepcoHan», nogpasaen «CoTpyaHukny», Bknaaka [lencreyrowme):
® B YYEeTHbIX KapTo4kax MpuUrialleHHbIX COTPYAHMKOB B pasgene JononHuTenbHble Nons

B nosie Viber npy noMoLLM KHOMKK 13 obLLero cnmcka BbibepuTe 1 3akpenuTe 3a KaabiM
coTpyaHukom ero Viber-akkayHT;

® C MNMOMOLLUbKO KHOMKK OTnpaBMTb coobuweHue no Viber, paCHOHO)KeHHOVI Ha naHesn

WHCTPYMEHTOB, MPOBEPLTE OTMNPaBKy CUCTEMOMN COOOLLEHWUA KaXOoOMy W3 COTPYAHMKOB.
B cnyyae Heygauv Ha akpaH OyaeT BbiBeAeHo coobuieHne 06 owmnbke.

18.1.5.7. HacTtpownku Telegram

B none noaeknagkn Hactponku Telegram 3agarTca napameTpbl 45 OTNPaBKM COOOLLEHUN
COTpYOHMKaM:

OcHoBHBIE napameTpel

Paccsingm ¥ yERAOMASHWUA L

Hactpowkn Telegram

TokeH

MouToEan pacceinka s
SMS-yeenomneHuA 3anWcsIBaTE B COBBITMA CMCTEMEI Her
Hactpoikwn Viber

Hactpoiikn Telegram

TokeH — none ansa BBoOAa TOKEHa (4Yncrna-naeHtudukatopa), NoAy4YeHHOro nNpu co3gaHum
Telegram-6oTa;

Mma — none ans BBoga UMEHW, ykazaHHOro Npu cosgaHunm 6oTa;

3anucbiBaTb B COObLITUS CUCTeMbl — BO3MOXHbl 3HadeHns Het, [Oa, OLwwmnOKwm,
B COOTBETCTBMM C KOTOPbIMK B cucTeMe ByayT 3anncbiBaTbCs COObITUS PaCCbINKK;

KHonka CoxpaHUTb NO3BONSAET COXPaHUTb 3afaHHble NapameTpbl.

lpumeyaHue:

Ecnu napameTpbl Obinv BBeOEHbl HEKOPPEKTHO, MPM HaXaTuM Ha KHOMKy oToOpasutcs
coobLeHne o6 oLmndke.

18.1.5.8. CospaHue Telegram-6oTa

1.
2.

CkauanTe 1 yctaHoBuTE npunoxeHune Telegram.
OTtkpowite npunoxexue Telegram n BBeaute B nonck «BotFathery.

< BotFathen X
Chats
Global search Show more

BotFather %
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3. HayHuTe pasroBop ¢ 60TOM, HaxaB Ha KHoMKy HayaTb, pacnonoXxeHHyo BHU3Y.
HaxxmuTe Ha KHOMKY MeHIo 1 BblibepuTe kKoMaHay «/newboty.

5. Beegute umsa 6ota n HaxxmuTe OTNPaBUTb.
6. Beegute username 6ota. OH JOMKEH ObITb YHMKAlNbHbIM U 3akaH4YMBaTbCA Ha «boty.
7. o 3aBepweHumn HacTponkn BotFather npegoctaBuT cebinky Ha co3gaHHoro 6ota
N CEKPETHbIV TOKEH AN 06paLLeHuns K HEMY.
18.1.5.9. MoaBsknagka «Bnaeosanucb»

Mogeknagka Bupaeosanuckb npegHasHayeHa asis HACTPOMKM NapamMeTpoB BUAe03anmcu:

Hactpolika Buaeo3anucu

OcCHoEHbIE napameTpbl

Paccelnky ¥ yeeaoMASHUA ad Katanor gna sanucK evaso

taiinos C:\PERCo\Weblwideo

BH,ﬂ,EOBaI’IMCb HpOﬂ,O;"I)KIATE;"IbHDCTb nps4zanvcr

20
(cekyHa)

OpenlD Connect
MnaruHe

O cucreme

[ocTynHbl cneayowme HaCTPONKK:
o Karanor ansa 3anucu BugeoccannoB — No3BONSET 3agaTb NyTb K Nanke, B KOTopon OyayT
XpaHUTbCA BCe 3anncaHHble BUaeodannbl.
o [pogonmKuUTeNnbLHOCTb NpeA3anucu (CeKyHA) — No3BoNnseT 3agaTb BpeMsi npegsanucy Bugeo
B CEKyHAax.

18.1.5.10. MopBknagka «CMHXpOHM3aums BpeMeHu» ([OoCTynHa AnA  CUCTeMbl
PERCo-Web, BcTpanBaemon B namsatb KoHTponnepos PERCo)

MopBknagka CMHXPOHU3aUUA BpeMeHU npeaHasHavyeHa aAng CUHXPOHU3aumMmM BHYTPEHHUX YacoB
cuctembl PERCo-Web, BcTpanBaemol B namsTb kKoHTposnepos PERCo, yepes NTP-cepsep.

i BHumaHue!

“% CHHXpOHM3aLMSi BPEMEHW BBLIMOMHSETCA TONMbKO B TOM CIlyyae, €Crv WCMONb3yeMbilil
KOHTponnep pJobaBneH W aKkTMBMPOBaH Ha BkNagke YCTpPOWUCTBa nogpasgena
«KoHdurypauua» pasgena «KAGMUHUCTPUPOBaHUEY.

OKHO UMeeT creayoLni BUA:

CUHXPOHU3aLMA BpeMeHU

OCHOBHBIE NapameTpel

Pacceinkm YEEAOMABHWNA e _\JTP—cepgep 192 ]68_0_1
CHHXPOHW3aAUWA BpEMEeHNn Mopr 3433
Buaeosanunce MNeproa OBGHOBNEHWA, MUH. 1

OpenlD Connect

MaarvHe

O cucreme
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[ocTynHbl crneaylowme HacTPOMKN:
o NTP-cepBep — nossonset ykasaTtb |IP-agpec ucnonssyemoro NTP-cepsepa.

i BHumaHue!

S5 Ecnn NTP-cepBep n ncnonbsyembinn koHTponnep PERCoO HaxoasaTcs B pasHbiX NOACETSX,
Ha Bknagke CeTb NapaMeTpoB KOHTponepa Heobxoammo 3agaTh IP-agpec wniosa.

e [lopT — nosBonseT ykasatb NopT nogknodeHna NTP-cepeepa.
o [lepnon oOGHOBNEHUA, MMH. — MO3BONMSET 3agaTb MNEPUOANYHOCTb OOHOBMEHUSI BpPEMEHU
no NTP-cepeepy.

18.1.5.11. Moasknaaka «OpenlD Connect»
Keycloak — pelueHne anga ynpasneHnsa ngeHtudunkaumen n gocTyrnom.

Bnaropgapss cuHxpoHusaumm PERCo-Web c Keycloak ecTb BO3MOXHOCTb ayTeHTudmkauum
C NOMOLLBbKO Yy4YeTHbIX AaHHbIX Keycloak. Takke peanu3oBaHa aBTOMaTM4ecKasi CUHXPOHU3aLUs
CTaTyCOB OMnepaTopoB — ecnu onepatop 6bin 3abnokuposar/pasbnokuposaH B Keycloak, oH 6yaoet
3abnoknpoBaH/pasbnoknposaH B PERCo-Web.

[ns HACTPOWMKM CUHXPOHM3ALMM BbINOMHUTE Cneayowmne AeicTBUS:

1. lMepengute Ha nogeknaaky OpenlD Connect (AdMuHucmpupoeaHue > KoHgpuaypayus >
> Cucmema):

Keycloak

COCHOEHBIE napameTpel

Pacceinky ¥ yEEIOMAEHWA ~
Aapec cepeepa

Buneozanuce O6nacrs (Realm)

OpenlD Connect ID knmenTa
MaarnkHel Vima nons3oeatenn

Mapons
O cucteme P

Meproa cHHXPOHUZALMM

60
(CexyHaax)

2. 3anonHuTe u coxpaHuTe AaHHble Anga nogknioveHns Kk Keycloak-cepsepy.
3. lMepewnaunte k nogpasgeny «Onepamopbi» pa3gena «AOGMUHUCMPUPOBaHUEy:

Onepatoptl
[ CuHxpoHuanpoeaTe ¢ KeyCloak 1
- JloruH CoTpyaHukmn Pone
admin ALMWHWCTPATOR admin
Andrew Tenopos Mwpod AHoBKMY admin
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4. Haxmute Ha kHonky CuHxpoHusupoBatb ¢ Keycloak, pacnonoxeHHyto Ha naHenwu
WHCTPYMEHTOB CcTpaHuupbl. OTKpOeTCs OKHO:

HacTpolikmn cuHXpoHUuzaumm

Twun CHMHXPOHM3aU KK

CUMHXPOHU3WpOoBaTk Mo JloruHy

OTmeHa

5. Bbibepute TMN CUHXPOHM3aLMM N HAXXMUTE CUHXPOHU3NPOBATb.

6. BepHutecb k nogpasgeny «Onepamopbi» pasgena «AGMUHUCMpuUpo8aHue».

7. Bbibepute Hy>KHOro onepaTtopa 1 HaXXmMuTe KHOMKy PeaakTupoBaTb Ha NaHenn MHCTPYMEHTOB
ctpaHuubl. OTkpoeTcsa cTpaHuua PeaakTupoBaTh oneparopa:

PegakTupoBaTh oneparopa

06Lwue Hactpo#ikn Bxoaa
Onepatop Jlorvd
Bonoaun Ceprei vol_ser
Pank MNapone
admin Maponk onepatopa
Onuncanne MoBTOpWUTE Naponb
OnucaHue Ewé pas, noxanyicra
KeyCloak MNaponk gomxen ObiTe ANMHHEE 6 CUMBOJIOE W COAEPXATh
PRp— x0TA Bbl 0AHY ByKBY NaTUHCKOTO andasuTa W XoTA Bbl OaHY
e unppy.

8. BeeguTte ID nonb3osaTtens B none Keycloak ana conoctaBneHns AaHHbIX.

9. Haxmute kHonky CoxXpaHUTb UBMEHEHUS.

[ns asTopusauumn c nomoybio Keycloak:

1. Ha cTtpaHuue ansa aBTopmsaumm HaxkmuTe KHOMKy ABTopusoBaTtbcs npu nomowm Keycloak.
2. Tocne HaxaTus nNpousonaeT nepeagpecaums Ha cTpaHuuy asTopusaunm B Keycloak:

Sign in to your account

3. 3anonHuTe NorvH 1 napornb U HaxMmuTe kHorky Sign In.
4. TpowusongeTt obpaTHas nepeagpecauns B PERCo-Web, Bxon 6yaeT BbiNOMHEH.
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18.1.5.12. Moasknapgka «MnarvHbI»

Mopngknagka MnarMHbl npegHasHadeHa ONs ynpaereHus nnarmHamu. Buag cTpaHuubl 3aBucuT
OT YCTaHOBIEHHbIX MMarvHoB:

MnarvHbl

OcHOBHBIE NapameTpsl

Pacceinem u YEEAOMIIEHMA e

Plugins Expasoft :

PacnozHaeanuwe gokymenTos (Macnopt, Bogwtensckoe

Buaeosannce
YAOCTOEEPEHWE)

OpenlD Connect
MnarvHe

O cucreme

[na ynpaesneHus nnarmHaMmyn BOCMOMNb3yUTECb KHOMKOW & , pacnofoXXeHHOW cripaBa OT Ha3BaHus
nnarvHa:

o KHonka 3anyctutb/OCTaHOBUTbL NNaruH npegHasHadveHa Afs Hadana WM OKOHYaHus
paboTbl C NrarnMHom;

e KHonka YganuTb nnarvH npeHasHavYeHa Onga yganeHud nnarnmHa.

18.1.5.13. MNopaBknagka «O cucrteme»

MoaBknagka O cucteme npefgHasHayeHa AN NPOCMOTPa BEPCUM MporpaMMHoro obecrneyeHust
CUCTEMBbI.

OKHO UMeeT crieayoLWwnin BUA;:

O cucteme

OCHOBHbIE NapamMeTpel

Paccelagm 1 yeeloMAeHWA N ‘Ir@) PE Rco-web

PERCO Bepcwa cuctemen: 2.1
Buaeozanuce Homep cbopku: 0.0

OpenlD Connect

MnarvHe!

O cucreme

91



Cuctema koHTpond n ynpasnenusa goctynom PERCo-Web

18.2. MNMoapaspen «CoObITUA CUCTEMbI»

Moapasaen npegHasHaveH Ans:
e COCTaBIIEHUSI OTYETOB O COOLITUSIX, PEMMCTPUPYEMbIX YCTPOUCTBAMU CUCTEMBI, U AENCTBUSIX,

coBepLUaeMblX onepatopamMn CUCTEMBbI,

e MpPOCMOTpPa COObITUI, PEMMCTPUPYEMbIX B CUCTEME B PEXUME PEArIbHOrO BPEMEHMW.

CTpaHuua nogpasgena umeeT creayowmin Bua;

CobbITHA cucTEMBI PERCo-Web

92

ABTOOBHOENEHIE @ 11-11-2022 00:00 - 23:59

CobuiTne Lata cobbiTvA MLara cobuitua UTC Jononnutenchas ungop  IP-aapec Yerpoiicteo Cotpyanuk/Toceutens  Maentudukatop

JobBaenexue nome... 2022-11-11 13:15:03
Pefakivpoeaxve ... 2022-11-11 12:50:57 @

PeaakTnpoBaxme ... 2022-11-11 12:40:28 Ipuropses Mpurop...

Jobasnerue wabn... 2022-11-11 11:49:53

MaHenb MHCTPYMEHTOB noapasaena CoaepKuUT:

OGHOBUTbL AaHHble — KHOMKa MNo3BondeT OOHOBUTL AaHHble B paboyern obnactu
B COOTBETCTBUM C YCTAHOBMEHHbIM (PUbTPOM.

PacluMpeHHbIN NOMUCK — TMO0O3BOMSET TMNPUMEHUTb UILTP K  3fIEMEHTaM,
oToOpaxkaembiM B paboyen 0b6nacTn CTpaHuLbl.

[JononHuTenbHO — KHOMKa NO3BOSISIET OTKPbITb MEHIO KOMaHA 4118 Bbibopa
[OMNONMHUTENbHbIX OENCTBUN:
— MevyaTb TAabnuubl — MO3BONMSIET MPOM3BECTM MNe4vaTb AaHHbIX M3 paboden obnacTtu
CTpaHuUbl.
— JKCnopT — MO3BOMSIET COXPaHUTb CMMCOK COObITUIA B hain 3MNeKTPOHHbLIX Tabnwuy
C BblOpaHHbIM pacLUMPEHNEM.
— COopocutb hpuUnbTpPbI — N03BONSET COPOCUTL BCe hmnbTpbl paboyen obnactu.
— MNapameTpbl oTOOpakeHUs1 TabGNULUbI — NO3BONSET OTKPbITb AOMOSHUTENBHOE OKHO
Ansi Bbibopa cTonoduoB, oToOpaxaeMbix B paboden 0b6ractn cTpaHuLbl.
ABTOOOHOBNEHME — nNpu yCTaHOBKe naxka permcTpypyemble B CUCTEME COObITUSA
oTobpaxaroTcsa B pabouert obnactu B pexxmMme peanbHOro BpeMeEHM.

— KHOMKa NO3BONSAET OTKPbITb NMaHenNb KaneHaaps And BBoga AaTbl U BpEMEHM Havana
M KOHLUa nepuoda, 3a KoTopbihi OyayT oTobpaxaTbCca cobbiTvsi B pabouen obnactw.
YcTaHOBNEHHbIE AaTa U BpeMsi 0TOOpaxxaroTcs B nonie cnpasa OT COOTBETCTBYHOLLIEN KHOMKW.
Mounck — none no3eonsieT NPON3BECTN NOUCK MO 3fIEMEHTaM CTON6LOB B paboyen obnactu

CTpaHwuubl. KHonka a C6pOCMTb o4yuaeTt none.

Pabouasa obnactb nogpasgena CcooepXuT CobbITUsl, 3aperMcTpMpOBaHHbIE YCTPOMCTBaAMMU
CMCTEMbI 3@ YKa3aHHbI Ha NaHenn MHCTPYMEHTOB Nepuoa.

lpumeyaHus:

e B pabouenn obnactm peanunsoBaHbl (PYHKLMM COPTMPOBKM MO 3IEMEHTaM OLHOro
n3 CTOJ'IGLI,OB, M3MEHEHUA LLUNPUHbI N NOoCS1IeA0BaTESNIbHOCTU CTOJ'I6U,OB.

e B HmxkHen yactu p360l-|e|7| obnactu pacnonoxeHbl MHCTPYMEHTbI AJd nepemMeLlleHnd
Nno cTpaHuuam AaHHbIX.

lpumeyaHue:

Mpwn ncnonb3oBaHum mogynsa BioSmart Thermoscan F temnepatypa npoxogsiiero byget
oTobpaxartbcs B nose flononHuTenbHas nHgpopmauums.
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18.3. MNMoapaspen «Peakuns Ha coObITUAY
Moapasgen npegHasHayeH Anst HAaCTPOWKK peakumi Ha cobbiTust cuctembl PERCo-Web.
CTtpaHuua nogpasaena MMeeT crneayoLwmi Bua;

Peakumnu Ha cobbitua PERCO-Web AgmuHncTpatop AoMUHUCTPaTOR ?

[

Hazganne Tun

BHYTpeHHAR peakunn PeakuuA Ha coBbiTkA @

Mpoxoas PeaKLMA Ha CoBEITHR

1. TMaHenb MHCTPYMEHTOB NoApasfena CoaepXuT KHOMKU:

. [Ho6aBuTb — no3sonsetr ob6aBUTb peakumio Ha COObITUE UNN BHYTPEHHIOW peakLumto
Ha coObITMe KOHTponnepa.

o PeAaKTVIpOBaTb — NO3BONIAET UBMEHUTL NapaMeTpPbl Bbl6paHHOIZ peakuunn.

. YpanuTb — N03BONSIET YAanuUTb BblAEMNEHHY0 B paboyeit 06racT CTpaHuLbl peakLuio.
2. Pa6ouas o6nacTb noapasaena CoAepXuT CMMCOK CO30aHHbIX PpeakLui.

18.3.1. lo6aBneHue HOBOM peaKkuumn

lpumeyaHue:

W [Ona HacTponkn onoBelleHnsa cuctemon PERCo-Web o BbINOMHEHUN peakuuii Ha cobbITUSA
cnegyet ybeamtbCsa, 4YTO B yYyemHOU Kapmoyke compyOHUKa 3amnoSfiHEHbl MNoss
Email / TenedoH / Viber / Telegram. [Ina otnpaBku coobwieHni B Viber gomkeH ObiTb
co3gaH nabnuk-akkayHT, B nogBknagke «Paccbinkn n yBefoOMIeHUsi» 3arnoflHEHbI
COOTBETCTBYHLLME NOMHA, a Ha CMapTdOH COTPyaAHWKA yCTaHOBMNeHo npunoxeHue Viber.
Ons otnpaBkn coobwieHni B Telegram pormkeH ObiTb co3gaH 6OT, B NoABKIagke
«Paccbinku u yBegomneHusi» 3anofiHeHbl COOTBETCTBYHOLUME MOMSA, a Ha CMapTGOH
COTpYyAHMKa YyCTAaHOBMNEHO npunoxeHune Telegram.

I BHumaHue!
— [1ns BbINOMHEHNS peakumii Ha cobbITUA He0OX0AMMO HanNu4ymne CBA3N C CEPBEPOM.

[ns go6aBneHns HOBOW peakuumn Ha cobbITheE:

1. Wcnonb3ysa naHenb HaBurauumn, nepenguTe B pasgen E «AQMUHUCTPUPOBAHUEY.
2. OrtkponTe nogpasgen «Peakuum Ha cobbITUAY.

3. HaxmuTe Ha naHenu WUHCTPYMEHTOB CTpaHMLbl KHOMKY JobaButb, a 3atem [JobaBuUTb
peakuuto Ha cobbiTue.
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OTKpoeTcs cTpaHuua, UMetoLLasi crieayroLmii BUA:

fNo6aBuTb peakuymio Ha cobbiThe BepHyTbCA Hasag K CNHCKy peaKuyyil

HazeaHue YcnoBua -+ notasuts ﬂ,eﬁCTBMe + nodasuts

4. B none HasBaHue BBeanNTe Ha3BaHue OS5 HOBOW peakumu.

5. B pasgene YcnoBus BbiOepuTe yCroBMS ANS HOBOW peakuumn. [ns 3TOro HaXMWUTE KHOIMKY
[Ho6aBuTtb 1 BbibepuTe M3 cnucka Tpebyemble ycrnoBus. B cnucke [OCTynHbI cnegyrowiune
ycrnoBsus:

[o6aBuTb coObIiTUE — MO3BONSET OTKPbITb OKHO, B KOTOPOM OTOOpaXkaeTcsi CrMCOK
BO3MOXHbIX CODbITUIN NS peakuuun, n 4o6aBUTb HY>XXHOE CobbITHE.

[Oo6aBuTb nomelleHne — Mo3BONISIET OTKPbITb OKHO, B KOTOPOM OTOOpakaeTcsi CnMCOK
CO3[aHHbIX paHee NomeLLeHnn, n 4obaBUTb HY)KHOE NOMELLIEHNE.

[No6aBuTb yCTPOMCTBO — MO3BOMSIET OTKPbITb OKHO, B KOTOPOM OTOOpaxaeTcsi CnMCOK
no6aBneHHbIX B KOHMrypaumo cMcTeMbl YCTPOMCTB, U A06aBUTb HY)XXHOE YCTPOMCTBO.
[Oo6aBuTb nogpasaeneHne — No3BoNISIET OTKPbITb OKHO, B KOTOPOM oTobBpakaeTcsi CNMCOK
CO3[aHHbIX paHee nogpasaeneHni, n 4ob6aBnUTb HYXKHOE nogpasgerneHue.

[No6aBuTb cCOTpyAHMKA — NO3BONSET OTKPbITb OKHO, B KOTOPOM OTOOpakaeTcs CrnMCOK
nobaBneHHbIX paHee COTPYAHUKOB, U 00aBUTb HY)KHOrO COTPYAHMKA.

[Jo6GaBuTb orpaHuyeHuMe MO BPEeMEeHU — MO3BONSAET OTKPbITb OKHO, B KOTOPOM €CTb
BO3MOXHOCTb Bblbopa [fatbl W BpPeMeHW BbINONHEeHUs peakuun: [OHUM Hemenu
unu onpeaenenHada [lara, a Takke Bpema Havyana n Bpemsi OkOH4YaHuUA.

[o6aBUTb cermMeHT — MO3BONAET OTKPbITb OKHO, B KOTOPOM OTOOpa)kaeTcsa CrMCOK
CO3[aHHbIX CErMEHTOB, U O6aBUTb HYXXHbI CErMEHT.

llpumeyaHue:
KHonka gocTtynHa Tonbko npu paboTe B pexxume pacnpeneneHHon CUCTEMbI.

6. B pasgene [encrBue Bbibepute Te AENCTBUA, KOTopble OyayT NPOMCXOOUTb MpU 3agaHHbIX
ycnosusix. CNMCOK coaepXuTt cnegyrowne AencTeums:
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KomaHpa B yCcTpOMCTBO — NO3BOMSIET BblOpaTh KOMaH4y Afs YCTPOUCTBa, A0BaBNEHHOMO
B KOHGurypaunto cuctembl PERCo-Web. [na atoro BbiGepuTe YCTPOMCTBO, a 3aTem
13 BbiNagaroLwero cnnucka komanay ans Hero. Haxmure kHonky BbiOpath.

3361'IOKVIPOBaTb COTPYAHUKaA — NO3BOJIAET 3a6J'IOKI/IpOBaTb COTpyOHUKa, AnA KOTOpOoro
ObINO BLINOMIHEHO TO UMK MHOE ycnoBsue.

Pa36.l10KVIpOBaTb COTPYAHUKA — NO3BONIAET pa36J'IOKVIpOBaTb COTPpyOHUKa, OnA KOTOpPOoro
ObINO BLINOMIHEHO TO UMK MHOE ycnoBsue.

CoobuweHne onepaTtopy — MO3BOMSET HACTPOUTb OTNPaBKy COOOLLUEHWIA onepaTopy
cucteMbl. [Ins aToro Bbibepute onepartopa, 3anonHuTe none B okHe TeKCT cooblieHus
N HaXXMuTe KHOMKy BbibpaTh.

CoobueHne no noute npeabABUBLUEMY MAEHTU(PUKATOP — MNO3BOMSIET HACTPOUTb
OTNpaBkKy cOOOLLEHMI MO ANEKTPOHHOW NoYTe NpeabaBMBLUEMY naeHTUdUKaTop. [Ansa atoro
3anonHuTe nose B okHe TeKCT COOOLLEHUs 1 HaXXMUTEe KHOMNKy BbibpaTh.

Coo0OLleHne no noyte COTPYAHMUKY — MO3BONSET HACTPOUTb OTMPaBKYy COOOLLEHUN
MO 3NEKTPOHHOW MOYTE COTPYAHWKY MPU BbIMOSIHEHUM CUCTEMOW peakuum Ha cobbiTue.
[na aToro BoibepuTe COTpPyAHMKA, 3arnofHUTE none B okHe TeKCT COOBLeHUs U HaxXM1Te
kHONKy CoxpaHuTb.

SMS-coob6lieHne npeabABMBLUEMY MAEHTU(DUKATOP — NO3BONSIET HACTPOUTL OTMPABKY

SMS-coobuieHnn npeabaBuBLUEMY uaeHTUdMKaTop. [ns 3TOro 3anofHWTe none B OKHe
TeKkcT coOBLEeHNA 1 HAXXMNTE KHOMKY COXPaHUTD.
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SMS-coobueHne COTPYAHUKY — TMO3BOMSET HACTPOUTb oTnpaBky SMS-coobuieHus
COTPYOHWKY NPV BBLIMNOSIHEHUM CUCTEMOM peakuum Ha cobbiTue. [Ons atoro Bbibepute
COTPYAHWKA, 3anofiHMTe none B okHe TeKCT COoBLIEeHUA 1 HaXXMUTe KHOMKY BbiGpaThb.

Viber-coobweHue npegbaBuBLUEMY UAEHTUhUKATOP — NO3BOSISIET HACTPOUTL OTMNPaBKY
coobueHnn B mecceHgkep Viber npegbsaBueliemMy naeHtudumkaTop. [ns aToro 3anonHuTe
none B okHe TeKCT COOBLUEeHNA 1 HAaXMUTE KHOMKy BbiOpaTh.

Viber-coobleHue coTpyaHUKY — NO3BONISIET HACTPOUTL OTNPABKY COOBLLEHNIA COTPYAHUKY
B mecceHaxep Viber npu BbINONHEHUN cMcTeEMON peakumm Ha cobbiTus. [inga aToro Beibepute
COTPYAHMKA, 3anosfiHuTe none B okHe TeKCT coobLWeHnA 1 HaxXMnTe KHOMKy BbiGpaTs.

Telegram-coo0OLweHne npeabABUBLUEMY WAEHTUUKATOP — MNO3BOSIFET HACTPOUTb
OoTnpaBKy cooOuwleHMn B MecceHmkep Telegram npeabsiBUBLLEMY MAEHTUMKATOP.
[nsa aToro 3anonHuTe nosne B OkHe TeKCT COOOLLEeHUs 1 HaXXMUTE KHOMNKY BbibpaTb.

Telegram-coobweHne CcoOTPyAHUKY — MO3BONSAET HACTPOUTb OTMPaBKY COOOLLEHWUN
COTPYOHUKY B MecceHaxep Telegram npu BbINOAHEHUM CUCTEMOW peakuun Ha cobbITuS.
[na atoro BoibepuTe COTpyaHMKA, 3anofnHUTE none B okHe TeKCT COOBLeHUs U HaXXMUTe
KHOMKy BbiOpaThb.

lpumeyaHue:
[encteua otnpaBky COOBLLEHNN HE OTOBPaXKaKTCs, ECNN pacchifika He HAaCTpOoeHa.

MNokasaTb Buaeokamepy onepaTopy — TMO3BOMSIET HACTPOUTL ANs  onepaTopa
oTobpaxeHve Buaeokamepbl. [Ons 3Toro BblibepuTe onepatopa M HyXHYL Kamepy,
3aTeM HaXXmMuTe KHomnky BbibpaTtb.

CoxpaHUTb CHMMOK C KaMepbl — MO3BONSET cAenaTtb CHUMOK 3KpaHa Npu BbINOMHEHUU
CUCTEMOW peakummn Ha cobbiTre. [INs 3Toro Beibepute kKamepy U HaxkMuUTe KHonky BbiGpaTb.

llpumeyaHue:

YT006bI NMPOCMOTPETL cOoenaHHbIn CHUMOK, nepengute B pasgen
AomuHucTpupoBaHue > CobbITUA cUCTEeMbI U BbiIGepUTE 13 CMcKa HY)XHOe cobbiTue.

Bkniountb 3anucb Buaeo — MO3BONSET BKMOYMTL 3anvcb BuAEeO B npouecce
BbINOMHEHNS peakumMn Ha cobbiTve. OKHO MMEET BbiNagatoLnii CMIUCOK B IEBOM HUKHEM
yrny, KOTOPbIM NO3BOMSIET BbIOpaTh BpeMs 3anmcu (no ymonyanuio ato 10 cekyHa). [1ns Toro,
4yTOObl BKMHOYUTL 3anuCb BUAEO, HeobxoouMMO BbiOpaTb KamMepy M HaxaTb KHOMKY
CoxpaHUTb.

lpumeyaHue:

Ons Toro, 4Ttobbl HACTPOUTL NPOAOIKUTENBHOCTL Mpea3anucu BUAEO MPU BbIMNOMHEHWM
peakuMm Ha cobbitve (no ymonyaHuio 310 10 cekyHa), nepevauTe B pasgen
AomuHuctpupoBaHue > KoHdwurypauma > Cuctema > Bwupeosanucb. YTobbl
NpPOCMOTPETbL 3anuMcaHHoe BWAEO, nepenaute B pasgen AAMUHUCTPUpPOBaHue >
> CoObITMA cucTeMbl 1 BbibepuTe M3 cnncka HykHoe cobbiTue.

3a6ﬂOKMpOBaTb COTPyAHUKa - Nno3BOJIAET 336HOKVIpOBaTb COTpPpYyOHUKaA,
ansa KoToporo ObINO BLINOSIHEHO TO UMK MHOE ycnoBue.

Pa3bnokupoBaTb COTpyAHMKA — nO3BONsieT pasbriokMpoBaTb COTPYAHWUKA,
ANs KOTOPOro 6bINo BbINOIHEHO TO UM MHOE YCIOBUE.
BbinonHutb http-3anpoc — no3BonsieT BbINONHUTL YyKasaHHbIM http unn https-3anpoc
c tunom POST. lpu ero BbinonHeHun B Tene 3anpoca nepepaetcs JSON-o6bekT,
cogepxawui cneayowmne napameTpsbil:

id — nageHTndmnkaTop cobbITHS;

time_label — pata n Bpemsa cobbitusa B popmate YYYY-MM-DD HH:mm:SS;

event_type — T1n cobbITUS;

user_id — ngeHTudukaTop nonbL3oBaTens;

device_id — ngeHTUduKaTop yCTPONCTBA;

resource_number — HOMep pecypca yCTPONCTBa;

access_zone_id1l — ngeHTMdUKaTOP NOMELLEHMSA BXOAA;

access_zone_id2 — ngeHTMduKaTop NoMeLLeHUs BbIXOAA.
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-

Hanpumep, ecnu 3agaHa ctpoka 3anpoca http://127.0.0.1:50005, To nonyyeHue cobbitus
C nomoLLbto cepeepa Ha NodeJS MOXeT nveTb cregyowmnn sng;

var server = http.createServer((req, res) => {

var event ="

reqg.on('data’, (data) => {

event += data;

3

reg.on('end', async () => {

res.setHeader("Content-Type", "application/json");
res.setHeader('Access-Control-Allow-Origin', '*');
res.setHeader('Access-Control-Allow-Methods', 'GET, POST, OPTIONS, PUT, PATCH,
DELETE");

res.setHeader('Access-Control-Allow-Headers', 'X-Requested-With,content-type');
if (event.length) {

console.log(" Event from PERCo-Web " ,JSON.parse(event));
res.write('"{"result":"ok"}");

res.end();

1)

1)

server.listen(50005, '0.0.0.0', (err) => {
if (err) console.log('Test server error', err);
else console.log('Test server started');

1)

lpumeyaHue:
dyHKUMA  npegHasHadeHa  Ons nonb3oBartener,  obnagatlowmx  AOCTaTOYHOM
kBanudukaumnen B obnactu IT.

7. Haxmute KHOIMKY COXpaHVITb U3IMEeHeHuA.

18.3.2. [lo6aBneHne BHYTPEeHHEN peaKLumn Ha CoOObITUe KOHTponnepa

[aHHasa yHKUMA npegHasHavyeHa Ans HACTPOMKM BHYTPEHHEW peakumm Ha cobbiTue HOBOW
nuHenkn koHTponnepos PERCo 1.x (CT/L, CL, KT x.xB).

A " 4

llpumeyaHue:

Mocne ,D,O6aBJ'IeHVIFI BHYTPEHHAA peaKunAa 3anneTcd B KOHTpPOIiiep n 6y,£|,eT BbIMNOJIHATBLCA
MM CaMOCTOATES1bHO.

[na no6aBneHns BHyTPEHHEN peakummn Ha cobbiTMe KOHTponnepa:

96

Mcnonb3ys naHenb HaBurauumn, nepenguTe B pasgen «AQMUHUCTPUPOBAHUEY.
OTkponTe nogpasgen «Peakumm Ha cobbITURAY.

HaxmuTe Ha naHenun MHCTPYMEHTOB CTpPaHWLbl KHOMKY [Jo6aButb, a 3atem [lobaBUTb
BHYTPEHHIOK peaKkLuio Ha cobbiTue KoHTponnepa. OTKpoeTcsi OKHO:

J06aBuTb BHYTPEHHIOIO peakuMo Ha cobbiTue

HazeaHue

KouTtpoanep Pecypc
BribepuTe ycrpokcTeo BeibpaTte pecypc
CobuiTne [eiAcTene
AKTUEMZMDOBATE ERIXOA
KonTakT Tvn peakuuu
Bpems cpabateisaHma

Bpems

BeckoHeuHOCTs

OTMeHa
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4. B none HaszaHue BBeAUTE Ha3BaHWe A1 HOBON peakuni.

5. B none KoHTponnep HaXXM1UTE KHOMKY 1 BbIGepUTE M3 CNMCKa HY>XHbIN KOHTPOSSep.
I BHumaHue!

=7 CnucoK (PYHKUMIA B HEKOTOPbIX MOMSX CTpaHWUubl OydeT MeHATbCA B 3aBUCUMMOCTY
OT KOHTpOsepa 1 BbIGpaHHOro Ans Hero pecypca.

6. B none CobbiTUe HaXMUTE KHOMKY 1 BbiGepuTe M3 cnucka cobbiTve ONS BHYTPEHHel
peakuuu.
7. B none OenctBue HaxmuTe KHOMKY 1 BbiGEpUTE U3 Cnuncka AencTeue Ans BbIGpaHHOro

paHee coObITUS:

e AKTMBU3UPOBATb BbIXOL;
e HopmanusoBaTtb BbIXOA;
e MackupoBaTb BXxoA.

8. B none KOHTaKT HaXmMuTe KHOMKY n Bblbepute M3 cnmucka oguH u3 BapmaHToB (Bxop
unu Bbeixopa).
lMpumeyaHue:
Bxopa nnn Bbixop B KOHUrypaumm KoHTponnepa AomkeH MMeTb TUn OBObIYHBLIN.

9. B none Tun peakumm HOXMUTE KHOMKY 1 BbibepuTe M3 cnucka TMn peakumu:
Bpewms cpabatbiBaHus;

Bpems abcontoTHoe;

e Bpems nocne cpabatbiBaHus.

10. B none Bpemsi HaXXMUTE KHOMKY n BblbepuUTE OAUH M3 BapunaHToB (BecKoHe4YHOCTb
unn CekyHAbl).

11. Haxmute kHonky CoxpaHutb. OkHO [lo6aBUTbL BHYTPEHHIOK peakumio Ha cobbiTue byaet
3aKpbITO, @ HOBas peakumsi NnosBMTCcS B paboyen obnactun cTpaHuLbl.

18.4. MNopgpaspgen «3agaHuA»

Mopopasgen npeaHasHadeH Ans co3daHus 3afaHui, aBTOMaTUYECKM BbINONHSEMbIX CEpPBEPOM
CMCTEMbI NO BPEMEHM (MO AHAM HEAENU UM MO KOHKPETHON aaTe).

BHumaHue!
L2520 [Ins BbINOMNHEHUS 3a4aHMin HE0GX0AUMO Hanuume CBSI3N C CEPBEPOM.

[ocTynHel crneayowme Buabl 3agaHuin:
e BbINOJSIHEHNE 3a4aHHON KOMaHAbl BbIOpaHHbIM YCTPOMCTBOM CUCTEMBI;
e pe3epBHOE KonMpoBaHue 6a3bl JaHHbIX;
e OTNpaBKa 3a4aHHOro oT4yeTa BblOpaHHOMY COTPYAHUKY (COTPYAHUKaM);
e BbINOSIHEHME NepepacyeTa XypHana paboyero BpemMeHu.

CTpaHuLa noapasaena uMeeT criefytoLmin Bua;
3aaaHuva PERCo-Web

@

Hazeanwe Koraa ssinonHate Havano Koney Cratyc BeINOAHEHWA

PezepeHoe KONMpoBaHKe B3zl A3HHBIX MH BT CP 4T NT CB BC 00:00:00 @ 01:00:00 BeINOAHEHO

1. MaHenb MHCTPYMEHTOB CTPaHULbl COOEPXAT:

. [o6aBuTbL — KHOMKa NO3BOMNSAET Co3aTh HOBOE 3afaHue.
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. PepakTupoBaTtb — KHOMKa NO3BOMAET U3MEHUTb NapaMeTpbl BblAeNeHHoro B paboyen
obnacTu cTpaHuLbl 3a0aHns.

° Ypanutb — KHOMKa No3BOMseT yoanutb BblgerneHHoe B paboden obnactn cTpaHuubl
3agaHue.
2. Pabouas obnactb nogpasgena cogepXkuT CNUCOK 3alaHnin cepBepa CUCTEMBI.
llpumeyaHue:

& B paboueit obnact peann3oBaHbl (YHKLMM COPTUPOBKM MO SrIeMEHTaM OfHOro
13 cTON6LOB N UBMEHEHUNS LWNPUHBI CTONGLIOB.

18.4.1. Co3pnaHune HOBOro 3agaHus

[nsa co3naHua HOBOro 3adaHus:

1.  Wcnonb3ys naHenb HaBurauun, nepenguTe B pasgen E «AQMUHUCTPUPOBAHUEY.
2. OrtkponTe nogpasgen «3agaHuay.

3. Haxmute Ha naHenu MHCTPYMEHTOB CTPaHWULbl KHOMKY Do6aBuTtb. OTKpoeTCA CTpaHuLa
ﬂoﬁaBMTb HOBOe€ 3aaaHue:
HoBoe 3ajaHue BepHyTbCA K CAWCKY 3aAaHuiA
Haseatme Cnncok aeicTBmnii JobasuTb gelricTBme

Koraa eeinoaxATs & Pezeperoe konuposanue Bazsl A3HHbIX

AHv weaenn
[-C:) Komanaa 8 yctpolicteo
Beibepute aHu Heagenu

T[.J OrtnpaeuTe oTUeT NO email

Bpeam Hadana Epe.\dﬁ OKOHYaHWA

© o0:00:00 ©® o00:00:00

@ BbinonHmTe Nepepacuer XypHana pabouyero BpemeHu

4. B none HaszsaHue BBeAUTE Ha3BaHWe A9 HOBOrO 3adaHus.

5. B cnucke Korpa BbINOMHATBL BbibeprTe NEpUOANYHOCTD BbINONTHEHUS 3aaHus:

e [1Hn Hepenu — ecnu 3agaHne HeOOXOAMMO BbINOMNHATL exeHeaenbHo. C MoMOoLLbO
COOTBETCTBYIOLLMX KHOMOK YKaXXnTe AHW Hegenu, B KoTopble ByaeT 3anyckaTtbCs 3agaHue.

e [laTa — ecnu 3agaHne Heo6X0AMMO BbINOMHUTL OAMH pa3. C NOMOLLbIO KaneHaapst yKaxuTe
Aarty 3anycka 3agaHus.

e [leHb mecsiua — ecnu 3agaHve HeobXOAMMO BbLINOMHATL exemecayHo. C nomoLbio
COOTBETCTBYIOLLMX KHOMOK YKaXXNTe AeHb Mecsila, B KOTOPbIN ByaeT 3anyckaTbCcsa 3agaHuve.

e C nomoLubto nonen Beoga Bpemsa Havana n Bpems OKOHYaHUA YKaXUTE NEPUOL BPEMEHN
B TeYeHue CYTOK, B KOTOPbIN 3a4aHne HeobxoaMMo 3anyCTUTb.

llpumeyaHue:

Y InA  BLINONHEHMS  3adaHU  pekoMeHayeTcs  BbibupaTb  Nepuos  BpeMeHw,
Kora coBepLUaeTCsl MUHMMArbHOE KOMMYECTBO NPOXOAOB M MUHMMAaNbHOE KONMYECTBO
onepaTopoB NOAKMOYEHO K CEPBEPY CUCTEMBI.

6. B pasgene [lo6baBuTb AenctBue BoibepnTe OOAUH U3 CredyroLwmx TUNOB 3a4aHui:
¢ Pes3epBHOe KonMpoBaHUe 6a3bl AaHHbIX — NO3BOJIAET CO34aTh 3a4aHNe MO COXPaHEHUIO
pesepBHOMN Konuu b (no YMOMYaHuio B coxpaHsieTcs B nanke
C:\ProgramData\PERCo-Web2\mysql B danne ¢ pacwmpeHnem .sql). 3apaHue
nobaensieTcs B pasgen Cnucok oencTeun.

lpumeyaHue:

7 MMo ymonyaHuto B noapasfdene Co3gaHO OAHO eXeAHEeBHOe 3adaHue Ans pe3epBHOro
KonupoBaHusa 6a3bl JaHHbIX, NPU HEOOGXOOUMOCTM MOXHO M3MEHWUTb NapamMeTpbl 3TOro
3agaHvsa. Yoanewue 3apaHua 6e3 OobaBneHusi HOBOro NpuBEAET K OTKITHYEHUIo
pe3epBHOro KONMpoBaHus 6asbl AaHHbIX.
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e KomaHpa B ycTponcTBO — N0O3BONSAET BbiOpaTb KOMaHAy ANs yCTpoucTBa, Aob6aBneHHoro
B KOoHurypauuto cnctemsl PERCo-Web. MNpu Bbibope gaHHOro Tvna 3agaHnst OTKPOKTCA
OOMNONHUTENbHbIE HACTPOWKU:

KomaHaa B yCTPOWCTBO

BuifepuTe yCTpOACTED

(o]
L 4
h

SpMTE KOMAMTY

5!

B none BbiGepuTe ycTponCcTBO BbiGEPUTE 13 BbiNadatoLLEero crmcka ycTpomucTBO, a 3aTemM
B none BbibepuTe komaHAy — koMaHay Anst Hero. Haxmute kHonky CoxpaHuTb, JaHHOE
3agaHne nobaBnTcs B CMUCOK.

e OTnpaBuTb oTYeT NO email — No3BoNsAeT co3gaTtb 3agaHue No OTnpaBke OoTyeTa OAHOMY
WNN  HECKONbKUM coTpygHukam. [lpu BbiGOpe AaHHOro Tuna 3afaHus OTKPOKTCS
OOMNOSMHUTENbHbIE HACTPOWKM:

OkHo COOEPKNT SNEMEHTDI:

HazgaHwe

Bug oTuerta

Mpoxoas coTpyaHUKOE

Orruet no MNoapasaeneHidi CoTpyaHHKaM
MNoapasgeneside

MoMeie-mne

Meprog

CEroaHA

Komy oTnpasanem CoTpyaHHEY CoTpyaHMKanm

Dopmat

HTML

OTMeHS

— HasBaHue — none npegHasHa4yeHo 45 BBO4A Ha3BaHWA oTYyeTa.

— Bwupa otyeTa — BbiNagaroLLnn CMCOK NO3BONSET BblOpaTh BUA oT4eTa:
o OTYeT 0 NpoxoAax COTPYAHUKOB;

OTYEeT O HapyLeHUAX COTPYAHUKOB;

OTYeT O BpeMeHU NPUCYTCTBUSA COTPYAHUKOB,

OTYeT O NMPUCYTCTBYHOLMX HA AaHHbIA MOMEHT;

OTYeT 00 OTCYTCTBYHOLIUX CEroaHs;

oT4yeT 00 ono3aaBLUMX CeroAHS;

oTYyeT 0 NnepepaboTke COTPYAHUKOB;

otyet T13.

O O O O O O O
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— OT4eT NO — NapamMeTp NO3BONSAET BbiOpaTb OOBLEKT OTYETHOCTHU:
o [MMoppaspgeneHuo — AN COCTaBMNEHWs OTYETa MO COTPYAHMKAM KOHKPETHOro
nogpasgenerusd. lNMpn yctaHoBke dnaxka nosiensercs none MoppasgeneHue,

B KOTOPOM C MOMOLLUbI  KHOMKK Heobxognmo BbibpaTe Tpebyemoe
noapasgeneHue.

o CoTpyaHuKam — Onsd COCTaBfeHUs OTyeTa MNo onpefeneHHbIM COTPYAHMKaM.
Mpun ycTaHoBKe (pnaxka nosiBNAETCs none Ans BbiBoAA CMMCKA COTPYAHWKOB,

B KOTOPOM C MOMOLLbH KHOMKK Heobxoanmo BbiGpaTh COTPYAHMKOB.
— Mepuop — BbiNagaoLLMA CNNCOK NO3BONSAET BbIOpaTb Nepmnog 0TYETHOCTN.
Mpn BblGope oT4yeTa T13 B OkHe Tawkke nosaABnseTca dnaxok [Mokas MUHYT,
npw ero yctaHoBke B oT4yeTe OyayT BbiBeAEHbI faHHbIE C TOYHOCTBIO 4O MUHYTHI.
— Komy oTnpaBnsiem — napameTp No3BonsieT BoibpaTh nonyyarens otyeta:
o CoTpyAHUKY — Npu yCTaHOBKe doniaxkka nosiensetca none CoTpyaHUK, B KOTOPOM

C MOMOLLBbIO KHOMKM HeobxoaMmo BbIGpaTb COTPYyAHWKA, KOTopomy Oyaer
OTNPaBnATLCH OTHET.
o CoTpyaHMKaM — npu YycTaHOBKe dnaxka oTyeT OyaeT BbICbINATbCA BCEM

COTpyOHUKaM, Bbl6paHHbIM C NnoOMoLWbKO nNapameTpa OTtyeT no COTPYyAHUKaM.

Ka)Kﬂ,bIIZ COTPYOHUK 6y,1:|,eT nony4vyartb OTHEeT TOJ1IbKO MO CBOUM AaHHbIM.
i BHumaHue!

“55 ns oTnpaBku oT4yeTa Mo e-mail HeoBxoaMMo, YTOBbLI B YYETHOI KapTOuKke COTPYAHMKA
npaBunbHO Obino 3anonHeHo nose Email.
— @opmar — BbiNagaroLni CNMcok No3sondaeT BbibpaTh hopmat danna otyeta — HTML,
XLSX unu CSV.

Mocne 3anonHeHus napameTpoB OT4YeTa Haxmute KHonky CoxpaHUTb, OaHHOe 3ajaHve

[obaBnTCs B CNNCOK AENCTBUN.

e BbinonHutb nepepacuet XXypHana paboyero BpeMeHu — No3BonsieT co3gaTb 3ajaHue
no nepepacuyeTty pabo4ero BpPEMEHM COTPYLHMKOB B nogpasgene
«XypHan ompabomaHHO20 epeMeHuU» pa3fena «Y4yem paboye2o epeMeHU».

Mpwn BbIOOPE AaHHOro TMnNa 3agaHust oTkpoeTca okHO Mepurop ¢ BhinagaowmmM CrNCKOM:

Mepuoa

ceroaHAa

OTMeHa

B Bbinagatoem cnvcke BoibepuTe nepuog, 3a kotopbli Byaet chopmmpoBaH OTYET:
o cerogHs;

BYepa;

C Hayana Hepgenu;

C Hayana mecsua;

npeablaylias Hepens;

npeabiayLWUn Mecsu;

nepBasi NONOBMHA MecsLa;
o BTOpas NorfioBMHa npeabiayliero mecsiua.

Haxmunte kHonky CoxpaHuTb, JaHHOe 3aaHne Ao6aBuTCa B CMMCOK AEVCTBUN.

O O O O OO

7. I'IpV| pa60Te B peXume pacnpefenieHHom CUCTEMbl Ha BKNaake CermeHT C NMOMOLLUBbIO KHOIKU

[06aBbTE HYXXHbIN CErMEHT.
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8. [ns yoaneHus OeWCTBUS U3 CMCKA HaXKMUTE KHOMKY (5] .

9. Tllocne  ycTaHOBKM  BpPEMEHMU n  gencrteunm  gns HOBOro  3agaHus HaXxmMmuTte
kHONKy CoxpaHUTb U3MeHeHus1, HOBOE 3aJaHne NosaBuTCs B paboyen obnactn cTpaHuubl.

18.5.

lpumeyaHue:

B ogHoM 3agaHuM MOXHO 3afaTb cpasy HEeCKONbKO OEWCTBUA AN BbINOSIHEHMS B OAMH
N TOT Xe nepuon BPeMEeHMN.

Moapasaen «OnepaTtopbi»

llpumeyaHue:

Mepen Havanom paboTbl C pasgenom co3ganMte porv OnepaTtopoB M BblganTe UM
nonHomoumss B nogpa3gene «Ponu v npaBa __onepatopoB»  pasgena
«AgMUHUCTPUPOBaHUEY.

Mogpasgen npegHasHa4veH Ans:
e CO3[aHuWd crMcka onepaTtopoB CUCTEMbl C yKaszaHuWeM AOCTYMHbIX pasferioB M Bbigaun UM
NOSTHOMOYMI Ha OCHOBE poJien;
e BpEeMeHHOro 6nokmpoBaHus / pa3bnokMpoBaHMA BO3MOXHOCTU JOCTYNa onepaTopa B CUCTEMY;
e pedaKkTUpPOBaHUA AaHHbIX U yaaneHus obaBneHHbIX paHee onepaTopoB.

CTpaHuua nogpasgena MMeeT creayowmin Bua;

Onepatopbl PERCo-Web

Norwn

1s

admin

[

Cotpyannkn Ponb a Onuc|

@ 1C admin a

ALMVHACTRATOP AIMUHUCTPATOR admin

1. TMaHenb MHCTPYMEHTOB CTPaHULIbI:

Ho6aBuTb onepaTopa — KHoMka no3sonseT 4o6aBUTbL HOBOrO onepaTopa.

PepaktupoBaTtb onepaTtopa — KHOMKa MO3BOMSIET U3MEHUTb [aHHble ornepaTopa,
BblAenieHHoro B paboyen obnactu cTpaHubl.

CkonupoBaTb onepartopa — KHOMKa MO3BOMSET CKOMMPOBaTb AaHHble onepaTtopa,
BblAeNEeHHOro B paboyei 06nactv cTpaHuubl, AN CO34aHMs HOBOTO onepaTtopa.

Ypanutb onepatopa — KHOrMka No3BonseT yaanuTb BblaeneHHoro B paboyer obnactu
CTpaHULbl onepaTtopa.

3abnokupoBaTb onepaTtopa — KHOMKa MO3BONSIET BPEMEHHO 6rokMpoBaTb
BO3MOXHOCTb JOCTYyNa B CUCTEMY OnepaTopa, BblaeneHHoro B paboyeri obrnactu cTpaHuLbl.

Pa3bnokupoBaTb onepatopa — KHOMKa MNO3BOnsieT pa3brnokupoBaTb paHee
3abnoKMpOBaHHY0 BO3MOXHOCTb [OCTyna B CUCTEMY [N onepaTtopa, BblAeNeHHOro
B paboyer obnactu cTpaHuubl.

Mowuck — none No3BonsieT NPOM3BECTM NMOUCK MO 3reMeHTaM CTonodLoB B paboyen obnactu

cTpaHuubl. KHomka © Copocutb ouuLlaeT none.

Pabouas obnactb CTpaHuLUbl COOEPXKUT CMNNUCOK onepaTtopoB CUCTEMbI.

3Hauok B B CTPOKE C AaHHbIMM orepaTtopa ykasblBaeT Ha TO, Y4TO AOCTyn onepartopa
B cucTemy 3abnokMpoBaH.

llpumeyaHue:

B paboyen obnactn peanusoBaHbl (YHKUUM COPTUPOBKM MO 3NEMEHTaM OQHOro
13 CTONB6LOB N U3MEHEHUS LWNPUHBI CTONGLIOB.
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18.5.1. [lo6aBneHne oneparopa CUCTEMbI

Ons

lpumeyaHue:

Mepen nobasneHnem onepaTopos co3danTe B nogpasgene «Ponuv v npasa onepatopoB»
pasgena «AQMUHUCTPUpPOBaHWe» HeobXxoAuMMble poOnuM OMnepaTtopoB W BbiAawTe UM
MOSIHOMOYMS.

BHumaHue!

Mpwn aktuBauumn nuueHsmm PERCo-WMO03 «MHmezpauyusi ¢ 1C» onepartop 1s co3paeTtcs
aBToMatmyeckn. [na ganoHenwen pabotbl ¢ 1C onepatopy 1s Heobxoaumo 3agaTb
naponb. Bontn B cuctemy PERCo-Web nop gaHHeIM onepaTtopom 6yaeT HEBO3MOXKHO.

AobaBneHns HOBOro onepaTtopa BbINOMHUTE cneayowme AeicTBUs:

WNcnonb3ya naHenb HaBurauuv, nepevanTe B pasgen «AAMUHUCTPUPOBaHMUEY.
OTtkpovite nogpasgen «Onepatopbi».

HaxmuTe Ha naHenu WHCTPYMEHTOB BKMaZKU KHOMKY Hdo6aButb. OTKpoeTCsi OKHO
[No6aButb oneparopa:

'D‘oﬁag"'rb onepaTtopa Hasan K cnucky onepartopos

O6uwme Hacrpoiiku Bxoaa MonHomouunsa

Onepatop Norux v MMepcoHan

{

BeibepuTe onepatopa ] [ d parof ] ~ bropo nponyckos

Poas Mapons N Yuét pabouero BpeMenu

| [ J paToj | ~ KowTpone aoctyna

OnwncaHwe MoeTopwTe Naponk v Bepudukauns

9.
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[ i | ~ 3akaz nponycka

'  MoHuTopmMHr

v AGMWHWCTPWPOBaHKE
B none Onepartop BbibepnTe 13 BbiNagatoLero cnmcka HeobxogmMmoro CoTpyaHuKa.
B nonsix loruH n Maponb ykaxute ansa onepatopa ero NorvH 1 naporeb.

B none Ponb C NOMOLLbI KHOMKK yKauTe Ans onepartopa ero nosiHomouunsi. Ponu
onepaTopoB co3garTcd B nogpasgene «Ponuv n npaBa onepaTtopoBy.

I'IpV| H606XOLI,VIMOCTI/I YKaXXute A5n4d oneparopa OnucaHwe.

B paspene [lNMonHomoums ycTaHoBUTE pnaxku y pasgenos, nogpasgenoB WM BKAZoK
noapasgenos, JOCTYN K KOTopbiM ByaeT paspeLueH onepartopy.

BHumaHue!

Mpn Bblgaye onepatopy nofHoOMouMrM Ha nogpasgen «KoHdurypauus» pasgena
«AQMUHUCTPUpPOBaHME» eMy NpeaoCcTaBnsaeTCs MOMHbIN AOCTYN KO BCEM KOHTposnsepam
CUCTEMbI, BHE 3aBUCMMOCTM OT MOSIHOMOYMA €ro POSiv Ha KOHTPOSnepbl. OTO MOXeT
NpMBECTU K HECAHKLNOHMPOBAHHOMY AOCTYNY B MOMELLEHUS.

Mpn BbIdAun onepartopy NoOfHOMOYMKA Ha nogpasgen «Pomu M npaBa onepaTopoB»
pasgena «kAQMUHUCTPUpPOBaHME» eMy NPeaoCTaBnseTcs BO3MOXHOCTb CO34aBaTb HOBbIE
ponn onepaTtopoB U M3MEHATb MpaBa CO34aHHbIX paHee ponen. ATO MOXeT MpUBECTU
K HECaHKLMOHMPOBAHHOMY U3MEHEHUIO MOSTHOMOYNIA POSEN.

Haxmute kHonky CoxpaHUTb M3MEHEeHMUA, HOBbi onepaTop Oyaetr goGaBneH B CMAMCOK
B pabouert obnacTtu cTpaHuubl.
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18.6. MNMoapaspen «Ponu n npasa onepaTtopoB»

Moapasgen npegHasHayeH gns:
e CO3[aHunA porien onepaTtopoB U Bbl4adyn NOSTHOMOYNM;
e pedakTUpoBaHuA U yaaneHus gobaBneHHbIX paHee poren onepaTopos.

CTpaHuua noapasgena MMeeT crieayoLwnii Bua:

Ponw n npaBa oneparopos PERCo-Web

w

Hassanwe Onwncanmne

Monsz0Batens @

1. MaHenb MHCTPYMEHTOB CTPaHULbI:

o [o6aBuTb — KHOMKa No3BonseT Jo6aBUTb HOBYIO POnb onepartopa.

PepakTupoBaTb — KHOMKa MO3BONAET M3MEHUTb Ha3BaHWe, onucaHue U NoNHOMOoYNS
ponu, BblaeneHHon B pabo4yelt obnacTu cTpaHuupbl.

. KonupoBaTtb — kHOmMka nossonsieT JobaBuTb HOBYK poOfib ornepaTtopa Ha OCHOBe
cosfaHHoN paHee.

. Ypanutb — KHOMKa MO3BONSIET yAanuTb Poflb, BblAeneHHy B paboyent obnactu
CTpaHuLpbI.

2. Pabouvas obnacTb CTpaHuLbl COAEPXXUT CMNCOK CO3AaHHbIX paHee poren onepaTopos.
llpumeyaHue:

= B pabouyen obnactn peanuns3oBaHbl (YHKUUM COPTUPOBKM MO 3SNEMEHTaM OLHOro
13 CTONB6LOB N U3MEHEHUS LWNPUHBI CTONGLIOB.

18.6.1. lo6aBneHune ponu onepartopa (Habopa NosTHOMoO4YUn)
[ns no6aBneHns HOBOW ponu oneparopa:

1.  Wcnonb3ysa naHenb HaBurauumn, nepenguTe B pasgen E] «AOMUHUCTPUPOBaHUEY.
2. Ortkponte nogpasgen «Ponu n npaBa onepaTopoBy.

3. HaxmunTte Ha naHenn MHCTPYMEHTOB CTPaHMLbl KHOMKY Ao6aBuTtb. OTKpoeTCcs cTpaHuua
Hob6aBneHune ponu:

[Nlobasnenne ponn BepHyTECA K Cnucky poneii

HassaHue

— {3 HekonTponupyemasn Teppuropus
Onwvicatie — {3 PaBouan soma
{3 KaBurer 427
— ¥ Xomn
— A} OBt xopnacp
{3 Otaen nponax
Momewenns .
{2} KabuHeT renepansHoro aupexropa
{2} Xoz.6nok
NogpazaeneHis
(¥ Otaen peknamsl
€ Otaen noructukw
LomxHocti
{2 Byxramepua
Ipadwn paBoter {2} Otaen cuabxenna
— o} Kabuwert iopucta
WWabnoHst AocTyna & Apxue
{3 Buicraeounsiii 3an
Wabnowut nponycros ) Cayx6a nepconana
{2} KabuHeT KoMMepUecKoro AvpeKTopa
Yetpoiicraa .
{2 Kabuket skoroumcTa
€ Kacca
LUIaBn0HE BEpUBMKALMM
€ MeperosopHan
MAaH! NoMewennii @ Acy

{2} Cxnap
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4.

8.

0.

B none HazeaHue BBeguTe HasBaHue ponu, B norie OnucaHue npv Heo6xoaAMMOCTV BBEaUTE
AONOMHUTENbHYI0 MHCPOPMAaLMIO O PO,

BbiganTte nonHomounsa co3gaHHom ponun. [1ns 3Toro ¢ NOMOLLbIO NepekrtoyaTens BoibepuTe Tmn
nosiHomoumn. Mpu aTom B paboyen obnactu cTpaHuLbl NOSIBUTCS CMMCOK OOBLEKTOB AaHHOro
TMNa, AOCTYNHbIX B cucteme. [oCTynHbI criegytowme Tunbl NOSIHOMOYMINA:

MomelleHus;

MoppaspeneHus;

JdomkHocTu;

Fpadmkn paboTbl;

LWabnoHbl gocTyna;

LLIa6noHbI NPONyCcKOB;

YcTponcTBa,

LLlabnoHbl Bepudukauuu;

MnaHbl NOMeLeHUN.

YcTtaHoBuTEe hfiaXkn y TexX OOBLEKTOB, MOSTHOMOYMSI Ha KOTOpble OOIMKHblI OblTb AOCTYMHbI
O5s1 Co34aHHON ponu onepaTtopa. Mpwn HeobXxo0aANMOCTH ncnonb3ymTte

KHOMKM BbiOpaTh Bce ¥ CHATb BblaeneHue. Takke eCTb BO3MOXHOCTb BKIHOUYUTH
B CMMCOK Bce nocnegywowme pAobaeneHHble anemMeHTbl. [ns 3Toro BOCMONb3yWTECh

KHOTMKOM Be3ycrnoBHbIe npaBa.
C nomoLbto nepekntoyatens Bolbepute Apyron TMn 06BHEKTOB M BblAanWTe Ha HUX NOSTHOMOYMS.

HaxmuTte kHomnky [lo6aBuTb, HOBasi ponb OyaeT gobaeneHa B cnucok B paboden obnactu
CTpaHuUUpbl.

[ns no6aeneHns HOBOrO onepaTopa CUCTeMbl OTKpolTe noapasaen «OneparTopbiy».

18.7. Moppaszaen «JlnueH3nn»
I‘Iop,pas,qen npegHasHaveH And BBoAa KOAOB akKTBaUWKW YCTAHOBJIEHHbIX MOﬂ,yﬂeVI MO cuctemsbl.

CTpaHuua nogpasgena umeeT creayowmin Bua;

(9) MuueHamoHHBI KOHTPONNEP (4 Monyuenue nuyeHanoHHoro Kioua

PERCo-WB @ PERCo-WS ()  PERCo-WMO1 )
Basosuii naker CrauaapTHeIi naket YUET paBouero Bpemenm
Mposepera Mpoeepera TMpoeepena
331 aeHs ocranca 331 gews octancs 331 gens ocTanca
(@ Moapobro BEECTU INLEHSMOHHEIF Koy @ Mogpobro BBECTH NMLLEH3MOHHBIN KNHOU @ MNeapobHo BBECTI MMLIEHZMOHHEIR KoY
PERCo-WMO02 (') PERCo-WMO3 (!)  PERCo-WM04 O]
Bepudukauus WkTerpauys ¢ 1C VIHTErpaLMA C BHELIHIMM CACTEMAMM
Mpoeepera Mpoeepea Mpoeepera
331 aeHs ocTanca 16 aHed octanca 331 gexs ocTanca
(@ Moapobro BEECTI MUEHINOHHEIA K104 @ Moapobro BEECTI NMUEHIMOHHBIF KIK0Y @ MoapabHo BEECTM AMLIEHSMOHHEIA KAKY
PERCo-WMO05 (') PERCo-WMO6 (!)  PERCo-WMO7 O]
MoHuTopHHr WuTerpauus ¢ TRASSIR Wnrerpauyma ¢ MCO "OPHUOH" (HBM "Boana”’)
Mpoeepera Mpoeepea Mpoeepera
331 AeHe ocTanca 331 aeHs ocTanca 331 geHs ocTanca
(© Moapobro BEECTI MUEHIVOHHLIA K04 @ Moapobo BRECTI NMUEHIMOHHLI K110y @ MoapatHo BEECTM AMLEHMOHHLIA KoY
PERCo-WMO08 (O]
Wnterpauus ¢ Axxon Next
Mpoeepera
16 aHed ocTanca
(@ Moapobuo BEECTU INLEHINOHHEI KKy
o o
1. KHonka JIMUeH3MOHHbIN KOHTpoOnnep Mo3BONsET BblbpaTb KOHTpoONnep, KoTopbln Oyger

104

MCNONb30BaTbCA B KayeCcTBe 3NEeKTPOHHOro knoya 3awutbl MO  cuctembl, n  nong
ans otobpaxenus IP- n MAC-agpecoB BbIOpaHHOIro KoHTposnnepa.

Pabouas obnactb BKMadKM COOEPXWT CMMCOK YCTAHOBMEHHbLIX MOAYMENW uU WHGOopMaLMIo
O NULEH3UN.
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MNocne HaxaTtusi Ha MoAapPO6GHO 0AHOro M3 MOAYeln OTKPbIBAETCS NaHeNb akTMBaLUN NULEH3UN,
KOTopas BbIFMSAMT crneayowmm obpasom:

PERCo-WB «bazoBblii nakeT»

OnucaHne NMLEH3NKN JINUEH3NOHHbIW KAKOY

«bazoeblid naker TMO» npegHasHaueH ANA opraHvzaumn

CMCTEMBI KOHTPOAA AOCTYMa Ha NPeANpWATAK, WMEIOWEM B BeeauTe NVUEH3MOHHBIA KoY ANA KomnoHeHTa PERCo-WB
wtate He OBonee 100 coTpyaHwkoB. EBasosoce 10
NoAAepXMBAET  BCe  OCHOBHbIE  yHKUWM  obecneueHus
6e30NacHOCT, B TOM UWCAe! KOHTPONb AGCTYNa MO BpemMeHu, BeeauTe knioy
KOHTpOAb 30HANBHOCTH (antipass), AocTyn C
KOMMWCCUOHUPOBaHNEM, Pazgen «AAMWHUCTRMPOBaHWE»
NOSBONAET  MPOWM3ZBECTM  MEPBMUYHOE  KOHQWIYPUPOBaHWE
oBbopyaoBaHUA cucTemel, A0BaBNEHWE OMepaTOPOB CUCTEMEI N
ee  JMUEeH3MpoBaHWe, KOHTPOAWPOBaTb paboTy  cucTembl,
COCTABNAA OTUEThl O CODLITMAX cucTembl. Pasgen «[lepcoHan=
NO3EONAET ABTOMATW3MPOBaTh NPOUECC BEOAA W XPaHeHWA
YUETHBIX AAHHBIX COTPYAHWKOE M CO34aHWUA rpadukos paboTel.
B pasgene npegycMoTpeHa BOSMOXHOCTb BEAEHMA CNUCKa
AOMKHOCTER W nogpasgeneHnii npeanpuatua. Pasaen «bropo
NpoNycKoB= NO3BOAAET aBETOMAaTU3MPOBATE MPOLECC BblAayn
NponycKos COTPYAHWKam npeanpuatva. Pasgen «KonTpono
A0CTyNa= MNO3BONAET  aBTOMaTU3MPOBaTh  QOpPMUpOBaHWe
OTUETOB O Npasax JOCTyNa COTPYAHWUKOB. Mpl HeobxoanmMocTn
OMEPATMBHOND PEearMpoBaHVA NPefycMoTPeHa BO3MOXHOCTb
YABNEHHOID YNPaBAeHNA YCTPOMCTEAMM CMCTEMBI.

ﬂ,OCTyI’IH ble BO3SMOXHOCTH

MNepcownan - 100 kapt Bropo nponyckoe KoHTpons agoctyna ALMWHWCTPUPOBaHKE
= COTpyaHWKK = CoTpyaHuku = ¥YnpaeneHue yCTpoicTEaMM = Ponu v npaea onepaTopoe
= [loapasaensHua = laGnoHsl goctyna = CoBeITUA cHCTEMEI
= JomKHOCTH = PeakuWun Ha cobeitvA
= MpazaHuuHbE JHU = Onepatopel
= Koxburypauws
= 3aaaHuA
= JlueHsun

Bua naHenu 3aBMCUT OT BbIGpaHHOrO Moayns.
Ans aktmBauum nuueHsun B none Knwouy BBeAMTE NULEH3MOHHBIN KN4 AN BbiGpaHHOro

KOMMOHEHTAa U HAXXMUTE KHOMKY E . Mpwn npaBunbHOM BBOAE NULEH3NA By4eT akTUBMPOBaHa,
UBEeT MOAyns M3MEHUTCA Ha 3eneHbin (beccpoyHas NUUEH3MS) UM XKenTbii (BpeMeHHoe
orpaHuyeHue).

MaHenb [locTynHble BO3MOXHOCTU COAEPXKMUT CMUCOK pasfaenoB M NoapasfenoB CUCTEMBI,
OOCTYMHbIX A4 BblbpaHHOro B paboyen o6nactn cTpaHumubl MOAyrs.

18.7.1. BBopg koga aktuBauum

[nsa BBoaa kogos aktuBaumm mogynen MO cuctemsi:

1. Wcnonbk3ysa naHenb HaBurauun, nepenguTe B pasgen E «AOMUHUCTPUpPOBaHUEY.
2. Otkponte nogpasgen «JinueHsmn».
llpumeyaHue:

7 KoHTpornnep, MCnonb3yoLnincs B Ka4ecTBe 3MEeKTPOHHOro Krova 3awmtel MO cuctems,
JomkeH ObiTb gobaBrieH B KOHUIypauuio CUCTEMbl Ha Bknagke «YCTPOWCTBa»
nogpasgena «KoHdurypaumsa».
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Haxmute Ha KHOMKY JNILEeH3NOHHBIN KOHTponnep. OTkpoeTcs OKHO
BbiGepuTe NULEH3NOHHbLIW KOHTpoONep:

BbibepuTe MMUEH3MOHHBIA KOHTPOAAEP

KoHtponnep CL15

KoHtponnep zamka (CLOS.1)
KoHtponnep zamka (CLOS.1)[1]
KoHntponnep 3amka (CT/LO4)[1+8]
Koutponnep zamka (CT/LO4)[1+8]
Kontponnep zamea (CT/LO4)[1+8]
KonTtponnep 2amka (CT/LO4)[1] (Croncean)
KoHtponnep 3amka (CT/LO4)[2+8]
KoHTtponnep zamka (Cknag CLOS)
KoHtponnep 3amka CLOS.1
KoHtponnep zamka CT/LO4 [1+8]

Koutponnep zamra CT/L04.2

OTMmeHa

B oTkpbIBLLEMCH OKHE BblAENUTe KOHTPOSSEP, BbiOpaHHbIN B Ka4EeCTBE 3NEKTPOHHOrO Krtouva
3awmTbl MO cuctembl. Haxxmute kHonky NMpUMeHUTb.

OkHO BblbepuTe NUUEH3UOHHbIM KOHTponnep ©Oyaetr 3akpbiTo. Ha  naHenu
JInueH3noHHbIN KOHTponnep nosasatca |IP-, MAC-agpeca M HavmeHoBaHvWe BbIGPaAHHOIO
KOHTponnepa.

B pabouen obnactu BKagku BbiAENMTE Ha3BaHMe Moayns, 4ns KoToporo Heo6xoaMmo BBECTU
ko4 akTuBaumm. OTKpoeTCst NaHenb akTUBaLUN NULEH3MM BbIOpaHHOro Moayrsi.

B none JIMLeH3NOHHbIN KN4 BBEAUTE KO aKTUBaLUK, YKa3aHHbIN ANS BblAeNeHHOro Moaynis
B NuuUeH3MoHHOM cornaweHun. Kog Beogutca 6e3 npobenoB u pasgenutenen. Haxmurte

KHOMKY b cnpasa oT norsi.

CepBep cuctembl NpoBepuT BBeAEHHbIM kod. [lpu npaBunbHOM BBOAE NMUEH3Ms OydeT
aKTMBMpoBaHa, LBET MOAYNA U3MEHMTCS Ha 3eNneHbln (BeccpodHas NULEH3NST) UK KENThIN
(BpemMeHHOe orpaHnyeHue).

B cnyyae owmnbkn npu BBOAE KOA4a aKkTUBaLMK, HECOOTBETCTBUSA KOAA BbIOpaHHOMY MOAYIHO
WUNN KOHTPOMNEpy, HapyleHUs CBS3M C KOHTPOSNepoMm OTobpasnTcs COOTBETCTBYHOLLEE
npenynpexaeHue.
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19. MapameTpbl KOHTponnepos PERCo

B 3aBUCMMOCTM OT TUNa KOHTpomnsiepa CNNCOK PecypcoB N COOTBETCTBYHOLLUX UM BKNaOOK MOXET
oTnnyatbes. [JOCTynHbI CcrieayroLwme BKNagKu:
¢ BHewHMe nogkntoYeHUs — NHpopmaLmsa 0 BHELLUHMX NOAKMIOYEHNSIX KOHTPOSNEepa;
CerTb;
Pa3Hoe;
Ny (3amok, TypHukeT, LLinar6aym);

[}

[}

[ ]

e Bxogbl;
e Bbixoabl;
o BbiBOAbI;
[}
[ ]
[ ]
[}
[}

CeHepaToOp TPEBOIHU;

CeouctBa JIMKOHA;

CTpoKu;

CocTtosiHMe — MHpopmMaLmsi O COCTOSHUN KOHTPOSNepa;
CuunTbiBaTenb.

19.1. Bknapka «CeTb»

Bknagka CeTb oToGpaxkaeT MHGOPMaLMIO O CreayroLmnX CeTEBbIX NapameTpax:
¢ IP-agpec;
e Macka nogcery;
e IP-agpec wnto3a;
o MAC-appec.

Bknaaka BbIrnsguT creaylowmm o6pasom:

HazeaHwme IP-agpec
KoHtponnep 3amka CLO5.2 10.1.115.128
Brixoa uz Macka noaceTti
He ewiGpano 255.0.0.0

%00 B IP-agpec wnwoza

He emibpaHo

Cnucok NFC ycrpoiicrs MAC-agpec

00.25.0b.01.73.80

CeTb
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19.2. Bknagka «Pa3Hoe»

Bknagka BbIrmsauT cneaytowmm obpasom:

(© KownTponnep TypHukerta CT/L04.2

HazsaHue Noctyn k Web-unTepdeicy
KoHTponnep Typruketa CT/L04.2 Bepcna Npowmexy

Bxoasl KOppekLWs BpEMERI OTHOCUTENEHO CEPEEPA CUCTEMBI (Uac)

0
Brixoasl
Cetb
CocTofHme

PazHoe

BHelWwHWe NOAKIHUEHWA

Bknagka Pa3Hoe cogepXuT crieqytoLmne HaCcTPONKM:
e [octyn k Web-uHTepdcency — npu yctaHoBke cprnaxka nosiBnseTca BO3MOXHOCTb pa3peLLmnTb

noakntodeHue k Web-nHtepdency koHTponnepa no IP-agpecy.

Bepcus npolumBKM — B nore otobpaxaeTcs Bepcusi poLUMBKN BCTpoeHHoro MO koHTponnepa.
Koppekuns BpemMeHM OTHOCUTEeNbHO cepBepa cCUCTeMbl (4ac) — norne mno3BonseT
NPOV3BECTN KOPPEKLMIO BPEMEHM OTHOCUTENbHO CepBepa CUCTEMbI, YTOOblI Yy COObLITUIA
KOHTPONIEpoOB [AOCTyna, YCTaHOBMEHHbIX B pa3HbIX YacoBblXx Mosicax, 3anucbiBanochb
KoppekTHoe Bpems Ha obuwem cepBepe PERCo-Web. Yackl crnenyet BBOAUTb B MHTEpBane
ot -12 no 12.

19.3. Bknagka WY («3amok», «TypHukeT», «LLinaréaym»)

Bknagka BbIrmsauT cneaytowmm obpasom:

ﬁj’ LLina I'BEyM BEpHYTLCA K CIMCKY

Hazsanue

HopuansHoe (T.e. 33610k1pogaRHOE) coCTORHHME KOHTaKTa (2x04 1Y) >  Ynpasneuue MY

KowTponnep wnarbayua (wnarGaym) Hopuankto zamkHyT

Beixoa nz

Hekowtponupyeman Teppuro... €

Bxops

3pamme

Crucok NFC ycrpoiicts

Winar6aym

Cunrwigatens 1 12 MutmyTel

CunTeigatens 2

CBpocKTh 30HANLHOCTL

HopmaneHoe cocTomkwme "3akpairo” seixaza MY

He zanuTan

o Hopuanusauws seixoaa MY

MNocne “3akpbina”
[x] p

MpeaensHoe spema pasbnoknpoeky

50 Cexynas

3agepxKa Ha 3aKpeITHE Wharbayua

30 CexyHasi

BeMR ORVASHUR KOMUCCHOHMPOBAHIA

OreyrcTaue aaruuka npoesaa

KomaHgbl ans ycrpoiicTBa

BHYTREHHAR 33L4MTa OT Nepeaayn vaeHTHgKaTopos (Local Antipass)

TeHepatop Tpesory

Ons
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HaCTPOWKN BXOAOB AOCTYNHbI Criegylolme napameTpbi:

HopmanbHoe (T.e. 3abnokuMpoBaHHOE) cocTosilHMe  KOHTakta (Bxoa  WY)
(HopmarsibHo pasomkHym | HopmanbHo 3amkHym). NMapameTp NO3BOMSIET yKka3aTb COCTOSIHME
Aatyvka asepw / Bbixoga PASS TypHukeTa npu 3abnokMpoBaHHOM COCTOSAHUM AaHHOro LY.
HopmanbHoe cocTtosiHue «3akpbiTo» Bbixoga WY (He 3anuman | SanumaH). MapameTtp
yKasblBaeT, akTUBM3NPOBaH N BbIXoA ynpasneHusa WY (nogaHo ynpasnsoliee HanpsKeHue
Ha perne unu TpaH3ncTop) nNpu 3abnoknposaHHoM LY.
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e Hopmanusauua Bbixopa WY (llocne «Omkpbimusi» | MNocne «3akpbimusi»). NapameTtp
onpegenseT, B KAKO MOMEHT HOPManu3yeTcsl COCTOSIHUE Bbixoda ynpasneHus LY.

o [lpepenbHoe BpemMs pa3brnokupoBKU. [MapameTp No3BonseT ykasaTb BpeMS, N0 UCTEYEHUU
KOTOPOro KOHTponnep cdopmupyeT coobuweHne «MY He 3akpbimo nocre npoxoda
rno uéeHmucghukamopy» Nno NpuUYnHe Toro, Yto NY He 3abrokmpoBaHo.

e Bpema ypepxaHusa B  pa3bNOKMPOBaAHHOM  COCTOSlHUM  (BpemMs  aHanu3a
maeHTudukaropa / 3agepxka Ha 3akpbiTve wnaréayma). NapameTp nos3eonseTr 3agaTtb
BpEMsi, KOTOpPOEe AOMKHO NPOoWTK OT pas3bnokmpoBkn Y oo ero 6nokMpoBKM NOcne ycnewHom
ayTeHTMduKaumm. 3a 3TO Bpems HeobxoaMmo CcOoBeplnTb Npoxof / npoesd, uHade WY
3abnokupyetcs. MNMapameTp MOXeT ObiTb 3agaH B uHTepBane: ot 250 go 750 munnuncekyHg
¢ warom 250 munnucekyHa; ot 1 cekyHabl 40 4 MUHYT; GECKOHEYHO.

e Bpemsa oxumpaHuss KOMUCCUOHMpOBaHUA. [lapameTp MNO3BONSAET OrpaHUYUTbL WHTepBarn

BpeMeHu mexay npeabsiBNeHnem naeHTudmkatopa nonb3oBarens
(coTpyaHuka / nocetutens / cnyxebHoro TC) n KOMUCCUOHMPYOLLEN KapTbl
(coTpyaHuka / oxpaHHWKa / BOAUTENSA) B Cryyae, €eCcnu B nNpaBax uWAeHTUdukaTopa
nonb3oBarens yCTaHOBIEH AOCTyn c KOMMWCCHOHUPOBaHWEM / AOCTYnN

C LOCMOTPOM / noaTBEPXXAEHUE Npoe3fa KapTon BoAUTENS.

e Pernctpaumsa npoxoga no npeabsiBNeHUI0 uaeHTUdUkaTopa (OTCYyTCTBME AaTyMka
npoe3pa). lNpn yctaHoBKe napameTpa KoHTponnep OyaeT cunmtaTb NPOXOL COBEPLUMBLUMMCS
cpasy nocne npeabsBneHnss MaeHTUdUKaTopa, He3aBMCMMO OT Toro, OyaeT nu pearnbHO
coBepLueH npoxog yepes NY nnu Her.

BHumaHue!

S50 OyHKUMKM  BepudMKauuMm M KOHTponst 3oHanbHocTu (Antipass) He 6yayT pabGoTaTtb

npv aKkTMBHOW perncrpaummn npoxoda no npeabsBneHno ngeHtTudukaTopa.

e BHyTpeHHAAa 3awmta oOT nepegaun uageHtucpukatopoB (Local  Antipass).
MMpn ycTaHOBNEHHOM  MapaMeTpe  KOHTPOMfep  OTCNEeXuBaeT  cnydam  NOBTOPHOro
npeabaABNeHUs OOHOMO U TOro Xe naeHTUdUKaTopa K TOMy Xe cYMTbIBaTeN!o.

e Pexnm pabotbl Bbixopga ynpaBneHus WY. [lapameTp nos3sonset BblibpaTb pexum
ynpaBneHna noakntoveHHbIM NY:

— MoTeHUManbHbLIA.

— UMNynbCHbIN — peXnM ynpaBrieHnsa NpMMEHSEeTCH TONbKO AN 3aMKOB, NOAAEPKNBAOLLNX
9TOT pexum. PekomeHaoyeTcs ucnonb3oBaTb [Afs  9MNEKTPOMEXaHUYeCKUX 3amKoB
C CamMOB3BOJOM, OTKPbIBAKOLLUXCS KOPOTKUM UMMNYINbCOM (Hanpumep, 3amkm « CISAy).

e CwmeHa 30HbI Npu npoxopae. [apameTp HyXXeH ANA CMeHbl NPOCTPAHCTBEHHbIX 30H Npu paboTte
¢ cyHkumen Global Antipass.

e Fire Alarm B pexume «OxpaHa». [1pyn ycTaHOBNEeHHOM bnaxke aBapuinHasi pa3bnokMpoBka
(oTkpbITME Npoxoda WMY) B cnydae NOCTYNNEHUA ynpaBnsioWero curHana oT yCTpPoWcTBa
Fire Alarm npousongetr Takke npwu B3ATOM Ha oxpaHy O3, Bknovawowen JaHHoe WY.
Mpn cHatom napameTtpe (no ymonyauuw) B PKO «OxpaHa» curHanbl Ha Bxogax
Tun: Fire Alarm urHopupytoTca.

19.4. Bknagka «Bxoabi»

JdononHuTtenbHble BXOAbl KOHTPOMMEpoB MOryT OblTb WCNOMb30BaHbl Ans  HabnogeHus
3a COCTOSIHMEM BHeLUHero obopyaoBaHWs, NOOKMHOYEHHOrO K HUM. Bxoabl MOryT MCMOmnb30BaTbCA
ANA NoaKntoYeHusa KHormku cbpoca TpeBorn, YCTpPoOWCTBa ANns nogady KomaHnAbl aBapuUHOW
pa3bnokmposkmu FireAlarm n gp. [JocTynHbl cneayowme napameTpbi:
e Tun. PackpblBaloLLMIACS CMMCOK NO3BONSET BbIOpaTh OAUH U3 CReayoLnX TUMOB:
— HerT. K gaHHOMy BXoA4y He NOAKITOYEHO HMKAKoe BHeLIHee o6opyaoBaHume.
— OObIYHbIA. K faHHOMY BXOAy MOAKIOYEHO BHewWwHee o6opyaoBaHue, COCTOsIHME KOTOpOro
OOJDKHO OTCNeXunBaTbCa KOHTponnepom. MoXxHo ykasaTb anroputMm AerUCTBUA KOHTponnepa
Npv NONyYEHUM YNpPaBnALLEro curHana ot NogKnio4YeHHOro 06opyaoBaHus.
— CneumanbHbIi. [pegHasHaveH 4ns aBTOHOMHOMO cbpoca TPeBOru, BbIKMIOYEHNS CUPEHDI.
— Fire Alarm. lNpegHasHayeH Ans NogkmlYeHna yCTpoOMCcTBa nofdadn KOMaHAbl aBapUnHON
pa3bnokmpoBku (OTKpbITUA) Nnpoxoaa NY Fire Alarm.
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— MoparBepxpeHne ot BBY. [lpegHasHadyeH ans  nogkniodeHust  Bbixoga BBY,
Ha KOTOpbIM NofaeTca ynpaBndaoLLniA curHan B criydyae paspelleHust npoxoaa.
— 3anpet ot BBY. lNpegHasHadeH ons nogkniodeHnsa Bbixoga BBY, Ha koTopbit nogaetcs
ynpaBndAwLLnA cCUrHasn B crydae sanpeTra npoxoja.
¢ HopmanbHoe cocTosiHue KOHTakTa (Pa3omkHym / SamkHym). Belbop napameTpa 3aBuUCUT
OT TMNa nogkntovYeHHoro obopyaoBaHusa. lMapameTp onpeaensieT, Kakon YpoBEHb CUrHana
Ha BXO4E KOHTporfepa cuMTaeTcs HoOpManM3OBaHHbIM.

B 3aBncMmocTn OT BbIOpaHHOro Tvna ocTasnbHble NapamMeTpbl BXO4a MOryT pas3nunyaTtbCs.
Tun OObIYHbLIN:

o BpemeHHOM KpUTEpPUI MacKMpoBaHUA [ akTUBU3aLmMm /| Hopmanusauum:

— Ha yKa3zaHHoe Bpewmsi. BbiGpaHHble [OMOnNHUTEnNbHbIE BXOAbl oyayT
MaCKMpOBaHbl / aKTUBM3NPOBAHbI / HOPMAarnM30BaHbl Ha YKa3aHHOE BPEMS.

— Ha Bpema cpabatbiBaHusa. BbiOpaHHble — gononHuTenbHble  Bxoabl  OyayT
MacCKMpPOBaHbI / aKTUBM3MPOBaHbI / HOPMarnM30BaHbl Ha NPOTSXXEHUN BCErO BPEMEHU, KOrga
Ha AaHHOM AONOSNHUTENBbHOM BXxoAe OyaeT NpucyTCTBOBATb YNPaBSAOLWMIA CUrHan.

— Ha Bpems cpabatbiBaHMA U nocne cpabaTtbiBaHUA. Bbibop aToro napamerpa aBndercs
KomMbuHaumen fOByx npegbiaywnx. BbeibpaHHble gononHuTenbHble  BXoAbl  OyayT
MacCKMpPOBaHbI / aKTUBM3MPOBaHbI / HOPManM3oBaHbl Ha BpPeMsi, B TeYeHWe KOTOPOro
Ha JaHHOM [OMOSHUTENBbHOM BXoA4e OydeT MpMCyTCTBOBATb YNPaBMISHOWMA CUrHas, Nnoc
yKa3aHHOe BpeMS.

e [lononHuTtenbHble BXOAbl, MaCKMpyeMbie Npu akTUBU3auuMu. ITOT napameTp no3sonseT
yKasaTb, Kakne MMEHHO OOMNOSTHUTENbHbIE BXOAbl KOHTpOMfepa AOSMKHbI OblTb MaCKMPOBaHbI
(T.e. He BoCNpUHMMATbL YNPaBASAKOLWWIA CUrHan OT BHeLHero obopyaoBaHus) Npu NosyvyeHum
YyNpaBnsAOLWEro curHana oOT MOAKMYEHHOr0 K [AHHOMY  [OMOSHUTENbHOMY  BXOo4y
obopynoBaHud. [nst Boibopa OTMETbTE T€ OOMNOSHUTENbBHbIE BXOAbl, KOTOPblEe LOMKHbI ObiTh
MacKUPOBaHbI. YKaXnte BpeMeHHOW KpUTepuin MackMupoBaHus.

o [lononHutenbHble BbIXOAbl, AKTUBU3UPYEMbIe NpU akTUBM3auuMu. OTOT napameTp
Nno3BOSISIET yKa3aTb, Kakne WMEHHO OOMOMHUTENbHbIE BbIXOAbl KOHTPOfepa AOMKHbl ObiTb
aKTMBU3NPOBaHbI MpK MOMyYeHUM YNPaBNSAOLWEro curHamna oT MOAKIMHYEHHOTO K AaHHOMY
aononHuTensHoMmy Bxogy ob6opygoBaHusa. Ons Bblbopa OTMeTbTe Te [OOMNOSHUTENbHbIE
BbIXOObl, KOTOpble [OOMMKHblI ObITb aKTUBU3NPOBAHLI. YKaXUTE BPEMEHHOW KPUTEPUN
aktmBusaumn. Cnegyet 3ameTuTb, YTO akTUBM3aUUs penemHoro Bbixoda, npuBs3aHHas
K aKkTUBM3auMN OOMOSTHUTENBHONO BXOA4A, HE YYUTbIBAET BO3MOXHOMO LUYHTUPOBAHUSI 3TOrO
BXOA4a. OTO OYEHb BaXXHO ANA criyvyaeB npumeHenns OK3I.

e [lononHuTenbHble BbIXOAbl, HOpManNU3Mpyemblie MNpPU aKTUBMU3auuum. ITOT napameTp
No3BOSISIET yKa3aTb, KakMe WMEHHO OOMOfHUTENbHbIE BbIXOAbl KOHTponepa AOMKHbI ObiTb
HOpManuanpoBaHbl NPV NOSTyYEeHUN YNPaBNSAOLWEro curHana oT MOAKMYEHHOro K AaHHOMY
aononHuTensHoMmy Bxogy obopygoBaHusa. Ons Bblbopa OTMETbTe Te [OOMNOSHUTENbHbIE
BbIXOA4bl, KOTOpble AOMKHbI OblTb HOPManu3MpoBaHbl. YKaXuTe BPEMEHHOW KpuTepui
HopManusaumm.

Tun CneunanbHbIN:
e Copoc TpeBorn (leHepaTtop TpeBoru). [lpu ycTaHOBKE napameTpa nofydeHue
ynpaBnsAwLLEro curHana Ha 4aHHoM AONONIHUTENBbHOM BXoAe npuBeneT K cOpocy TpeBoru.
Tun MogrBepxgeHue or BBY / 3anpet ot BBY:
e Howmep WNY. MNapameTp 3agaeT Homep UNY, K KOTOpOMY NPUBA3LIBAETCSH CYMTLIBATENMbD.

19.5. Bknagka «Bbixoabi»

[lononHuTenbHble BbIXxoabl MOryT GbliTb MCMONb30BaHbI AN yNpaBneHus nbbiM AONONHUTENbHBIM
obopyaoBaHMeM B paMKkax cucTeMbI. [1nsi HACTPOWKN pecypca AOCTYMHbI crieaytoLme napaMmeTpbl:
e Tun. PackpblBaloLLMIACA CNUCOK NO3BOMSET BbIOpaTh criedytoLme TUnbl Bbixoaa:
— Hert. K gaHHoMy Bbixoay He MOAKMIOYEHO HUKAKoe BHELLHee 06opyaoBaHue.

— OObIYHbIN. K BbIXO4y NOAKIHOYEHO OONOMHUTENBHOE 000opyaoBaHMe, Nornka ynpasneHns
KOTOPbIM OMMCbIBAETCS 4epe3 onucaHue APYrnx YCTPOWCTB CUCTEMbI (3@ WUCKIIOYEHMEM
pecypca leHepaTop TpeBOrn).
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- FeHepaTop TpeBOru. PelweHne o6 akKTnBm3aumm OONOJIHUTESNIbHOIO BbiXoAda NMpUHMMaeETCA
B COOTBETCTBUM C NapaMeTpamMu, 3agaHHbIMU O51A4 pecypca FeHepaTop TpeBOru.

e HopmanusoBaHHoe cocTosiHme (He 3anuman /| 3anuman). MapameTp onpeaensieT, nogaHo

nn ynpaengawowee HanpsXXeHve Ha pene Bbixoga nNpu HOpManm3oBaHHOM COCTOSIHUK BbIXoAa.
[ns BbixogoB Ne 1 n Ne 2 HopmanuaoBaHHoOe cocTosiHue: He 3anuTtaH.

Bpemsa aktuBmsauum. Bpems, Ha KOTOpOe BbIXOA4, NPU HaNUYMM aKTUBU3UPYIOLLLETO
yrnpaBnsowWero BO3OENCTBUS, MEHSIeT CBOE€ COCTOsiHME M3  HOpManuM3vMpoBaHHOMO

Ha NpOTUBOMNOJIOXKHOE.
llpumeyaHue:

Nocne BKNOYEHUS NUTAHNA BCE BbIXOAbI HOPMalin3yrTCA.

19.6. Bknagka «BbiBoAbI»

Bknagka BbIrnsaguT creayowmnm obpasom:

(65 Kontponnep samka CLO05.2

HassaHue

KoHTponnep sauka CLO5.2

Buixoa 3

He sei6pario

Broa s

He seiGparo

Crucok NFC yeTpoiicrs

Cets

Paznoe

BHELUHIE NOAKAKUEHUA
TeHepatop Tpesoru
3amok

BLiBOAS!

CumTbiatens

JHononnuvTensHeli sbixoa NO1

Tun

OBuiuniii esixoa

Hopuaneroe coctonHie

He zanuTaw

BepHYTECA K Clncky

[lns HacTPONKM AOCTYMNHbI CrieayloLme napameTpsb:
e Tun. PackpblBatoLMiCs CNUCOK NO3BONSIET BbIGpaTh OANH U3 CrieayoLwmnx TUMNoB:

— Hert. K gaHHoMy Bxoay He NOAKMYEHO HMKaKoe BHelHee obopygoBaHue.

— OO6bI4YHbIN BbIxoa. K Bbixogy NOOKHOYMEHO AOnonHUTENbHOEe obopyaoBaHue, noruka
ynpaBneHns KOTOpPbIM OMUCbIBAETCA 4Yepe3 OnucaHue [Apyrux YCTPOMCTB CUCTEMBbI
(3a ncknroyeHnem pecypca NeHepatop TpeBorm).

— leHepaTtop TpeBoru. PelwweHne o6 akTuBM3aLmMn AONOMHUTENBHOIO BbIXOA4a NPUHMMAaETCS
B COOTBETCTBMM C NapameTpamu, 3afaHHbIMK Ansa pecypca MeHepaTop TpeBoru.

— Bxop Fire Alarm. [llpegHasHayeH ANS MOAKMKYEHUS YCTPOWMCTBa Mofdadn KomMaHgbl
aBapuiiHon pa3bnokmpoBku (OTKpbITMA) npoxoga UY Fire Alarm.

— CuHxpoHusupyowmn Bxoa/ Bbixod. BbiBog wucnonb3yetca Ans  CUHXPOHM3aLMU
COBMECTHOWN paboTbl ABYX KOHTponnepoB npu opraHunsaumm KIl ¢ KoHTporeM nNpoxoaoB
B ABYX HanpaeneHusx. B 3Tom pexume BbIBOAbI KOHTPOMMEPOB COEOUHATCA Apyr
C ApYyrom.

HopmanbHoe coctosiHne (He 3anumaH / 3anumad). Belbop napameTtpa 3aBUCUT OT Tuna

noakntoyeHHoro obopynosaHus. MNMapameTp onpegensieT, KakonW YpoBEHb CUrHana Ha Bxoae

KOHTpoOsepa cynTaeTcs HopMann3oBaHHbIM.
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19.7. Bknapaka «l'eHepaTop TpeBOrm»

Bknagka BbIrnsguT cneayowmm obpasom:
(5 KoHTponnep 3amka CL05.2 BepHYTLCA K CTIMCKY

Hazsanme Texepauya Tpesorv npu Ecnn MAEHTUOUKATOP HE SAPETVICTPMPOBAH > KomaHae! ynpasnenus Tpesoroii CKYJ,

NpeAbABAEHAN WAEHTUGVKaTOpa
Kontponnep samxa CLO5 2 Her

TeHepaLUs TPeEOrM Npu CBbpocuTe Tpesory

Brixos w3 HECAHKLYOHMPOBAHHOH Ecnu VIAEHTNOVKATOP SAMPELLEH
pazBnokumpoeke MY MogHATs Tpesory

He eribparo Her
leHepauua TPEBOMY NO HEAOMYCTUMO
Bxoans fonromy oTkpsimaio WY Ecnu WCTEK CPOK AEACTBNA

He suibpario =

£ ILE
Crco NFC yetpoiicrs Eena HAPYILEHO BPEMA
Her
Ecnu HAPYLLIEHA 30HANBHOCTb
Her
Ceme
Ecnu HAPYLLIEH PEXVM PABOTbI

PazHoe Her

Ecnn HAPYLIEHO KOMWCCHOHWPOBAHME

KomaHgb! gna ycr poicT Ba

BHELUUE MOAKAKOUEHUA
Het

Teneparop Tpesoru

3amok

Boigoss!

CumrtbiBaTens

Pecypc CBA3aH C KOHTpOJj1epom MY 1 no3BonsieT BbIAENUTL cobbiTus, KOTOpbI€ OO0JIKHbI MPUBOAUTb
K reHepauunm TpeBorn B KOHTpoOInepe n CoOoTBeTCTByrOLEMY ynpaBlieHUO BblAEJIEHHbIM BbIXO40M

TpeBoru (ogumH n3 penemnHbix BbIXOJ0B KOHTponnepa, ans KOTOPOro
Bbl6paH Tun: NeHepaTop TpeBorun). [JOCTynHbI cnegyoLwmne napameTpsbl:
e Bknagka leHepauuss TpeBOrM npu npeabABNeHUUM wupeHTudukaTopa — napameTp

no3BonseT ykasaTb cobblTUs, CBA3aHHbIE C NpeabsBNeHNneM KapT A0CTyna, Npyu peructpaumm
KOTOpbIX NMPON30MAET reHepaums TpeBoru:

— ecnu MVOEHTU®UKATOP HE 3APETMCTPUPOBAH;
— ecnu MOEHTUOUKATOP 3AMNPELLEH;

— ecnu UCTEK CPOK OENCTBUS;

— ecnu HAPYLLEHO BPEMA4;

— ecnu HAPYLUEHA 30HAJIbHOCTD;

— ecnu HAPYLLUEH PEXWUM PABOThI;

- ecnu HAPYLLEHO KOMNCCUOHUPOBAHME.

,D,J'IFI KaxKaoro cobbITNS1 eCTb BO3MOXHOCTb Bbl6paTb TWUN TPEBOIN:

— Her.
— Twuxasa. TpeBora reHepupyeTcs, HO NPY 3TOM He aKTUBU3UPYIOTCHA BbIXOAbl, A4S KOTOPbIX
BblOpaH Tun: FeHepaTop TpeBOru.

— Tpomkas. MeHepupyeTca TpeBora.

o Bknagka MeHepauusa TpeBOru npu HecaHKLMOHUPOBaHHOM pa3bnokupoBke NY — napameTp
nossondet ans PKL «KoHmpornb» n «3akpbimoy ykasaTb, OygeT nn reHepmpoBaThCsi TpeBora
B Criydae MexaHudeckon pasbriokumpoBkn UY npu nomowin knwouda, TO ecTb 6e3 koMaHAabl
OT KOHTponnepa:

— B PEXUME PABOTbI "KoHTponb",;
— B PEXXUME PABOTbI "3akpbiTo".

e Bknagka leHepauusi TpeBOrM No HeaonycTUMO AONroMy oOTKpbiTUO WY — napametp
nossonsetr ana PKO «Kowmpornb» ykasaTb, OydeT nu reHepupoBaTbCA TpeBora B criyyae,
ecnu nocne oTkpbITUst 1Y oHO He GbiNo HopManu3oBaHo B TeyeHune MNpeaenbHOro BpemeHu
pa3bnoknpoBKu, 3agaHHOro B napameTpax atoro Y.
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19.8. Bknagku «CBouctBa JIMKOHA» n «Ctpokn»

Ha Bknagke CBomuctBa JIMKOHA pacnonoxeHbl napameTpbl HacTpoOWKM ANS KOHTponnepa

peructpaumm PERCo-CR01 LICON.

e [psamoe HanpaBneHue npoxopga. [lapameTp no3BonseT ykasaTb, B HanpaBfi€HUU KaKoOro
n3 cunTbiBaTenen npoxon cuuMtaetrca BXxogoM. [lpu ycTaHOBMEHHOM napameTpe npasblv
CUYUTbIBATENb CYMTAETCH BXOLHbIM, NEBbIN — BbIXOAHbLIM. [1py CHATOM — HA060pPOT.

lMpumeyaHue:

Mpy n3ameHeHun NPAMOro HanpaeneHus NPoxoga NoAnucK ykasatenen «Bxod» n «Bbixod»
Ha XKKW He meHaTca. USMeHUTb TeKCT Hagnucen ykasatenen MOXHO B pacKkpblBaroLeMca
MeHto Jlokanusaumusa otobpaxaemMbIX CTPOK.

e Bpemsa oxumpaHus oTBeTa Ha 3anpoc OT cepBepa cuUcTeMbl (MakcumanbHO 12 cek;
no ymon4yaHuo 5 cek). Mone BBoga nos3BonseT 3agaTb BpPeEMS, B TeYEHME KOTOPOro
KOHTPONEp OXuaaeT NonyYyeHnsa OT cepBepa CUCTEMbI NepcoHanbHon nHgopmauun (PUNO),
CBSAI3aHHOW C NpeabsiBNEHHOMW KapTouM pfoctyna. B cnyyae HEBO3MOXHOCTM MOMy4YeHUs
nHdopmaumm Ha KKU otobpaxaeTcs HoOMep KapTbl.

o Bpewms nokasa nHdopmauum o coTpyaHuke (no ymonyaHuio 2 cek). lNone BBoga nossonsiet
3agaTtb Bpems, B TeyeHue kotoporo Ha XKW koHTponnepa otobGpaxaeTrcsa nepcoHanbHas
MHdopMaLmsl, CBsI3aHHasA C NpeabsBNEHHON KapTon 4ocTyna.

e 3awmTta oT nepegaun naeHtudukatopos COTPYAHUKOB / MOCETUTENIEN (Antipass).
MapameTtp nossonser pgns PKO «Kowmponb» onpegenuTb peakuuio  KOHTponnepa
Ha NpegbsBneHMe KapTbl AOCTyNa COTPyAHUKa / noceTUTens K CYMTbIBATEnNt0 B Chnydae
HapyLleHnsa UM QYHKUMM KOHTpons 3oHanbHocTh (Antipass). [ns kaxgoro n3 ykasaHHbix PK[,
KOHTposepa MOXHO BblibpaTb OOMH U3 BUAOB KOHTPONS:

— HerT. KoHTponnep He y4nTbiBaeT 30HaNbHOCTbL HOMepa KapTbl 4518 paspeLleHns ocTyna.

— Msarkasa. KoHTponnep paspewwmuT AOCTyn No KapTe, Npyu 3TOM peructpupyetcs cobbitue
MOHUTOpUHra  «[IpedbsisieHue  udeHmugbukamopa, HapyweHue  30HallbHOCMU»,
rnocrie CoBepLleHMst  npoxoga  peructpupyetca  cobbitne  «flpoxod no  kapme
C HecoomgemcmeaueMm meKyuw,emy MecmoriofoOXeHU».

— XecTkasa. KoHTponnep 3anpetuT AOCTyn Mo kapTe, NpuM 3TOM perucTpupyetcs cobbitue
MOHUTOpUHra «llpedbsgrieHUe Kapmbl C HapyweHUeM 30HaslbHOCMu» W perncTpupyeTcs
cobbiTve «3anpem npoxoda rno npuyuHe HapyweHus 30HarnbHocmu». Ecnu cuntbiBaTento
ana napametpa Bepudwmkauma yctaHoBneHo 3Hadenne MAY wnu Codpr, TO OGyger
3anyLlieHa npouenypa Bepmdpukaumm.

e KoHTponb BpemeHun nans wuaeHTudukatopoe COTPYOHUKOB / MOCETUTENEN.
MapameTp nos3sonseTr Ana BbibpaHHbiX PKI onpegoenute peakumio  KOHTposnepa
Ha NpegbsBreHne KapTbl AOCTyna COTPyAHUKa / noceTuTens K CYUTbIBATEN B Crny4vae
HapyLLIEeHNs YCTaHOBEHHOrO KpUTEpPUsA JOCTyna No BpemMeHw. [Ans kaxgoro U3 ykasaHHbix PKL
KOHTpOSepa MOXHO BblibpaTb O4MH U3 BUAOB KOHTPONS:

— HeT. KoHTponnep He oTcnexuBaeT BpEMEHHbIE KpUTEPUM NMPaB AOCTyNa KapThbl.

— Msrkun. KoHTponnep paspeLmT AocTtyn no npeabABNEHHON KapTe.
Mpwn aTom perncTpupyetcst cobbiTne MoHuUTOpuHra «llpedbssneHue udeHmughukamopa,
HapyweHue gpeMeHu», NOCcne CoBepLLUEHNSA Npoxoaa pernctpupyetcsa cobbitne «1poxod rno
Kapme ¢ HecoomeemcmeueM 8peMeHHbIM Kpumepusim oocmyrnay.

— XecTkun. KoHTponnep 3anpetut AOCTyn MO KapTe, Npu 3TOM pernctpupyetcsa cobbitve
MOHWUTOPUWHIa «lpedbsesnerHue udeHmugukamopa, HapyuweHue 8PEMEHU»
n peructpupyetca cobbitve «3anpem npoxoda, Hecoomeemcmeue 8PEeMEeHHbIM
Kpumepusim docmynay. Ecnv cunTbiBaTeNto ans napameTpa Bepudukaumsa yctaHOBNEHO
3HadveHune MAY nnn Codpr, TOo BygeT 3anyweHa npoueaypa Bepudmrkaumnm.

Bknagka CTpOKM NO3BONSIeT WM3MEHUTb cogepaHue cooblieHnn, otobpaxaembix Ha XKW
KOHTponnepa.
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19.9. Bknagka «CuntbiBaTenb»
Bknagka BbIrnsguT cneayowmm obpasom:
(& KoHTtponnep samka CL05.2 BEpHYTHCA K CIMCKY

Hazeanne 3alyuTa oT nepeaauy 8 PEXUME PABOTbI "Kontpons” >
uaenTUdUKaTopos COTPYAHNKOB
KoHTponnep zamka CLOS.2 (Antipass) Her

Komaknpge! cunteiBatenn

YcTtanosuTb pexum pabotel "OTkpbITo”
Beixoa Uz 3awwmTa 0T nepeaaym B PEXWME PABOTBI "Oxpaxa”
waeHTdKaTopos MOCETUTENEN YcTaHosuTb pexum pabotsl "KoHTpons”
He suifipario (Antipass) Her
YcTaHoBUTL pexym paboTsl "3akpbiTo”
KoHTposs Bpemesi ana
uaenTudrkatopos COTPYIHWKOB OTkpbiTs (pasbnokuposats) MY

Bxon &
He sbi6paro

KonTpons Bpemenn ana - 3aKpbITh (3abnokupoears) UY
waeHTuduKaTopos MOCETUTENEN

Crvcor NFC yerpoiicre
Moarsepxacrine or AY

Paspewerie 1Y

issmats ugenTudukatops!
noceTuTeneli noce npoxoaa

Cets

Pasios flonoaKvTensHsle BeXOasI,
aKTUBMaMpYeMbie NpK PasEACKHpOEKe
wy

BHewHve noakmoueH

KomaHABI Ana ycTpoiicTBa

HoneaxyTensHele Buxoas!,
HOPMaAVZMpYeMLIe IpH
Tenepatop Tpesor pasbokvposxe HY

[ONOAHTEALHSIE BLIXOb
3amok aKTMEMZMPYEMEIE NPW MPEALARAEHMN
S2/MAHBIX MAEHTUGIKATOPOR
COTPYAHWKOB
Buizogs!
[ONOAHUTRALHSIR BIXOAS],
aKTVIBMSMpYEMBIE NPK MPEABABAEHMN
Cumreipatens BaNMMAHBIX UASHTHOKATOPOB
MOCETUTENEN

Pecypc cBsa3aH ¢ koHTponnepom MUY 1 no3sonseT HacTpouTb ¢ nomoLubto MO napameTpbl YHKLNIA
BepMdUKaLmm, KOHTPONS NO BPEMEHW, 3alnTbl OT nepeaaym kapt goctyna (Antipass). JocTynHbl
crnepgylowme napameTpbl:

e 3awmTta oT nepedaun naeHtudukatopos COTPYOHUKOB / MOCETUTENIEN (Antipass).
MapameTp nosBonseTr Ana BblibpaHHbiX PKI onpegoenute peakumio  KOHTposnnepa
Ha npegbsBneHMe KapTbl AOCTyNa COTPyAHUKa / noceTUTens K CYMTbIBATEN0 B Crnydae
HapyLleHna UM QYHKUMM KOHTpons 3oHanbHocTh (Antipass). [nst kaxgoro n3 ykasaHHbix PK[,
KOHTposepa MOXHO BblibpaTb OOMH U3 BUAOB KOHTPONS:

— HerT. KoHTponnep He y4nTbiBaeT 30HaNbHOCTb HOMepa KapTbl ANS pa3peLlleHns 4ocTyna.

— Msarkasa. KoHTponnep paspewwmuT AOCTyn No KapTe, Npu 3TOM peructpupyetcs cobbitue
MOHUTOpUHra  «[IpedbsisieHue  udeHmugbukamopa, HapyweHue  30HallbHOCMU»,
nocne COBeplIEeHNs  npoxoda  peructpupyetrca  cobbitne  «Ipoxod o  kapme
C HecoomgemcmeueMm meKyuw,emy MecmoriofiOXeHU».

— XecTkasa. KoHTponnep 3anpetuT AOCTyn Mo kapTe, NpuM 3TOM perucTpmpyetcs cobbitne
MOHUTOpUHra «llpedbseneHue Kapmel ¢ HapyweHUeM 30HalbHOCMU» WU PerncTpupyeTcs
cobbiTve «3anpem npoxoda o nNpuyuHe HapyweHusi 30HarbHocmu». Ecnu cuntbiBaTento
ana  napametpa Bepudmkauma yctaHoBneHo 3Hadenve MAY uwnu Codr,
To BygeT 3anylieHa npoueaypa sepudukaumnmn.

e KoHTponb BpemeHun nans wuaeHTudukatopoe COTPYOHUKOB / MOCETUTENEN.
MapameTp nossonser pAna BblbpaHHbix PKI onpegenuTb peakuuio  KOHTponnepa
Ha NpegbsBreHne KapTbl AOCTyna COTpyAHUKa / noceTuTens K CYUTbIBATEN0 B Chny4yae
HapyLLIEeHNS YCTaHOBEHHOMO KpUTEpPUSA JOCTyna No BpemMeHw. [ns kaxgoro u3 ykasaHHbix PKL,
KOHTpOsnepa MOXHO BblibpaTb O4MH U3 BUAOB KOHTPONS:

— HeT. KoHTpOnnep He oTcnexuBaeT BpEMEHHbIE KpUTEPUM NMpaB AOCTyNa KapThbl.

— Msrkun. KoHTponnep paspeLmT AocTtyn no npeabABNEHHON KapTe.
Mpwn aTom perncTpupyetcst cobbiTne MoHuUTOpuHra «llpedbssneHue udeHmughukamopa,
HapyweHue 8peMeHU», TNOCre COBepLeHNs Mpoxoda perucrTpupyeTtca cobbiTve
«[lMpoxod rno kapme ¢ HecoomeemcmeueM 8peMeHHbIM KpumepusiM docmyrna.

— XecTkun. KoHTponnep 3anpetut AOCTyn MO KapTe, Npu 3TOM pernctpupyetcsa cobbitve
MOHWUTOPUWHIa «lpedbsesnerHue udeHmugukamopa, HapyuweHue 8PEMEHU»
n peructpupyetcsa cobeltme «3anpem rnpoxoda, Hecoomeemcmeue 8PEMEHHbIM
Kpumepusim docmynay. Ecnvn cunTbiBaTeNnto ans napameTtpa Bepudukaumsa yctaHOBNEHO
3HaveHue MAY unm Codt, TO OygeT 3anyweHa npouenypa sepmndumkalmm.
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Paspewenne [AY. Tllpu yctaHoBke ¢naxka B PEXWUME PABOTbl "KoHTponb"
ncrnone3oBanune MNAOY npu PKLO «KoHmponb» B HanpaBneHMM OaHHOro cuutbiBaTens byger
paspeLueHo.

MopTBepxaeHue ot [Y. [lMapameTp nNo3BOMASAET HACTpPOUTb MNPOBEAEHWE Mpouesypbl
Bepudpukaumm ot MNAY. MNpn ycraHoBke Tuna koHTpona Het B none B PEXXUME PABOTbDI
«KoHTponb» 3agante Bpemsa oxupgaHua noaTBepXAeHUMA nNpu  BepuduKauun.
Mpwn yctaHoBke Tuna koHTponst Oa B none B PEXXUME PABOTbI «KoHTponb» ykaxute,
Kakve cobbiTna  OOoMmkHbl  ObiTb  BepudmumpoBaHbl, W 3ajante Bpemsa oxupaaHusA
noAaTBepPXAeHUA Npu Bepudmukauun.

U3bimaTb maeHTUdMKaTOpbl nocetutenerM nocne npoxopa. [lpu yctaHOBKe dnaxka
npeabsaBNeHHas kapta AOCTyna nocre npoxona M3biMaeTcs U3 y4eTHbIX AaHHbIX NOCeTUTenNs,
AaHHble NOCEeTUTENSA OTNPaBAATCA B apxuB. PyHKUMA AOCTYNHA TONBbKO MPU HanNmMyumn CBS3M
KOHTpoOnsepa ¢ cepBepom CUCTEMbI.

JononHuTenbHble BbIXOAbl, aKTUBU3UPYEeMble NpU NpeabsBEeHMN BanuAHbIX
naeHtTudukatopoe COTPYOAHWUKOB / MOCETUTENEN. [Mapametp nossonsieT ykasaTb
BbIXOAbl, aKTUBU3MpPYEMble MNPV MNpPeabsBEeHUM KapTbl AOCTyna COTPYAHMKa / noceTuTens,
KOTOpOW BblAaHbl MpaBa 4ocTyna Ha KOHTponnep (kapTa He 3abriokMpoBaHa U ee CPoK LENCTBUS
He UCTeK). ATOT NapaMeTp MOXET ObiTb UCNONb30BaH B Cryvae, ecnv K OOMNOMHUTENbHbIM
BbIXOA4aM MOAKIYEHa MHOWKaUMs, MHpopMumpytowasa onepaTopa O ctaTyce npeabsiBrieHHON
KapTbl. [ns Bbibopa OTMETbTE Te [LOMNOMHUTENbHbIE BbIXOAbI, KOTOpPble OOIMKHbI ObITb
aKTMBM3MPOBAaHbI. YKaXXUTe BPEMEHHOW KPUTEPUIA aKTUBMU3ALMMN.

JononHuTenbHble BbIXOAbl, aKTUBU3WpyeMble npu pasdonokupoBke WY. [lMapameTp
Nno3BosisieT yKasaTb, Kakme WUMEHHO OOMOfHUTENbHbIE BbIXOAbl KOHTpOnepa AOMKHbI ObiTb
aKTMBU3NpOBaHbl Npu pasbnokumpoBke WNY. Ons Bbibopa OTMETbTE Te AOMOSHUTENbHbIE
BbIXOAbl, KOTOpble [OMKHbl ObiTb aKTUBM3UPOBAHbI. YKaXuTe BPEMEHHOW KpuTepui
aKTMBM3auun.

[ononHuTtenbHble BbIXOAbl, HOpManuavpyemblie npu pasonokupoBke WY. [NapameTtp
Nno3BosiISieT yKasaTb, Kakme WUMEHHO OOMOfHUTENbHbIE BbIXOAbl KOHTpOMnepa AOSMKHbI ObiTb
HOopmanuanpoBaHbl npu pasbnokvposke WNY. [Ona Bbibopa OTMETbTE Te AOMOSHUTENbHbIE
BbIXOAbl, KOTOpble AOMKHbI OblTb HOPManuaMpoBaHbl. YKaXuTe BPEMEHHOW KpuTepui
HOopManusaumm.

[dononHutenbHble BXOoAbl, Mackupyembie npu pasdnokupoBke UY. MapameTp nossonser
yKa3aTb, Kakne MMEHHO AOMOMHUTENbHbIE BXOAbl KOHTpOSepa AOMKHbl OblTb MaCKMpPOBaHbI
(T.e. He BOCMpUHUMATb  YNPaBASKOWWA  CUrHaAN OT  BHelWHero obopyaoBaHWS)
npwu pasénokuposke NY. [ins Bbibopa OTMETbTE Te AOMONHUTENbHbIE BXOAbI, KOTOPbIE JOIMKHbI
ObITb MacKMpOBaHbI. YKaXXUT€ BPEMEHHOW KPUTEPUIA MACKMPOBAHWSI.
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20. MapameTpbl KOHTponnepoB PERCo CT/L14, CL15, CR11, CT13

B 3aBMCMMOCTM OT TUNa KOHTPOMepa CrMCOK pecypcoB U COOTBETCTBYIOLLMX UM BKITaAOK MOXeET
oTnnyatbes. [JOCTynHbI CcrieayroLwme BKNagKu:
e Certb;
Pa3Hoe;
ny;
HanpaBneHue;
CeHepaToOp TpeBoOru;
CBOUCTBA;
HanpaBneHue No...;

Bxoabl;

Bbixogbl;
CyuTbiBaTenNMX;

Lntos;
CocTaBHOM OOBLEKT.

20.1. Bknagka «CeTb»

Bknagka otobpaxaeT nHdopmauunio o criegyoLwmx ceTeBblX NapameTpax:
o |IP-agpec;
e Macka noacetu;
o |P-agpec wno3a;
o MAC-appec.

OKHO nmeeT cnegyroLnn BUA:
[C:) KOHTpOIU'Iep CTL14 BEPHYTBCA K CRIMCKY

HazeaHue IP-aapec

Koxtponnep CTL14 10.1.201.148

Macka nogcetn

Cett, 255.0.0.0

IP-aapec wnoza

PazHoe
0.0.0.0

Boixoast MAC-aapec
00:25:08:01:C9:94

Broaw

CunTeiBaTenn

20.2. Bknapka «PasHoe»

Bknagka BbIrmsauT cneaytowmm obpasom:

HazeaHue Bepcua Npolmekn

KowTponnep CTL14 2.3.36

YacoeoW noac

Cers YacoBol NOAC CepBepa CUCTeMbl

BeicTpas nepeaada AaHHLIX
PazHoe
Boixogbl

Bxoakl

CunTelEaTenm
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Bknagka cogepxuT cnenyoLlne HacTponKu:

Bepcusa npowmBku — B none otobpaxaeTcs Bepcus NpoLLMBKY BCTPoeHHoro MO koHTponnepa.
YacoBow nosic — BbiNagaloLnin CMCOK No3BosisieT BbiOpaTbh YacoOBOW NOSIC KOHTposnepa.
BbicTpas nepeaaya AaHHbIX — €Cny B Npouecce nepegadn OaHHbIX BO3HUKNN npobnems,
dnaxok € napameTpa HeOOGXOOUMO CHATb ANA NPOBEAEHUA MNOMHOW  AMArHOCTUKK
crneymanmctTaMm TeXNoaaepXKKu.

20.3. Bknapka Ny

Bknagka BbIrmsauT cneaytowmm obpasom:

E\% ﬂ,ByCTOpOHHHﬁ 3aMOK BepHyTbCH K CrMcky
HazeaHne ANropuTM ) -
P P
JlByYCTOpOHHMIA 3aMoK Ne1 ATN
MNocTaBuTs Ha oXpaHy
Beixog uz PermcTpauna npoxo4a no NpeabABAEHMIO MaeHTHdKUKaTopa
CHSATb € oXpaHbl
HexoHTpoanpyeman Tepprop... @ Bpems yaepXaHUA B PazBNOKNPOBAHHOM COCTORHMM (EDEMA aHAIMA
MaeHTMGMKaTOPa) CHsiTb TpeBory
Bxoa e T
8 CexyHas
. CHpocHTb 30HANBHOCTL
PaBouan zoHa (<]

MNpeaensHoe Bpema pazBAoKUPOBKM

Cnwucok NFC ycrpoidcte 8 CexkyHas

Pexwm paboTel Buixoaa ynpaeaeqna MY

MoTeruransHbiA

wny Hopmanusauns ssixona MY

Mocne "Oripuiia®
Hanpasnenme N21
Sanepxka Ha 3akpeiTe Waarbayma

Komamge! gns ycrpoiictea

Hanpasnerie N22 250 MunnucexyHzs!

Peakuusa Ha Fire alarm e pexume paboTsl "OxpaHa’
TeHepaTop TPeBOrk

Pasbnokmposats UY

Bpema naentuduraumn nocraHoekm/cHrTMA PKL "Oxpana”
8 CexyHabl
BHYTpEHHAR 2alLWTa OT Nepeaaun uaexTudmkatopoe (Local Antipass)

OBpaTHO® HanpaeneHWe NPoXoaa

,D,J'IFI HaCTpOVIKM OOCTYNHbI criegyrowme napamMmeTpbl:

Anroputm — onpegenseTt anroputm paboTbl yHMBepcansHoro UY:

— 3aMmok;

— TypHuKerT;

- ATH;

— LWnro3.

Pernctpauus npoxoaa no npeabABreHUI0 uaeHTUdUKaTopa — ecrniv onaxok yCTaHOBIEH,
coOblTMe COBepLUEHUA npoxoda perucTpupyetca cpady nocne nogHeceHns KapTbl
AocTyna / ckaHMpoBaHus nanbua 6e3 oxmgaHusa curHana ot gatyuka npoxoga. Ecnu dpnaxok
He yCTaHOBIIEH, TO cobbiTe CoBepLUEHNS NpPoXoda perncTpupyeTcs nocne NogHeceHUs KapTbl
AocTyna / ckaHMpoBaHus nanbla u cpabaTbiBaHUS AaTynka npoxoaa.

Bpems yaepkaHus B pa36yioKMpOBaHHOM COCTOSIHUM (BpeMs aHanu3a naeHtudmkaTopa)
— yCTaHaBNMBaeT BpeMs, KOTOpoe AOMKHO NPOWTK OT pa3bnokupoBku NY 0o ero 6noKMpoBku
nocne ycnewHom ayteHTudumkaumm. 3a aTo Bpems HE06X04MMO COBEPLUUTL Npoxoq, MHade NY
3abnokupyetca. NapametTp mMoxeT OblTb 3agaH B MHTepBane: oT 1 cekyHabl OO0 4 MUHYT;
GeCKOHeYHO.

MpenenbHoe Bpems pa3broKMpOBKM — NapaMeTp NO3BOMSET yka3aTb BPEMS, MO UCTEYEHUN
KOTOpPOro KoHTponnep cdopmupyeT coobuweHne «MY He 3akpbimo rocre rnpoxooda
rno udeHmughukamopy» Nno npudnHe Toro, 4to LY He 3abnokuposaHo. MapameTp MoxXeT BbiTb
3afaH B uHTepBane: ot 250 go 750 munnucekyHa ¢ waroMm 250 MunnucekyHa; oT 1 cekyHabl
00 4 MUHYT; GECKOHEYHO.

Pexunm paboTbl Bbixoaa ynpaBneHusa UY — onucbiBaeT NOrnky ynpaeneHns NOAKMHYEHHbIM
ny:

— MoTeHUuManbHbLINA.
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— UMNYNbCHBbIN — peXunm ynpaeneHns NpUMMEHSIETCA TONbKO A1S 3aMKOB, NoA4ePKUBaOLLNX
9TOT pexum. PekomeHaoyeTcs ucnonb3oBaTb [AfS  9MNEKTPOMEXaHUYeCKMX 3aMKOB
C CaMOB3BOOM, OTKPbIBAIOLLNXCS KOPOTKUM MMMYSNbCOM (Hanpumep, 3amkn « CISAy).

Hopmanusauusa Bbixoga WY — napameTp onpegensieT, B KakoM MOMEHT HopMasnusyeTcs

COCTOSIHWE BbixoAa ynpasneHusa UY:

— NMocne «OTKpbITUAY;

— Mocne «3akpbiTUAY».

Peakuus Ha Fire Alarm B pexume pabotbl «OxpaHa» — onpeaensieT peakuuto Ha KoMaHay

oT ycTtpownctea Fire Alarm:

— Pas6nokupoBatb WUY;

— bnokupoBatb WY.

Bpemsa npeHtTudmkaumm nocraHoBku / cHATMA PKO «OxpaHa» — ycTaHaBnvMBaeT BpeMs,
B TE€YEHMEe KOTOPOro nonb3oBaTenb AN yCnewHon naeHTuukaummn gns cHatma MY ¢ oxpasbl
[OIMKEH npeabsiBUTb naney, nocne npeabsBneHus naeHTudmkartopa,
ecnun «Cxema udeHmuchukayuu o oxpaHe» B MpaBax Monb3oBaTens nogpasymeBaeT
nocnegoBaTtenbHOe nNpeabsiBrieHne nageHtudukatopa n nansua (cM. «lapamempsl docmyna
koHmponnepos PERCo-CR11, CT13, CT/L14 u CL15» B nogpa3gene «lWabnoHbl goctyna»
pasgena «bBropo nponyckoB» Pykosodcmea nonb3oeamenisi PERCo-WB, PERCo-WBE,
PERCo-WS, PERCo-WSE).

BHyTpeHHAA 3awmta oOT nepeaaun wmaeHtucdukatopoB (Local Antipass) -
npv yCTaHOBIIEHHOM NMapameTpe KOHTPOSEpP OTCreXnBaeT NOBTOPHbIE CriyYan NpeabsiBNeHns
KapTbl gocTyna / GuonaeHTugmkaTopa OAHOro N TOro XKe COTPYAHMKA K TOMY XXe CYMTbIBATEN!O.

20.4. Bknagka «HanpaBneHue»

Bkn

Hazeatue 3awmTa oT nepeaayn B PEXMME PABOTHI "Orkpeita” >

ajgka BbIrmsauT crnegylowmm o6pasom:

vpeHTdUkaTopos COTPYHUKOB KomaHpael cuuteisatens

Kowtponnep CL15 (Antipass) Her

YcTaHoBUTh pestim paboTsl "OTKpeITo"

Buixoa 3 3aumTa oT nepegayqm B PEXVIME PABOTHI "KoHTpons"

Broae

Crucox NFC ycrpoiicre

Cets

Pastoe MoanepxKa kapTonpuemHyKa Ana

ny

naeHTdvKaTopos MOCETUTENEN YeTaHoBuTh pexxum paboTel "KoHTpons"
HekoHTpommupyeman Tepputop... @ (Antipass) Her
YeTaHoBuTb pexaim paboTsl "3akpbTo”
v KOHTPOAL EPEMeHM ANA B PEXWME PABOTHI "Oxpana”
vaerTudukatopos COTPYIHUKOB OtkpbiTs (pasbnokvposats) MY
Oraen npogax -] (=
Konrpase epenienm ana 3akphiTh (sabnoknposats) MY

uaentudikatopos MOCETUTENER
BepudmkaLua
Komuccnonnposarme

VisbiMaTh WACHTMUKATOPSI

MOCETWTENEA

vpeHTudmkaTopos MOCETUTENEN

KomaHae! gna ycrpoiictea

Hanpasnenve

,D,J'IFI HaCTpOVIKM OOCTYNHbI criegyrowme napameTpbl:
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3awuTa ot nepepgaun naeHtucdpmkaropos COTPYOAHUKOB / NOCETUTENEN (Antipass).

MapameTp nos3sonser Ana BbibpaHHbiX PKI onpegoenuTb peakumio  KOHTposnnepa

Ha NpegbsBreHne KapTbl AOCTyna COTPyAHUKa / noceTuTens K CYUTbIBATEN0 B Crny4yae

HapyweHus wuMm @yHKUMKM  KOHTponsa 3oHanbHocTM  (Antipass). [Ona PKO «OxpaHa»

n «KOHMpPOorib» MOXHO BbIGpaTh OANH U3 BUOOB KOHTPONS:

— HeT — KOHTpOnnep He yunTbiBaeT 30HaNbLHOCTb MAEHTUdUKaTopa KapThl ANs paspeLleHuns
gocTyna.

— Msarkaa — KOHTponnep paspewuT AOCTyn Mo KapTe, npu 3TOM nepegaeTcs cobbiTve
MoOHUTOpUHra  «[IpedbsieneHue  udeHmugbukamopa, HapyweHue  30HarbHOCMUy,
nocne CoBeplIeHNss  npoxoda  peructpupyetrca  cobbitne  «[Ipoxod nmo  kKapme
C Hecoomgemcmeuem meKyuw,emy MecmorofOXeHU».

— XecTkasa — KOHTponnep 3anpetuT AOCTyn MO KapTe, Npu 3TOM nepepaetcs cobbiTve
MOHUTOpUHra «llpedbseneHue Kapmel ¢ HapyweHUeM 30HalbHOCMU» WU PerncTpupyeTcs
cobbITe «3arnpem rnpoxoda o NPUYUHe HapyuleHUs1 30HanbHOCMUuy.
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o KoHTponb BpemeHun nans wuaeHtTudukatopos COTPYOAHUKOB / NMOCETUTENEN.
MapameTp nossonseTr Ana BblibpaHHbiX PKI onpegenuTb peakumio  KOHTposnnepa
Ha nNpegbsBreHne KapTbl AOCTyna COTpyAHUKa / noceTuTens K CYUTbIBATENt B Crny4vae
HapyLlWeHNs YCTAHOBMEHHOrO Kputepus pJoctyna no Bpemenn. Ona PKO «OxpaHa»
n «KoHMpPosb» MOXHO BbIGpaTb OANH U3 BUOOB KOHTPONS:

— HeT — KOHTpONNep He OTCNEXMBaET BPEMEHHbIE KpUTEPUMN NpaB JOCTYNa KapThbl.

— MsArkum — KOHTponnep paspewmt AOCTyn No NpeabaBeHHON KapTe, Npy 3TOM NepeaaeTcs
cobbITne MOHUTOPUHra «llpedbseneHue udeHmugbukamopa, HapyweHuUe 8peMeHU», nocrne
COBEpLLEHNSA NpoxoAa perncTpupyetcs cobbitue «1poxod no kapme ¢ Hecoomeemcmeuem
8peMEHHbIM Kpumepusim docmynay.

— XKeCTKMM — KOHTpoOMnfep 3anpeTut OOCTyn Nno KapTe, Npu 3TOM nepepgaetcsi cobbitve
MOHWUTOPUWHIa «lpedbsesnerHue udeHmugpukamopa, HapyuweHue 8pPEMEHU»
n permctpupyetca cobbliTue «3anpem rnpoxoda, Hecoomeemcmeue B8PEMEHHbIM
Kpumepusim docmynay.

e 166:

— YpoBHu Bepudmkauum (ot 1 go 4). MNapameTp nossonseT 3agatb TUN U 0YEPEOHOCTb
Bepudwmkaumm. [JocTynHbl cnegytowme TUnbl BepudukaLmm Ans Kaxgoro ypoBHS:

Codr;

Codh1, ecnu noakntoUeH;

nay;

BBY;

BBY2;

BBY3;

nay Bbi6opoYHO;

BBY BbIGOPOUHO;

BBY2 BbIGOPOUHO;

BBY3 BbIGOPOUHO;

CyeTuyMK NpoxonoB.;

Ankob6apbep;

o Ankobapbep BbIGOPOUHO.

— Codt. NMapameTp no3BongeT 3agaTb BPEMS OXMAAHUS NOATBEPXKOEHUS.

— NAY n BBY. [ng Bknagok AOCTYNHbI criedylolve napameTpbl:

o [lNoarBepxaeHne npoxoaa:

npu npoxoae COTPYAHUKOB;

npu npoxoae COTPYAHUKOB ¢ HAPYLWWEHWUEM BPEMEHMU;

npu npoxoge COTPYOAHUKOB ¢ HAPYLWWEHUEM 30HAJIbHOCTU;

npu npoxoge NOCETUTENEWN;

npu npoxoge MOCETUTENEN ¢ HAPYLUEHUEM BPEMEHM;

npu npoxoge NOCETUTENEN ¢ HAPYLUEHMEM 30HAJIbHOCTW.

o MopTtBepxpeHne npoxopaa ana NMOCETUTENEWN. Mapametp nossonseT BbiGpaTh
AONOMHUTENBHOE YCNOBME NPOBEAEHUA NpoLeaypbl Bepudukaumm gns noceTutenen:

v' MocTosiHHO. Bepndukauma npoBogMTcs HE3aBUCUMO OT CpOKa AENCTBUS KapThbl.

v B nocnegHun AeHb A[encTBUA uaeHTudumkatopa. Bepudumkaums nposogutcs
B CNny4ae, ecrnv garta npegbsBreHnsa coBnagaeT ¢ 4aTON OKOHYaHWs Cpoka AeNCTBUSA
KapTbl.

o Bpemsa oxupaHma noatrBepxaeHuA. [lapameTp no3BONSET YCTAHOBUTbH Bpems,
B TeyeHue KOTOpPOro KOHTponnep oxugaeTt noaTeepxaeHne 3anpoca
OT BepuduumupytoLLero ycTponcTea.

o Mo ucteyeHMn BpemMeHU OXuAAHMA MOATBEPXKAEHUA reHepupoBaTb COObITUE.
MapameTp nossonsieT BbibpaTb cOBbITUE, perucTpupyemMoe B Cryvyae OTCYTCTBUS
noaTBepXaeHnsa npoxoda ot BBY:

v/ 3anpeT npoxoaa ot BBY. PekomeHayeTcs B crniydae noaknodeHus BBY, umerollero
TONbKO OAMH BbIXOA pa3peLLeHns npoxoaa.

v' OTKa3 oT npoxoaa, HeT oTBeTa oT BBY. PekomeHayeTca B criydae MOAKMOYEHUs
BBY, nmetowero BbIxoapl Kak Ans paspeLleHms Npoxo4a, Tak u ans sanpeta npoxoaa.

o BeposiTHocTb 3anycka Bepudukaumm (0..100%). NapameTp no3BonsieT HacTpPOUTb

OO0 O0OO0OO0OO0OO0OO0OO0OO0OoOO

ASENENENENEN
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BbI6OPOUHYIO Bepudumkaumo nonb3oBaTenemn B cny4yae HeobxoaMmMocTun
(Hanpumep, ons yBenn4eHms NponyckHoOm cnocobHOCTM TOYKM KOHTpons). [pu ycTaHoBKe
KaKoro-to 3Ha4vyeHus Ang gaHHoro napameTtpa, otinundHoro ot 0 m 100, Bepudumkaumna
OyaeT 3anyckatbCa B COOTBETCTBMM C YKa3aHHOW BEPOATHOCTLIO MO NCEBOOCyYalHOMY
anroputmy.

— CuyeTumK. MapameTp NO3BONSAET 3a4aTb BPEMS OXUAAHUA NOATBEPXKOAEHUS.
— Ankob6apbep. [Ins BkNagkv 4OCTYMHbI criedyowme napameTpbl:

O O O O

IP-agpec ankobapbepa;

MopTt anko6apbepa;

CeTeBoe nms ankobapbepa;

MpoTokon:

v" HTTP (06bl4HOE coefuHeHne);

v' HTTPS (3awmndpoBaHHOe coeguHeEHME).

MoaTBepXxaeHue npoxopaa:

v npu npoxoge COTPYAHUKOB;

v' npu npoxoae MOCETUTENEN.

NoateepxnaeHne npoxopa ansi NMOCETUTENEN. MapameTtp nossonsieT BbiGpaTb

AOMNOMHUTENbBHOE YCNoBMe NpoBeAeHUs npoLueaypbl Bepudukaumm Ans noceTutenen:

v' MocTosiHHO. Bepndukauma npoBogMTcs HE3aBUCUMO OT CpOKa AENCTBUS KapThbl.

v B nocnegHun AeHb AencTBus uaeHTudumkatopa. Bepudumkaums nposoguTcs
B CNny4yae, ecrnv garta npegbsBrieHnsa coBnagaeT ¢ JaTON OKOHYaHUS Cpoka AenCTBUSA
KapTbl.

Bpemsa oxupaHusa noartBepxaeHus. [lapameTp no3BoNseT YCTaHOBUTbL BpeEMS,

B TEYEHMEe KOTOPOro KOHTPONSep oxuaaeTt noaTeepxaeHve 3anpoca ot Ankobapbepa;

Mpu otcytcTBUM oTBeTa oT Ankobapbepa. NapameTp no3sonseT BbibpaTh cobbiThe,

perncTpmpyemMmoe B criydae oTCyTCTBUS NOATBEPXAEHMSA npoxoaa oT Ankobapbepa:

v 3anpet npoxoaa ot Ankob6apbepa.

v/ OTKa3 oT npoxoAa, HeT oTBeTa oT Ankobapbepa.

BeposiTHOoCcTbL 3anycka Bepudpmkauum (0..100%). MNMapameTp nosBonseT HacTpouTb

BbI6OPOUHYIO Bepudumkaumo nonb3oBartenemn B cnyvae HeobxoanmocTun

(Hanpumep, onst yBenn4eH1s NponyckHOM cnocobHOCTM TOYKM KOHTpons). [pu ycTaHoBKe

Kakoro-To 3HayeHud Ons fgaHHoro napametpa, otnuyHoro ot 0 n 100, Bepudumkaums

OygeT 3anyckaTbCs B COOTBETCTBMM C YKa3aHHON BEPOSTHOCTLIO MO NCeBOOCyYanHOMY

anroputmy.

e KomuccuoHnumpoBaHume.

— Bpemsa oxupaHusa. [lapameTp no3BoOnseT YCTaHOBWUTb BPEMs, B TeYEHWe KOTOpOro
KOHTpONmep oxuaaeT noaTeBepXaeHue 3anpoca.

— Bpemsa nageHtudpukauunm.

— BknounuTb KOMUCCUOHMpPOBaHME ANA AaHHOro HanpasneHus. [MapameTp nossonset
YyCTaHOBUTb KOMUCCMOHUPOBaHWE ANsa AaHHOro HanpasneHus. MNpu gobasneHmmn B wiabnoHe
Joctyna MOMeLWEeHNns C KOMUCCUMOHMPOBAHWEM [aHHbIA napamMeTp YycTaHaBnvBaeTCH
aBTomaTtmyeckn. B cnyyae ABYCTOPOHHEN TOYKM NPOXOAa NapaMeTp YCTaHOBUTCS Ha 06eunx
BKNagkax HanpasneHun npoxoga (HanpaBneHune 1 n HanpasneHue 2).

e M3bimate upeHtudukatopbl MOCETUTENEN. ®yHKuMa JOCTYNHA TOMBLKO MPU HANMMHWW

CBSA3N KOHTpOMfepa C cepBepoM cuctembl. [lapameTp nossonseT BblibpaTb Yycrosue,

npy KOTOPOM MOEHTUUKATOP NPeabsBNEeHHOW KapTbl AOCTyna NOCeTUTeNs aBTOMaTUYecKu

yoanseTtcs.

— HeT. lgeHTncpmkaTop He yoanseTcs aBTOMaTUYECKN.

— TMocne nwboro npoxopaa. VioeHTndurkatop yaanseTcs npy NnepBoM npegbsaBneHun.

— lMocne npoxopa B nocnegHuUM AeHb AeNCTBUA uaeHTudukatopa. VaeHtudukatop
yaanseTcs, ecnu gata npegbsaBrieHus coBnagaeT C AaTOW OKOHYaHWSA cpoka OencTBus
KapTbl.

e Mopapepxka kapTonpueMHuka ans naeHtTucdukatopos MOCETUTENEN.
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20.5. Bknagka «l"'eHepaTop TpeBOrn»
Bknagka BbIrnsguT cneayowmm obpasom:

[& KonTponnep CL15 BepHyTECH K CMCKY.

Hazearue Terepalun Tpeaori npy Ecm MAEHTUOMKATOP HE 3APETMCTPUPOBAH >
NPeABRBACHUM HASHTABMKATOPA
Kowrponnep CL1S Ecnm AEHTUOVKATOP 3ATTPELLEH
TeHepauua Tpesori npn ) .
Booa vz HeCaHKLHOHMOBaHHON Ecm MCTEK CPOK JEACTBYAA

pasbnokuposke WY ToaHATE TPEBory
Ecm HAPYWIEHO BPEMA

y pesoroii CKY/,

C6pocuTh TpeBory

HekoHTponnpyeman Tepputop... €

TeHepauus TPEBOTM MO HEAOMYCTUMO Ecan HAPYLLEHA 3OHAMSHOCT
Broze T AoAroMy oTKpsITMIO MY
Ecm HAPYLIEH PEXIAM PABOT
Otaen npogax ]
Ecm HAPYWEHO KOMWCCUOHWPOBAHWE

Crincok NFC yerpoiicTe
Tpu 3AMPETE OT AIKOBAPHEPA

CeTs

PazHoe

wy

KomaHae! gna ycrpoiicrea

Hanpasnenue

Feepatop Tpesorn

Pecypc cBsizaH ¢ koHTposnnepoM Y 1 no3BonsaeT BbligennTb COBbITUS, KOTOPble A0MKHbI MPUBOANTL
K reHepauunn TpeBoru B KoHTposnnepe. [ocTynHbl cneayowme napameTpbi:

e Bknagka leHepauuss TpeBOrM npu npeabABNeHUUM wupeHTudukaTopa — napameTp
No3BONSAET yKkasdaTb COObITUSA, CBA3aHHbIE C NpeabsaBleHNEM KapT AOCTyna, Npyu pernctpauum
KOTOPbIX NPOM30oNaEeT reHepauus TpeBoru:

— ecnv WOEHTU®UKATOP HE 3APETMCTPUPOBAH;
— ecnvu WOEHTU®UKATOP 3ANMPELLEH;

— ecnu UCTEK CPOK OEMCTBUA;

— ecnu HAPYWEHO BPEMH4;

— ecnu HAPYLWEHA 30HAJIbHOCTb;

— ecnu HAPYLWEH PEXUM PABOTDI;

- ecnu HAPYWEHO KOMUCCUOHUPOBAHME;

— npu 3AMNPETE OT AJIIKOBAPbLEPA.

e Bknagka NeHepauus TpeBOrn npu HecaHKLUMOHUPOBaHHOM pa3bnokupoBke UY — napameTp
nossonset ana PKL «KoHmpornb» n «3akpbimo» ykasaTb, OyaoeT v reHepupoBaTbCsl TpeBora
B Cry4yae MexaHudeckonm pasbnokumpoBkn WY npum nomowm knwouva, TO ectb 6e3 KomaHAabl
OT KOHTposnnepa:

— B PEXXUME PABOTbI "KoHTponb";
— B PEXXUME PABOTbI "3akpbIiTo".

e Bknagka leHepauusi TpeBOrM NO HeAONyCTUMO AONromMy OTKpbiTUO UY — napameTtp
nossonset gns PKLO «Kowmpornb» ykasatb, OyoeT nNu reHepupoBaTbCa TpeBora B chnydae,
ecnu nocne oTkpbITUa MY oHO He 6bino HopMmanuaoBaHo B TedeHue lNMpeaenbHOro BpemMeHu
pa3bnoknpoBKM, 3a4aHHOro B napameTpax atoro LY.
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20.6. Bknapka «Bxogbi»

Bknagka BbIrmsauT cneaytowmm obpasom:

Hazearue

1 - exog In1 Tun

KonTponnep CTL14 2 - exoa In2 CurHan npoxoaa

Cetb

Paznoe

3 - exoa In3 Kontponnep

4 - gxoa Ind JeycTopoHHniA 3amok N21

5 - exoa In5 Hanpaenenwe

6 - Bxog Inb Hanpaenexue 1

Boixoabl 7- BXOA, DUA 1 HOpMaﬂbHOE COCTOAHWE KOHTaKTa

Bxoabl

3amMKH
§ - exog DUSt 1 A

9 - exog DUB 1

CumThiBaTRAN

10 - exog DUA 2

[ns HacTpoWKM BXOAOB AOCTYMHbI Creayolme napameTpbl:
e Tun. Boinagaowmin cnmcok no3sonsieT BbiGpaTh OAMH U3 criedyoLwmnx TUMoB:
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O6bIYHbIN. K faHHOMY BXOAy MOAKIYEHO BHewwHee obopyaoBaHMe, COCTOsIHME KOTOpOro
OOIMKHO OTCNEXMBaTbCA KOHTponepoM. MoXHO ykasaTb anroputMm AeNCTBUN KOHTponnepa
NPy NONyYeHUM YNpaBnsAoLLEro curHana ot nogKnio4YeHHoro 06opyaoBaHus.

KHonka MNAY-BbIxoa.

KHonka NMNAY-cton.

CurHan npoxopaa.

Bxon Fire Alarm. [lpefHasHadeH AOns NOAKIIOMEHUA YCTPOWCTBA MofdayvM KomMaHabl
aBapunHon pas3bnokmpoBku (OTKpbITUA) npoxoda NY Fire Alarm.

Bxoa noartBepxaeHus BBY. [lpegHasHadeH pAna  nogknwoyveHnsa Bbixoga BBY,
Ha KOTOpbI NogaeTCHa ynpaBnsoLWmin CUrHan B criydae paspeLleHns npoxoaa.

Bxopa 3anpeta BBY. [pegHasHayveH ona nogknioyeHuns Boixoga BBY, Ha koTopbIn nogaeTtcs
ynpaBnsAwLLnNA cUrHan B cnyyae sanperta npoxoaa.

Bxopn c6poca TpeBoru.

KoHTponnep. MapameTp no3eonseT BbibpaTb KOHTPOSEP.

HanpaBneHue. [lapameTp 3apaeT HanpaeneHne WY, K KOTOpoMy npuBA3bIBaeTCA
cunTbIBaTEND.

HopmanbHoe coctosiHne koHTakTa (3amkHym / PasomkHym). Bblbop napametpa 3aBucuT
OT TMNa nogknioveHHoro obopyaoBaHusa. lMapameTp onpeaensieT, Kakon YpOBEHb CUrHana
Ha BXO4e KOHTpOsepa CYMTaeTCqd HOPManm3oBaHHbIM.
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20.7. Bknapka «Bbixogbi»

Bknagka BbIrmsauT cneaytowmm obpasom:

HazeaHume 1 - ewixog NO1/C1/NC1 Tun

Kowtponnep CTL14 2 - mbixog NO2/C2/NC2 Beixoa ynpaeaeHna WY

3 - eeixog NO3/C3/NC3 KoHTponnep
CeTk 4 - rixoa NO4/CA/NCA [eycTOpOHHKA 2amoK N21

5 - ebixog OK1 HanpaeneHne
PazHoe

6 - seixog OK2 Hanpaenenue 1

Brixoas! 7 - euixog OK3 HOpMa.ﬂhHOE COCTOARHME

He zanutan
8 - ebixog LdA 1
Brogb!

9 - eoixog LdSt 1
CuMThIBaTEAM

10 - ebixog LdB 1

11 - ebixog LdA 2

12 - Boixog LdSt 2

13 - ebixog LdB 2

[lns HacTPONKM BbIXOAOB AOCTYMHbI CrieaytoLine napaMmeTpbl:

Tun. Beinagatowmii cnmcok no3sonsieT BbibpaTtb OAUH U3 CneayroLmnx TUMNoB:

— OObIYHbIN. K BbIXO4y NOAKITHOYEHO OONOMHUTENBHOE 00opyaoBaHMe, Nornka ynpasneHns
KOTOPbIM OMNUCbIBAETCHA Yepes onucaHne apyrux yCTpOMUCTB CUCTEMBI.

— Bbixoga ynpaBnenusa WY. lpegHasHadeH gns nogknodeHus kK Y gna nepepauyu
ynpaBnsawLwmx curHanos briokuposames | Pa3briokuposame.

— Bbixog uvHaukaumm TMAOY. lNMpegHasHadyeH ana nogkntodeHuna k MOY ona nepegadn
YyNpaBAsoLWmMX CUrHaNoB CMEeHbl MHOVKaLUUN,

KoHTponnep. MNMapameTp no3sonseT BbibpaTb KOHTPOSEP.

HanpaBneHue. [lapameTp 3agaeT HanpasneHne WY, K KOTOpOMYy MpuBA3bIBAETCS
cuuThbIBaTENb.

HopmanbHoe coctosiHue (He 3anumaH / 3anumad). MapameTp onpegensier, NO4aHO nu
ynpaensiloLLee HanpshkeHe Ha perne Bbixoga Npy HoOpMann3oBaHHOM COCTOSIHUM BbIXOAa.
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20.8. Bknagku «CsouncrtBa» u «HanpasneHue Ne» (ana PERCo-CR11)

Bknagka CBoMcTBa BbIMSANT Criegyowmnm obpasom:

[:3 KOHTPOJU]EP CRM BepHyTbCA K Cnncky

Hazeanve BHYTpEHHRAR 2alWTa OT Nepejaun waesTudukatopoe (Local Antipass)

Bpemsa OXWA3HWA NEPCOHANNZALMW OT CEpEEpa

Beixoa uz CekyHat!

He sribpaHo Bpema oToBpaxeHna nHbopMaLMK Ha AMcnaee

3 CexyHael
Bxog &

He ewiBpato BpemenHan 30Ha Bxoaa

Hwkorga
Cnucok NFC ycTpoiicte

BpemeHHan 20Ha BbixCAa

Hwkorza

Cets

Pasnoe

Ceoiicrea

Hanpaenenne N21

Hanpaenexne N22

CuuteiBaTenm

[lns HacTpONKM OOCTYMNHbI CreayloLme napameTphbl:

BHyTpeHHAA 3awmta oOT nepegadn uaeHtucpukatopoB (Local  Antipass).
[Mpu ycTaHOBNEHHOM  nNapaMeTpe  KOHTponmep  oTcrnexuBaeT  crydanm  MNOBTOPHOrO
npeabaBreHUs OOHOMO U TOro Xe naeHTUdUKaTopa K TOMy Xe CYMTbIBaTenN!o.

Bpemsa oxuaaHus nepcoHanusauum ot cepBepa. Bpems, B Te4eHUn KOTOpOro KoHTponnep
oXugaeT oTBET cepBepa Ha 3anpoc 6anaHca.

Bpemsa otobGpaxeHna nHdopmauum Ha gucnnee. [lone BBoga NO3BOMSAET 3af4aTh BpeMs,
B TeuyeHne kotoporo Ha XKW koHTponnepa oTtobpaxkaercs nepcoHanbHas WHdopMaums,
CBsA3aHHas ¢ NpeabsaBEHHOW KapTon gocTtyna.

BpemeHHasas 30Ha Bxopga. Homep BpeMEHHOW 30HblI, B COOTBETCTBUM C KOoTopowm Oyaer
yCTaHaBNMBaTbCA HanpasneHue npoxoaa "no ymonyaxuo" = "Bxoa".

BpemeHHas 30Ha Bbixoga. Homep BpemMeHHOM 30Hbl, B COOTBETCTBMM C KOTOpou Oyaet
yCTaHaBnMBaTbCA HanpasfeHne npoxoaa "no ymonyaHuio" = "Beixoa”.

Ha Bknaake HanpaBneHMe Ne... AOOCTYNHbI crnegyrune napameTpbl:
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3awmTta oT nepeadaun naeHtTudmkatopos COTPYAHUKOB / MOCETUTENEWU (Antipass).
Mpun ycTaHoBKe hnakka napameTp MO3BOMNAET OTCNeXuBaTb NpeabsBleHne KapTbl JOocTyna
COTpPYAHMKA / NOCETUTENA K CYATLIBATENO B Cryvae HapyweHus UM YHKUUW KOHTPONs
30HanbHocTh (Antipass).

KoHTponb BpemeHu ana uaeHtudmkatopos COTPYOAHWUKOB / MOCETUTENEWN.
Mpun ycTaHOBKE (hnaxkka napameTp MO3BONSAET OTCRexuBaTb NpeabsBrneHne KapTbl 4OCTyna
COTPYAHMKA / NOCETUTENSA K CUMTbIBATENIO B CydYae HapyLleHWUs YCTAaHOBIIEHHOrO Kputepus
A0CTyna no BpeMEHW.

Bpemsa ngeHtucdpukauun.
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20.9. Bknagka «CuunTtbiBaTenu»

Bknagka BbIrmsauT cneaytowmm obpasom:

HazeaHwe 1 - cumTbiEaTenk rsd85 aapec 1 KoHTponnep

KowTponnep CTL14 2 - cuuTeIEaTenk rs485 agpec 2 JeycropoHHnid zamox N21

3 - cumTsieaTens rs485 agpec 3 Hanpaenexwe

Cet 4 - cuMThiBaTens rs485 agpec 4 Hanpaenenme 1

5 - cumTeiEaTens rsd85 aapec 5
PazHoe

6 - cumToieaTens rs485 agpec 6
Boixoe! 7 - cuMTuiBaTenL rs485 anpec 7

8 - cumTeieaTent rs485 agpec 8
Bxoam

CunTbiBaTEM

[lna HacTponkn JOCTYNHbI creayroLwme napameTpsb!:
e KoHTponnep. MNapameTp no3sonseT BbIbpaTb KOHTPONNEp.
e HanpaBneHue. [lapameTp 3agaetT HanpasneHue WY, K KOTOpoMy MpuBA3bIBaETCA
cuMThIBaTENb.

Mpy KMCNOMNb30BaHUM CUCTEMbI pacrno3HaBaHWA aBTOMOOWNbHbIX HomepoB AutoTRASSIR

y cqumbigamernss TRASSIR GyayT AOCTyNHbI criegylowmne napameTpbl:

o Bupeokamepa TRASSIR. T[lapameTp no3sonser Bblbpate Bugeokamepy TRASSIR
A5 aBTOMaTU4EeCKOro pacno3HaBaHMs HOMEPOB TPAHCMOPTHbLIX CPEACTB.

e lMNMonoca pBwxeHus. [lapameTp no3BONSET YyKasaTb HOMEP MOSOCbl  ABMKEHUS,
no kotopon 6yayt pgsurateca TC, rocygapCTBEHHble HOMepa KOTopbIX Heobxoanmo
pacno3HaBaTb. Ecnu octaBuTb none He3anonHeHHbIM, Kamepa OyaeT pacno3HaBaTb HOMepa
TC c no6on nonocol.

lMpumeyaHue:

Hactporka nonocbl ABWXKEHUA npuBoautca B «Pykosodcmee admMuHuUcmpamopa
TRASSIR», KOTOpOE MOXHO HaWTM Ha canTe paspaboTuvka, NO agpecy: www.dssl.ru,
B pasgene Texnopaepkka > TexHUn4Yeckas AOKyMeHTaLMA.

e HanpaBneHne paBuxeHusa TC. [lapameTp nosBonseTr 3agaTb HanpaeneHue AOBWXKEHUS
TPaAHCNOPTHbLIX CPeACTB NO OTHOLWeEHMIO K Buaeokamepe TRASSIR ansa KoppekTHou paboThbl
ATT. Hanpumep, BO nsbexaHue pacnosHaBaHus HOMepa Ha 3agHemM 6amnepe TPaHCMOPTHOMO
cpencTBa Npwv Bble3ae C TEPPUTOPUM NPEaNpPUSTUSA.

llpumeyaHue:

Pabota ¢ obopyaoBaHuem TRASSIR onucbiBaeTcs B Pykoeodcmeo mnosib3oeamens
modynsi PERCo-WM06 «MHmeepayusi c TRASSIR».
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20.10. Bknagka «lUno3»
Bknagka BbIrnaguT crnegyowmm obpasom:

°}‘ Wnwoz CTL14 BepHYTbCA K CIMCKY

HazeaHue Hactpoiikm Anroputm npoxoaa
W3 CTL14 [eeps 1 - BX0A B WA Markui

leeps 1 - BoIXOA M3 WAO3a Bpems HaxoXgeHWs B WAK3e

Wnto3 lBeps 2 - BoiXOA M3 WAO3a 100

lBeps 2 - Bxoa B w03

[ns HacTporkK OOCTYNHbI crieayolmne napameTpbl:
e Anroputm npoxopaa:
— Msrkun. Npy ncnonb3oBaHWM JAHHOIO peXxnma, ecrnv YenoBeK HaxXoaUTCA BHYTPU LLMO3a,
BO3MOX€EH Npoxof Brepea 1 BbIXod Ha3agj.
— XecTkun. Npun ncnonb3oBaHMN AAHHOIO peXMMa, eCnn YernoBeK HAaXOAMUTCS BHYTPU LUMO3a,
BO3MOXEH TONbKO NPOXOA Bnepea.
e Bpemsa HaxoxaeHusa B wnto3e. [lapameTp NO3BONSET YCTAHOBUTb BPeEMSA ONS HAXOXOEeHUs
B LLUMtO3E.

20.11. Bknagka «CoctaBHOW O0OBLEKT»
Bknagka BbIrnaguT crnegyowmm obpasom:

(© CocraBHOW o6bekT CL15 BepHYTECA K CrIncKy

HazeaHwe ARrOpUTI

CocTaeHoi obekT CL15 TypHUKeT

KoHtponnep 1

COCTAEHOR OEbeKT Kontpoanep CL15 (10.1.220.95)

KoHTtponnep 2

Kontponanep CL15 (172.17.1.116)

[lns HacTpoOVKM OOCTYNHbI CreayrLwme napameTpbl:
o AnropuTtm npoxopa. BeinagaroLwmii CNnMcok No3BosndAeT BbiGpaTb OAUH U3 anropuTMoB
npoxoaa:
— TypHuKerT;
— [BYCTOPOHHUI 3aMOK.
e KoHTponnep. MNapameTp npeaHasHa4veH gns Bbibopa ycTponcTs Ansa opMmmpoBaHus
COCTaBHOro ob6bekKTa.
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21. MapameTpbl KOHTpONNepoB Suprema

B 3aBUCMMOCTM OT TUNa KOHTpomnsiepa CANCOK PecypcoB N COOTBETCTBYHOLLUX UM BKNaOOK MOXET
oTnnyatbes. [JOCTynHbI Crieayrowme BKNagKu:

o Cetb;

e Pa3sHoe;

e 3aMoK;

e CuuTbiBaTenb.

O6Lme HacTpOMKM CBETOBOW M 3BYKOBOW MHAMKAUMW ONS BCEX MOAOKMIOYEHHbIX K cucTeme
KOHTponnepoB Suprema 3apgatoTcsa Ha Bknagke KoHTponnepbl Suprema BO BCMMbIBAOLWLEM OKHE
O6wue napameTpbl.

lpumeyaHue:

Onsa nHTerpauum Heobxoammo, YTOObI KOHTPOMMEepbl MMenu Bepcuio BHyTpeHHero 10
("mpoLmBKy") HE MEHee YeM:

— Ons koHTponnepa BioEntry W2 — 1.1.1;

— Ans koHTponnepa BioEntry Plus (nnatgopma BioStar 2) — 2.3.1.

21.1. Bknagka «CeTb»

Bknagka otobpaxaeT nHdopmauunio o criegyoLwmx ceTeBblX NapameTpax:
o |IP-apgpec;
e Macka noacetu;
¢ |P-agpec wnto3a;
e MAC-appec.

OKHO MMeeT creayoLwnin BUA;:

(© KoHTponnep Suprema FaceStation F2

Hazeanue IP-anpec
Kontponnep Suprema FaceStation F2 172.17.102.37
Buixog uz Macka noacetw

He erifpaHo 255.0.0.0

Bxoa & IP-aapec wnwza

He ewibpaHo

MAC-agpec

Cets

Pazxoe

3amok

CurTelEaTENE
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21.2. Bknapka «Pa3Hoe»
Bknagka BbIrnsguT cneayowmm obpasom:

(© KonTponnep Suprema FaceStation F2

Hazganue Bepcua npowmeky
KonTponnep Suprema FaceStation F2 FSF2-AB 20.3
Beixog vz “Yacoeoii noac
He eribpaHo Yacoeoli NoAc cepeepa cMCTEMEI
Bxod & BricTpan nepegaya 4aHHEIX
He eriBpaHo
Cetb
PazHoe
3amok

CumnTbiBaTENR

Bkrnagka cogepXuT criegytoLlime HaCTPOMKK:
e Bepcus npowmBkmu — B none otobpaxkaeTca Bepcus NPoLLMBKM BCTpoeHHoro 10 koHTponnepa.
¢ YacoBow nosic — BbiNagaroLmi CNMCOK NO3BOSSIET BblIbpaTh YacoBOKW NOSC KOHTpoOepa.

21.3. Bknagka «3aMoOK»

Bknagka 3amMok BbIrnganTt crnegyrowmm obpasom:

(© KouTponnep Suprema FaceStation F2

Hazeanne YnpaeneHue 2amMKom
KoHTponnep Suprema FaceStation F2 Jatuuk agepu
Bbixoa 13 HopmankHo samkHyT
He euifipaHo Kronka "Beixoa”
HopmanbHo 3amMkHyTa
Bxog &
He Buifpatio Bxog gatumka aeepmn
Bxog 0
Bxoa kHonkw "Beixod”
Cets
Bxog 1
Pasroe MpegensHoe BpeMaA OTKPEITUSA ABEPM
8 CeryHas!
3amok
BAOKWMPOBSTE ABEPE NOCAE 33KPEITUA
CunTelEaTens

Bpema oTKpbITUA ABEPK

4 CeryHas!

Perncrpauna Npoxoaa no NpeasAeleHno naeHTudukaropa
MoaTESp*ASHWE NPOXOAA OT KOHTPOAAEPA

He MCnonL3yerca
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Bknagka cogepXxuT cnegytowme HacTPONKK:

YnpaBneHue 3aMkoM. [1pu ycTaHOBKe dhnaxka NosiBNAKTCA Apyrne HacTPOrKu.

Datumk aBepu. PackpbiBalolmMncs CNMcoK no3sonsieT BblbpaTb HOpManbHOE COCTOSIHME

AaTtyvka asepu (repkoHa):

— HopmanbHo 3aMKHYT;

— HopmanbHO pa3oMKHYT.
llpumeyaHue:
HopManbHbIM COCTOSIHMEM AaTynka ABepu (FrepKOHAa) CYMTAETCA TO COCTOsIHME, B KOTOPOM
HaxoauTca Adatyuk npu  3akpbiton ABepu. COOTBETCTBEHHO, €eCnu AaTyuk  ABepu
KOHCTPYKTUBHO PacrofioXeH TaK, YTO Mpu 3aKpbITOW ABEPU AaTYMK HOPMAribHO 3aMKHYT,
TO Heobxo4MMO M3 pacKpbIBaKOLWErocs cnucka Ans gatdvka asepuv Bblbpate HopmanbHo
3aMKHYT.

KHonka "Bbixoa". PackpbiBaloLWMNCs CMCOK MO3BOMSIET BblbpaTb HOPManbHOE COCTOsIHME

kHonku "Bbixog™:

— HopmanbHO 3aMKHyTa;

— HopmanbHO pa3oMKHyTa.

llpumeyaHue:
HopmanbHbIM cocTosiHMeM KHoMkn “Bbixoa" cuMTtaeTcs TO COCTOSAHWE, B KOTOPOM
HaxoaMTca KHorka npu 3abnokmpoBaHHon asepwn. COOTBETCTBEHHO, €ClM KOHCTPYKTUBHO
npeaycMOTPEHO, YTO NPU HaXKaTUM KHOMKK "BbIxoa" pasmbikaeTcsl KOHTaKT perie u ABepb
pasbnokupyetcsa (T.e. nepexoguT W3 HOPManbHOMO COCTOSIHUS B COCTOSHME
pa3bnokMpoBkM), TO HeobGXoAMMO U3 packpbiBalowlerocs cnucka KHonka "Bbixoa"
BblbpaTe HopmanbHO 3aMKHyTa.

Bxoa patuuka aBepwu. PackpbiBalOWMNCA CAMCOK NO3BOMsET BblOpaTb, K KakoMy BXogdy

KOHTponnepa 6yaeT nogknoyaTbCs AaTYMK ABEpU:

— Bxop 0;

— Bxop 1.

Bxoa kHonku "Bbixoa". PackpbiBalOWMACA CNUCOK NO3BONSET BblOpaTb, K KakoOMy BXogdy

KOHTponnepa 6yaet nogknoyaTbcst KHonka "Bbixoa™:

- Bxop 0;

- Bxop 1.

llpumeyaHue:
KaTeropuyecku He pekoMeHayeTcs NoaknioyaTh gaTymK ABepu 1 KHorky "Bbixoa™ Ha oanH
M TOT Xe BXO4 KOHTponnepa.
MpepenbHOe BpeMs OTKPbITUA ABEepU — BPEMS, MO WUCTEYEHUN KOTOPOro KOHTPOSnep
yrnpaBneHns 4OCTYNom nepenaeTt B COCTOAHME TPEBOrM MO MpUYMHE TOro, YTO ABEpb He Obina
3akpbiTa 1 3abnokMpoBaHa. PackpbiBaloLWMIACA CMMCOK NO3BONSAET 3a4aTh 3HaYEeHME U BbibpaTb
€dVHNLbI N3MEPEHNS NPEeAENbHOrO BPEMEHN OTKPLITUS OBEPU:
— MunnucekyHabl;
— CeKyHAabl;
— BecKOHe4YHOCTb.
Mpwn ycTaHoBke chnaxka BrnioknpoBaTb ABepb NOCe 3aKpbITUA ABepb OyaeT 3abrnokMpoBaHa
cpasy nocre 3akpbiTus.
Bpems oTKpbITUA ABepu — BpeMS, Ha KOTOpOoe AOBepb pa3brokupyeTcs KOHTPONepoM
ynpaBneHnsa AOCTYNOM ANs OTKPbITUS. PackpbiBaloLLMACA CNUCOK NO3BONAET 3aaTh 3Ha4YeHne
1 BbIbpaTbh €ANHNLbI USMEPEHUSA BPEMEHN OTKPbLITUS ABEPU:
— MunnucekyHabl;
— CeKyHabl;
— BecKkoHe4YHOCTb.
Mpwn ycTaHoBke (pnaxka Pernctpauumsa npoxoaa no npeabABrieHUo naeHTudgpukaropa dakr
npoxoga OydeT 3aperMcTpypoBaH cpasdy e Mocne MnpeabsiBreHns uaeHTudukatopa,
T.e. 6e3 oXnaaHns COOTBETCTBYHOLLUX CUrHANOB C TYPHUKETA, AaTYnKa ABEPU U T.A4.
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e [oaTBepxAaeHMe Npoxoaa OT KOHTPOSNepa — PackpbIBAOLLMNCA CNMCOK NO3BONSAET BbibpaTh
OnNs nogTBepXaeHust npoxoga ToT koHTponnep PERCo, Bxogom [MAY koToporo ynpaenser
BbIXOZ KOHTponnepa Suprema.

llpumeyaHue:

Onums ucnonbadyetcda npu nHterpaumm 3l mnn koHTponnepa PERCo ¢ obopynoBaHMem
Suprema onsi KOPPEKTHOroO yyeTa paboyero BpeMeHu.

Ecnu BbiGpaH nogTBepxaatowmn koHTponnep PERCo, To nocne npoxoga OT Hero
oxungaeTca cobbitne «llpoxod no komaHOe om []Y», nocrne 4Yero B KypHam cOObITUK
cucTeMbl  3anucbiBaeTcs  cobbiTMe  npoxoaa, B NPOTMBHOM  cfy4yae  —
cobbitne «Omka3 om npoxoday.

21.4. Bknapka «CuntbiBaTenb»
Bknagka CuntbiBaTesnb BbIrMSANT Criegyowmnm obpasom:

(® KoHTponnep Suprema FaceStation F2 BepHyTLCA K CTUCKY

Hassanue Tepm n ¥YP
epmuHan YPB >  Komawugel cunteiBatens
KonTponnep Suprema FaceStation F2 KoHTPOAL Temnepatypel
YcTaHosuTh pexum paboTsl "OTKpLITO

Buixoa u3 KoHTpone Macks Ha au ue

YcTaHoBUTb pexuM paboTbl "KoHTponb
He Bb\()pEHC YGOEEHh Dez0nacHoCTH

HOP'-IEJ‘!EHBII?‘ CTaHOBHTL peMM paboThl " 3aKpeITO
Bxoa s
[atuvk asmxeHnA
He eribpaHo

Cpeanuii

YpoBeHb 0CBEWEHHOCTH
Cets
HopmaneHeiid

PazHoe 3awuTa o1 NoAAeAKMN AMua

BeixntoueHa
3amoK
Pesxmm Wiegand

CunTeiBaTENL Bxoa

Komanabl gna ycrpoiicrea

Mopsaock GaiT & maeHTMdmKaTope

Ot CTapwero K Maagwemy

Bknagka cogepXuT cneayroLime HacTPOKuU:

1. [Ons KOHTPOJSIEPOB CO CKaHepaMMu OTNEeYaTKOB NasnbLeB:
e YyBcTBUTENbLHOCTbL. PackpbiBalOWMNCsa  CNMCOK  NO3BondeT  3adaTb  YPOBEHb
YYBCTBUTEMbHOCTU CYUTLIBATENS:
— Hu3skas; YpoBeHb ( oT 1 go 6); Bbicokas.
lpumeyaHue:

MapameTp YyBCTBUTENBHOCTbL OnpedensieT YyBCTBUTENbHOCTb AaTyMka CKaHMPOBaHUS
oTneyaTkoB nanbues. MNpy BbICOKOM 3a4aHHOM YPOBHE YyBCTBUTENBHOCTU 0becneynBaeTcs
BbICOKOE Ka4eCTBO W CKOPOCTb CKaHMPOBaHWS, NPU HU3KOM YPOBHE YYBCTBUTENbHOCTU
yMeHbLLAeTCs BrusiHAE (hakTOPOB BHELLUHEW Cpefbl — TeMMNepaTyphbl, BNAaXXHOCTM BO3ayXa,
OCBELLEHHOCTW MOMELLEHUS, YACTOTbI CKaHMPYEMOWN MOBEPXHOCTU (MOAyLleYeKk nanbLeB).
Mpon3BoanTEeNEM PEKOMEHAOBAHO UCMONb30BaHWE BbICOKOrO YPOBHS YyBCTBUTENbHOCTM
no  YMONYaHuio, MOHWKEHNe  YPOBHS  YYBCTBUTENIBHOCTU  OCYLLECTBNsieTCs
npu Heo6Xo4MMOCTM B 3aBUCUMOCTU OT YCIIOBWIA SKCMyaTaLuu.

2. [Onsa TepMuHanoB pacno3HaBaHUSA NULL:

I BHumaHue!

= Pekomenayetca B cucteme PERCo-Web vicnonb3osate TPJ1 npoussoactea “Suprema”
TONMbKO OAHOWM MOAENM, TaK KaK Yy pasHbIX MoAenen TEPMUHANOB MCMNOMb3YHTCA pasHble
anropuTMbl pacno3HaBaHus nuuy. B cnyyae 3ameHbl TepMuHanoB Suprema ogHoro Tuna
Apyrum notpebyeTcs 3aHOBO co3aaTh 6a3y AaHHbIX pacno3HaBaHWS NN,
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lpumeyaHue:
OnuncaHne napamMeTpoB HACTPOMKM TepMuHana pacno3HaBaHud nvy MNogpobHO AaHo
B 3KCMiyaTauMOHHON JOKYMEHTaUMM Ha faHHOe u3genve.
e YpoBeHb 6e30MacHOCTH:
— HOpPMarnbHbIA; BbICOKMW; CaMbl BbICOKUN.
o [laTuMK ABUXEHUS:
— BbIKIIOYEH; ONIN3KUN; cpeaHu; AaneKknui.
e YpOBeHb OCBELUEeHHOCTH:
— HOpPMarsbHbIW; BbICOKMIA; aBTOMaTUY€CKUN.
e 3awmTta oT noaaernku nuua:
— BbIKITIOYEHA; YPOBeHb 1; ypoBeHb 2; ypOBeHb 3.
e Pexum Wiegand:
— BXO0A; BbIXoA,.
o lMopsapok 6anT B naeHTUchukarope:
— OT CcTapuwero K Mnagwemy; oT Mnaglero K ctapwiemy.

[Ona mopgenen koHTponnepoB Suprema FaceStation F2 w BioStation 3 nopaepxusarTcs
onuun n3mepeHns Temnepatypbl (NP HaNMYUM TEPMarnbHON Kamepbl) U KOHTPOSA Macku Ha
nvue:

KoHTpone Temnepatypsl

MoBbIlWEeHHARA TEMMEpaTYpPa

38.0

KoHTpoae Macku Ha uue
YpoBeHb NPOBEPKA Macku

HopmansHeiA

¥poeeHe DezonacHoOCTM

HopmansHeA

JaTunk ABUEHMA

CpeaHwia

ypGEE‘Hh OCEBELLEeHHOCT

HopmaneHwIiA

Ona mopenen koHTponnepoB Suprema FaceStation F2, FaceStation 2 n BioStation 3
NOAAEPKUBAOTCS ONUNK:

TepmuHan ¥PB
OBpaTHoe HanpaeneHWe NpPoxoaa

e TepmuHan YPB - BkniodeHne gaHHOW onumy No3BOnsieT BbibpaTb HanpaereHne npoxoaa
Ha 9KpaHe TepMuHana.

e OOpaTtHOe HanpaBreHue npoxopaa MeHseT Mectamum «Bxoa» n «Bbixog» Ha akpaHe
TepMuHana.
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lpumeyaHue:

HacTtponka wuwkoHOK pgnsi cobbitun «Bxog» u  «Bbixog» OCyWECTBASETCS B MEHH
agMuHUCTpaTopa TepMuHana B pasaene Authentication > T&A Code.

MopaepxmBaroTcsa crieqytolime KoOMaHabl CHUTbIBATENS:

e YCTaHOBUTb peXxum paboTbl «OTKPLITO» — NMpu nepexode B pexunm paboTbl «OTKPbITO»
npoucxoguT pas3brokMpoBKa WCMOMHUTENBHOrO YCTPOWCTBA, MNPOXOA OCYLLEeCTBNsSEeTCS
cBob6oaHO 6e3 NpeabsiBNeHns KapT A0CTyna U / N CKaHMPOBaHNSE BUOMETPUYECKMX OAHHbIX;

e YcTaHOBUTb pexum paboTbl «KoHTponb» — B pexume paboTtbl «KoHTponb» npoxop
OCYLLECTBMSAETCA B HOPManbHOM pexume No npeabsiBNeHMn KapT goctyna u/ wnu
CKaHUPOBaHUIO BUOMETPUYECKNX AAHHbIX;

e YCTaHOBUTb pPeXuM paboTbl «3aKpbITO» — B pexmme paboTbl «3aKpbITO» MPOUCXOAUT
GNoKMPOBKa MCMONMHUTENBHOIO YCTPOMCTBA, NPOXOA BNOKMPYETCH, CHMTLIBATENb HE pearnpyeT
Ha NpeabaBreHne KapT AOCTyna U / N CKaHMPOBaHWE OMOMETPUYECKNX OAHHbIX.
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22. MapameTpbl KOHTponnepoB ZKTeco

B 3aBUCMMOCTM OT TUNa KOHTpoMsiepa CANCOK PecypcoB N COOTBETCTBYHOLUMX UM BKNagOK MOXET
oTnnyatbes. [JOCTynHbI Ccrieayrowmne BKNagku:

o Certb;

e Pa3sHoe;

e 3aMoK;

e CuutbiBaTensb.

22.1. Bknagka «CeTtb»

Bknagka otobpaxaeT nHdopmauunio o criegyoLwmx ceTeBblxX NapameTpax:
o |IP-agpec;
e Macka noacetu;
o |P-agpec wno3a;
o MAC-appec.

OKHO nMeeT cnegyroLnn BUA:
IP-aapec

172.17.213.21

Macka nogcetk
IP-aapec wakoza

MAC-aapec

22.2. Bknapka «Pa3Hoe»

Bknagka nmeeT crnefyowuii BUA:

Bepcowa npowwrekn

ZAM170-MFVerl.1.21

Mogens

CeprAHBIA HoMep

Bknagka cogepxuT crneayoLlyo MHopMaumio:
e Bepcus npowmBkmu — B none otobpaxkaeTcsa Bepcus NPoLLMBKM BCTpoeHHoro 10 koHTponnepa.
e Moaenb n CepuinHbIN HOMEp — B 3TUX NONAX OTobBpaaeTca COOTBETCTBYOLWAA MHpOpMaLns
O KOHTponsepe (He angd Bcex Mogenen).
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22.3. Bknapgka «3amMmok»

Bknagka 3amMok umMeeT cnegyoLwmin BUA;:

HazeaHme

Koutponnep ZKTeco

Brixog w2

HexkouTpoaupyemas Tepputop... @

Bxog e 1T

Bknagka cogepuT cneayroLime HacTPOKuU:

zkt [ %]

Cets

PazHoe

Jamok

CynThiBaTENb

Hatunx geepu

HopmaneHo 3amrHyT

an‘_ﬂEﬁbHDE BpemMA OTKPLITMA JEEDH

8 CexyHasl

BaokvpoOBaTs ABEpb NOCAE 23KPLITHUA
Bpems oTKpeITMR ABepw

4 CexyHap!

MogTeepxaeHre NPOX04a 0T KOHTPONAEPa

Heé WCNOoOAL3YETCR

e [atumk pBepw. PacKpbiBalOWMNCS CAMCOK MO3BOMSIET BblbpaTb HOpMasibHOE COCTOsIHME
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naTtynka asepu (repkoHa):
— HopmanbHO 3aMKHyT;
— HopmanbHO pa3soOMKHYT.

lpumeyaHue:

HOpMaJ'IbeIM COCTOAHMEM OaTHUKa OBEPU (FepKOHa) CyMnTaeTcd TO COCTOAHUE, B KOTOPOM

HaxoAuUTCA [daTyvk MpU  3aKpbITOM OBEpW.

COOTBETCTBEHHO, €Cnu AaTtyvk ABepu

KOHCTPYKTMBHO PacMofioKeH Tak, YTO MpWU 3aKpbITON OBEPU AATYMK HOPManbHO 3aMKHYT,

TO HeobxoaMmo 13
Hopmaano 3aMKHYT.

pacKpbiBakoLerocs

Cnncka Aana pgartyduka

ABEpU

BblOpaTb

I'Ipe,qeanoe BpeMA OTKPbITUA ABepu — BpeMA, MO UCTEYEHUUN KOTOPOro KOHTpOoIep

nepequeT B COCTOAHME TpeBOrnm Mo TrpudnHe TOro,

1 3abrnokvpoBaHa (B CekyHAax).

4YTO [OBepb He Obina 3aKpbiTa

MNpu ycTaHoBKe hraxxka BrnoknpoBaTb ABepb Nocne 3aKpbITUs ABePb OyaeT 3abrnoknposaHa

cpasy nocre 3akpbITUs.

Bpemsa oTKpbITUA ABepu — BpeMmsd, Ha KOTOpoe [OBepb pPa3briokMpyeTcs KOHTPOSnepoM
yrnpaBneHunst 4OCTYNOM ANS OTKPbITMA (B CeKyHAaXx).
MoaTBepxAaeHMe Npoxoaa OT KOHTpossiepa — PpackpbiBaloLWMNCA CIMCOK NO3BONSET BblOpaTh
OnNs nogTBepXaeHust npoxoda ToT koHTponnep PERCo, Bxogom MY koToporo ynpaenser

BbIXog, KoHTponnepa ZKTeco.
llpumeyaHue:

Onumss moxeT wucnonb3oBaTtbCd MNpu  uHTerpaumm 3 u  kKoHTponnepoB PERCo
¢ obopynoBaHnem ZKTeco ansa KOPPEKTHOro yvyeTta paboyero BpeMeHu.

Ecnn BbiGpaH nogTtBepxgawowmin koHTponnep PERCo, TO nocne npoxoda OT Hero
oxungaeTca cobbitne «flpoxod no komaHOe om []Y», nocre 4Yero B KypHam cOObITUK
cuCTeMbl 3anucbliBaeTcs cobbiTe npoxoga, B MNPOTUBHOM Clydae — cobObiTue
«Omka3 om npoxodax.



PykoBoacTBO agMUHMCTpaTopa

MopaepxmBaroTca cregyloLme KoMaHabl 3amka:
¢ OTKpbITb (pa3bnokupoBatb) UY;
¢ 3akKkpbITb (3abnokupoBaTthb) UY;
o CHATb TpeBory.

22.4. Bknagka «CumnTtbiBaTenb»

Bknagka CuuTbiBaTenb BbIrMAAUT CleayoLmMm o6pasoMm:

Hazeanwe MapameTpe! CUMTLIEATENR HACTPAMEAKITCA B TEPMUHANE

Koutponnep ZKTeco

Beixog uz CooBLueHre NpK NpeEsILLEHU TEMMEPATYPEI
HekoHTpoaupyeman Tepputop... @ 37.3
Bxoa e i
zkt [ x]
CeTb
PazHoe
3amok

CumnTelBaTENL

Bknagka cogepXuT cneayroLime HacTPONK:

llpumeyaHue:

MapameTpbl cuuTbiBaTENss W pPeXuMbl AOOCTYNa HacTpavMBalTCA B TepMuHane
(cM. akcnnyaTaunMoHHYH JOKYMEHTAUUI0 Ha TepMuHan).

CoobLeHne npu npeBbIleHUN TemnepaTypbl — Nosfe Ans BBOAA NMOPOroBOro 3HayeHusi
TemnepaTtypbl, NPy MNPEBbLILEHUN KOTOPOro B XXypHane coObiTui cucteMbl Oyget
dhopmupoBaTbca coobuieHne «1poxod ¢ nosbiweHHoU memnepamypol». NMpn HeobxoanmocTn
no aTomy Co0bLLEHNIO MOXHO HaCTPOMUTb peakuum Ha cobbITus
B noapasgene «Peakuuu Ha coObITUA» pasnena « AQMUHUCTPUPOBAHUEY.

CoobuweHus B cucteme PERCo-Web dhopmumpytoTCa TONLKO B TOM Criyvae, ecnv B TepMmuHane
ZKTeco He cTOMT 3anpeT npoxoga npu ykasaHHOW Temneparype.

Takke BO3MOXeH BapuaHT coobuleHns  «[lpoxod 6e3  MeOuUUHCKOU  Mackuy,
ecnu B TepmuHane ZKTeco aktneHa onuus « ObHapyxugambs HOWEHUE Macku», HO He CTOUT
3anpeT npoxoaa npu ee oTCyTCTBUMN.

BHumaHue!

— lMepen Havanom paboTbl 3aganTe Heobxogumble napameTpbl B TepmuHane ZKTeco

B noApasgene «YnpaeneHue 3awumoli» pasgena «Cucmemay.

Mpumepbl peanu3auuu.

Mpumep Ne 1:

B TepmuHane ZKTeco:

— aKTuBupymnTe onumto «Msmepsame memnepamypy ¢ UK»;
— YKaXute BEpXHWUin Nopor Temnepartypbl Tpesoru 37°C;

— nocTaBbTe 3anpeT NPoxo4a Npu NpeBbIEHNN Nopora.
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o B cucreme PERCo-Web:
— B none Coob6weHue npu npeBbIleHUX TemnepaTypbl ykaxuTte 37°C.
B Takom cnyyae npv npeBbILLEHUN NOpora TemnepaTypbl Npoxoa 6yaeT 3anpeLeH, coobweHns
B XXypHarne cobbITuin cucTembl opmmpoBaTbCa He ByayT.
Mpumep Ne 2:
o B tepmuHane ZKTeco:
aKkTUBMpynTe onuuio «13mepsimb memnepamypy ¢ UKy,
yKaXknute BEpXHUN Nopor Temnepartypbl Tpesoru 37°C;
He CTaBbTe 3anpeT Npoxoaa npw NpeBbILLIEeHM Nopora.
e B cucreme PERCo-Web:
B none CoobuweHne npu npeBbileHUN TemnepaTtypbl ykaxute 37°C.

B Takom cnyyae npw npeBbILLEHUN Nopora TemnepaTtypbl Npoxoa 0yaeT paspeLueH, a B XXypHane
cobbiTun  cuctembl  6yayT  pbopmupoBatbcs  coobuieHns  «[Tpoxod € n08bILEHHOU
memrnepamypoui».

Mpumep Ne 3:

o B tepmuHane ZKTeco:

aKTUBMpynTe onuuio «3mepsimb memnepamypy ¢ UKy,

yKaXknute BEpXHUN Nopor Temnepartypbl Tpesoru 38°C;

nocTaBbTe 3anpeT Npoxoaa npu npeBbILLEeHUM Nopora.

¢ B cucreme PERCo-Web:

B none CoobuweHne npu npeBbieHUN TemnepaTtypbl ykaxute 37°C.

B Takom cnydae npu temnepatype ot 38°C npoxog 6yaeT 3anpeLleH, coobLieHns B XXypHane
cobbITun cuctembl hopmmupoBaTbca He byayt. OgHako npu Temnepatype ot 37°C pgo 38°C
npoxon 6yneT paspeLleH, a B XypHane cobbiTuin cuctembl 6yayT dhopmMmpoBaTbCs COOOLLEHMS
«[Mpoxod ¢ nosbiweHHOU memnepamypoul.
Mpumep Ne 4:
o B tepmuHane ZKTeco:
— aktnsupynTte onumto « ObHapyxueamb HOWEHUE MacKuy;
— nocTaBbTe 3anpeT npoxoda 6e3 HoLeHMs Macku.
B TakoMm cny4ae npu OTCYTCTBMM Ha COTPyAHWKe / noceTutene MeguuUHCKON Macku npoxop,
OyaeT 3anpeLyeH, coobLLeHUs B XypHare cobbliTuii cuctemMsl GopMnpoBaThCs He ByayT.
Mpumep Ne 5:
o B tepmuHane ZKTeco:
— aktnsupynTte onumto « ObHapyxueamb HOWEHUE MacKuy;
— He cTaBbTe 3anpeT npoxoAa 6e3 HoLEeHUSA MacKW.
B TakoMm cny4ae npu OTCyTCTBUM Ha COTPyAHWKe / noceTutene MeguuUHCKON Macku npoxopg,

OyneT paspelleH, a B XypHane cobbitun cuctembl OyayT dopmmupoBaTbCsl COOBLLEHUSA
«lpoxod 6e3 MeduyUHCKOU MacKu».
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23. MapameTpbl KOHTponnepoB BioSmart

llpumeyaHue:

. TloppobHas akcnnyaTauMoHHAs [OOKYMEHTauuss Ha TepMuHan [OCTynHa Ha caunTe
npounssoauTens no agpecy: https://bio-smart.ru/.

B 3aBMcMMOCTM OT TMNa KOHTPOMepa CNMCOK PECYPCOB U COOTBETCTBYHOLLMX UM BKNAZOK MOXET
oTnunyaTtbes. [1oCTynHbl crneayoLmne BKNagKu:

o Certb;

e Pa3sHoe;

e 3aMoK;

e CyurtbiBarensb.

23.1. Bknagka «CeTb»

Bknagka otobpaxaeT nHdopmauunio o criegyoLwmx ceTeBblX NapameTpax:
o |IP-apgpec;
e Macka noacetu;
e IP-agpec wnto3a;
e MAC-appec.

Bknaaka nmeeT cneayowmi Bua;

HazeaHue P-anpac
KouTponnep BioSmart Quasar 17217 4.138
Buixog us Macka noaceTu
HeKoHTpoAMpyeMan Tepputo.., @ 255000
Bx0a4 B T IP-aapec wnwza

Momewenwe 1 (]
MAC-aapec
Cetb
PazHos
3aMOK

CumnTbiBaTENE
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23.2. Bknapka «Pa3Hoe»

Bknagka nmeeT crnegyowuii BUA:

HazeaHue Bepcua npolnekm

w

VART QUASAR 2.4.0.66

KonTponnep BioSmart Quasar BIO

Brixog Wz Moaens
HekonTponupyeman Tepputa.., @
1 CepwitHbIA HoMep

Bxoa e

MomeuweHue 1 Q

Cetb
Pazxoe
3aMOoK

CumTbiBaTENL

Bkragka cogepXuT criegyoLuLyo MHopmaumio:
e Bepcus npowmBkmu — B none otobpaxkaeTca Bepcus NpoLLMBKM BCTpoeHHoro 10 koHTponnepa.
e Mopenb 1 CepuiHbIN HOMEp — B 3TUX NOSISAX OTOOpaXkaeTcsa COOTBETCTBYOLLAA MHGOpMaLUs
0 KOHTponnepe (He Ansa Bcex Moaenen).

23.3. Bknapka «3amMok»

Bknagka 3amMok umeeT cnegyowmin BUA;:

HazeaHue YNpaensHKe 2amMKoM

Kontpennep BioSmart Quasar Pervcrpauma Npoxoaa no NpPefsABNEHMID WASHTMOWKATOPA

Belxog 1z

HekoHTponupyeman Tepputa.., @

LT

Bxoa e

Momewenune 1 (]

Cetb
PazHoe
3aMoK

CunTelEaTENR
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Bknagka cogepXxuT cnegytowme HacTPONKK:

YnpaBneHue 3amkoM. [lpu ycTaHOBKe hnaxka Ha [aHHOM napamMeTpe MNosiBnseTcs
napametTp BpeMsi OTKpbITMA ABepu — BpeMmsi, Ha KOTopoe ABepb pasbrnokupyertcs
KOHTPOJINIEPOM YynpaBneHns AOCTYNOM ANs OTKPbITUA (B ceKyHaax):

}rl'lpaBJ'IEHME' JdMKOM

BpemMaA oTKPLITUA ABEpW

4 CekyHabl

Perncrtpauusa npoxoaa no npeabABrEeHUIO naeHTUuKaTopa. YCTaHOBMNEHHbLIM NapameTp
nossondeT  perncTpuposatb  NpPoOXo4  nocne  npeabaBrneHns  uaeHTudukatopa.
Mpun oTcyTCTBYIOWEM napameTpe npoxon OyaeT perucTpupoBatbCs MO hakTy camoro
npoxopaa.

23.4. Bknagka «CumnTtbiBaTenb»

Bknagka CuuTbliBaTenb BbIrNaauT criedyowmnm o6pasom:

HazeaHue Crporocts cpagHexusa wabnoHoe
KoHTponnep BioSmart Quasar HopmaneHas
Buixoa u3

HekoHTponupyemas Tepputo... &

Bxop e v

NomeweHne 1 [

CeTb

PazHoe

3amok

CuuTbiBaTens

Bknagka cogepXuT cneayroLime HacTPOKuU:

CTtporoctb cCcpaBHeHUsi LWAONOHOB. PacKpbiBalOLMNCA CMNUCOK MNO3BONSAET BbiIOpaTb
BepoATHOCTb owmnboyHoro gonycka (FAR) n onpeaensieT, HACKONbKO TOYHO AOSMKHbI COBMNagaTh
ornomeTpuyeckne gaHHble nvua nornb3oBaTens, NofyvYeHHble C Kamepbl, ¢ BUOMETPUYECKM
WabfioHoOM, XpaHsawmMmcs B 0ase faHHbIX. YeM Bblle CTPOroCcTb CpaBHEHMUS LAabroHOB,
TeM MeHbLUE BEPOSATHOCTb OLIMBOYHOro Aonycka:

o HopmanbHas.

o [loBblIlWeHHas.

o Bblcokas.

o [TMoHuxeHHas.

o Hwuskas.

lpumeyaHue:

MogpobGHee O CTPOrocTM cpaBHEHMS WABNOHOB ANs TepMuHana BioSmart Quasar MOXHO
y3HaTb B pasgene 7.10 Bbioop ypOBHA CTPOroctn naeHTuduKaLmm aKcniyaTalMoHHON
OOKYMEHTaUMM Ha TepMuHan, [OCTYNHOW Ha calTe npousBoauTens no agpecy:
https://bio-smart.ru/quasar.
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24. NMapameTpbl BUAeokamMmepbl

[MepedncneHHble  HWXe BKNagKu npegHasHadeHol  Ans HaCTPOWNKK IP-Bugeokamep
(B T.4. BuOeokamep crtanHgapta ONVIF) wn aHanoroBblx BuAeokamep,  MOLKITHOYEHHbIX
K IP-Bugeocepsepam. JOCTyNHbI criegytoLne BKkNagku:

CeTb;

Kamepa;

O kamepe;

Bugeo.

llpumeyaHue:

MapameTpbl Bugeokamepbl TRASSIR onucbiBaioTcs B Pykoeodcmee nosib3oeamerisi
modynsi PERCo-WM06 «MHmeepayusi c TRASSIR».

24.1. Bknagka «CeTtb»

Bknagka CeTb oTOGpaxaeT MHGOPMaLUIo O CReayrLmnx CETEBbIX NapameTpax:
o |IP-apgpec;
¢ Macka noacetu;
e IP-agpec wnto3a;
¢ MAC-agpec.

OKHO VMeeT creaytoLuin BUA;
(D Bupeokamepa

HazeaHwe IP-aapec

Axis 10.0.100.132

Macka noacetn

T 255.0.0.0

IP-agpec wnkoza
Kamepa

O kamepe MAC-aapec

Braeo

24.2. Bknagka «Kamepa»
Ha Bknagke Kamepa Heob6xo4vMmo BBECTM AaHHbIE ANS aBTOpU3aumm Npun ynpaBrieHnn KaMmepomn.
MapameTpbl Kamepbl:

e JlorwuH;

o [laponb.

24.3. Bknagka «O kamepe»

Bknagka O kamepe oToGpakaeT MHOopMauuio O Crneayowmnx ceTeBbiX NnapameTpax:
MpousBoauTens. [None otobpaxaeT HauMeHoBaHWe NPOU3BOAUTENS KaMepbl.

Mopenb. MNone oTobpaxkaeT HaMMeHOBaHME MOAENN KaMepbl.

MpowwuBka. [None otobpaxkaeT TEKyLLY BEPCUIO MPOLLUMBKN KaMepbl.

CepunHbIn HoMep. None oTobpaxaeT CepUHbIA HOMEpP Kamepbl.

URI. Tlone oto6paxaetr URI (Uniform Resource Identifier) — yHudpmumnpoBaHHbIn
naoeHTudmkaTop pecypca (kamepbl).
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OkHO nmeeT cnegyroLnin BuA;

[ Bupeokamepa

HazBanwe MpouzeoauTens
Axis ONVIF-IPNC
Moaens
Cat TH3IZE-ONVIF
Mpowweka
Kamepa
V2.5.1.12 build 2015-02-11 17:31:27
O kamepe CepWiaHLIA HoMmep
008FF7900508
Buaeo
URI

rtsp://10.0.100.132:554/mpeg4?username=admin&password=E10ADC3949BA59...

24.4. Bknagka «Bugeo»

Ha Bknagke Bupgeo oToGpaxaeTca BUOeOCheEMKa C BblIOpaHHOW KamMepbl B peXuUMe pearnbHOro
BpeMeHu. [Insi Toro, 4Tobbl NepenTn B NONTHOIKPAHHbIN PEXMUM, HaBeauTe Kypcop Ha usobpaxeHve

A
C KaMepbl N HAXXKMUTE Ha KHOMKY & . [nsa Bbixoga m3 NOJTHOSKPAHHOIo pexmma KImkHuTe nesoun
A

KHOMKOW MbILIN MO UKOHKE ¥ B NpaBOM BEPXHEM YTy U3006paKeHnsi C KaMepbl.
OKHO MMeeT criegyowmnn Bug;

[P Bupeokamepa TRASSIR BepHyTLCA K CTCKy

Hazsanne > Ynpaeneuue kamepoii

Bupeoramepa TRASSIR
BrnrouuTe sanuce
Buixon us
BoIKIIONTD 3anuck
= He ewiGparo v
CoxpaHuTh CHUMOK
Bxoa &
MpocmoTp apxusa
= He suibparo v

0 kamepe

Buaeo

Pacnozkasakue

KomaHngbl ann ycrpoiictsa
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25. Hactpowuka koHTponnepa CKY[l PERCo ansa pa6boTbl ¢
KapTonpueMHUKOM

B cucteme npegycmoTpeHa BO3MOXHOCTb aBTOMaTUMYECKOro W3bATUA BPEMEHHbIX KapT
noceTuTenen C WCMNOMb30BaHMEM KapTOMPUEMHWKA npou3soacTtea komnaHunm PERCo.
lMocne MOHTaXa M BKIHOYEHMS KapTONpUeMHMKa He06X0AMMO NPOM3BECTU €ro KOH(UTYpUpoBaHue
B cUCTeMe, AN 3TOro:

1. Bongute B cuctemy, ncnonb3ysa 6paysep.

2. Wcnonb3ys naHenb Hasurauuu, nepengute B nogpasgen «KoHdwurypauusa» pasgena
«AOMUHUCTPUPOBaHUEY.

3. B pabouyen obnactu cTpaHuubl BblAENUTE OCHOBHOW KOHTPOMSEp, K KOTOPOMY (uan4eckm
NOAKMOYEH KapTONPUEMHMK:

KoHdmrypauus PERCo-Web*® AaMuHUCTRATOR ?

TMometyenin Cobermita Wabnoms! kamep Cucrema

Mowck —  Obluvte napameTpel
— [ 9nextponnas npos

(B Komrponnep TypHuketa No

1P agpec

102132 o

4. Haxmute KHOIMKY Pe,anTI/IpOBaTb Ha nNaHelIn UHCTPYMEHTOB CTpaHuubl. OTKpOGTCFl
CTpaHuua, oTpaxarLllad Ha3BaHNe KOHTpOIJiepa.

5. Tepengute Ha BkNagky Bbixoabl:
© JnekTpoHHas npoxoaHaa KTCOX.A ¢ KapTONPUeMHWKOM W aHTUNaHMKOM LETRNEIELER

Hassauwe NononHuTensHbIA Bbixoa N23 Tun > KomaHas! yNpaBneHus BLIXOZOM

3nexTponnan npoxogHan KTCOx A ¢ kapto JonoaxvrensHeii seixoa Ned OBbiuHbIA

Hopmanusosatb

NononrutensHert ebixoa N25 HopumansHoe cocTosHve
AKTUBU3NPOBATL
Bxoas! He zanutan

Beixoael
Cets
CocrosHue

Paskoe

BHewHwe NOAKAOYSHHA

KomaHabl Anna ycrpoiictBa

6. B pabouyen obnactu ctpaHuubl BbibepuTe AononHuTenbHbIN Bbixod Ne... (Homep Bbixoga
OOJDKEH COOTBETCTBOBATb BbIXOAY KOHTpOMfepa, K KOTOPoMy (bM3NYECKM MOLKIMHOYEH BXOA
«M3BsIMb Kapmy» KapTONPUEMHMKA).

7. YcTaHoBMTE C NMOMOLLBIO COOTBETCTBYIOLLEro packpbiBaloLwerocs cnucka B paboden obnactu
CTpaHUUpbI:
e Ansa napametpa Tun 3HayeHne OBbIYHbIN;
e ansa napameTtpa HopmanbHoe cocTosiHMe 3HadeHve He 3anuTaH.

8. Tllepengute Ha BkNagky Bxoasbl.

9. Ecnu kapTonpveMHuK BbICTyNnaeT B Ka4eCTBE BHELLUHEro BepuuumpytoLero ycTponctea ansg
KOHTponnepa (curHan «Kapma u3bsmay» NOCTynaeT Ha OTAEeNbHbIA BXOA4 KOHTpornnepa),
TO B paboyen obnactn ctpaHuubl BbibepuTe [ononHutenbHbiM Bxon Ne... (Homep Bxoaa
KOHTponnepa, K KoTopoMy chmamdeckm nogknodeH Boixod «Kapma usbsimay KapTonpueMHuKa)
N yCTAHOBMWTE C NOMOLLIbIO COOTBETCTBYHOLLENO PacKpbIBAOLLErOCHA CNMCKa:
e 14 napameTpa Tun 3HayeHne Bxon noareepxaeHus BBY;
e ans napameTtpa HopmanbHoOe cocTOosiHME KOHTaKTa 3HavyeHne Pa3oMKHYT;
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e ana napavetpa Homep WY 3HaueHne WY... HanpaBneHwue... (Homep WY wn Homep

HanpaBneHuAa LOOJIKHbI COOTBETCTBOBATb TEM, KOTOpble KOHTPOJIMPYHOTCA
KapTOI'IpVIeMHVIKOM)Z
(© 3nekTpoHHas npoxoaHas KTCOX.A ¢ KapTONpPUEMHUKOM W aHTUMaHWKO BEPHYTECA K CIIMCKY

HazeaHwe Bxopn N23 Tun
SnekTponnan npoxoaran KTCOx.A c kapro... Bxog Ned MoaTeepsxaeHve o1 BBY
Bxog N25 HopmansHoe cOCTOAHME KOHTEKTE
Bxoas! Bxopa N6 PazomkwyT

Homep WY

Beixone!
WY 1 Hanpaenerme 1

Cets
PazHoe

BHELIKME NOAKMOUSHUA

10. TNpu HEOBXOAUMOCTW HACTPONTE peakUUIo CUCTEMbI HA CUrHan OT KapTonpueMHuKa «Asapusi».
Ona atoro B pabodver obnactu crpaHuubl BbiGepuTe [ononHuTenbHbin Bxog Ne...
(HOMep Bxoga [oSPKeH COOTBETCTBOBaTb BXOAY KOHTponnepa, K KOTOpPOMY (U3NYECKH
NOAKIOYEH BbIX0A, «Agapusi» KApTONPUEMHUNKA) U YCTAHOBUTE C MOMOLLIbIO COOTBETCTBYHOLLErO
pacKpbIBaOLLErocsi CNmncka:

e 014 napameTpa Tun 3HayeHne OObIYHbIN;
e [ns napameTpa HopmanbHoe cocTosiHMe KOHTaKTa 3HayeHne Pa3oMKHYT.

11. Mcnonb3ys napameTpbl aKkTMBM3AUMU UMM HOpManu3auumn BbIXOOOB, HacTponTe Tpebyemyto
peakuuo KOHTponnepa.

(© nekTpoHHas npoxoaHasa KTCOX.A ¢ KAPTONPUEMHMKOM W aHTUNAHUKO BEpHYTLCA K CnCKY

Hazeanne Bxop N23 Tun

SnekTpoHHas npoxogHan KTCOx A c kapTo. . Bxoa N24 OBbiunEIl

Bxopg N25 HopMmaneHOe COCTORHWE KOHTAKTa
Bxoak! Bxog N26& PazoMKHYT
JononxuTenbHble BXOAbI, MacKMpyeMble NPU aKTUBM3aLUn
Beixoas!

KpuTepuid mackvpoBaHus

Cems He zapano

AOHOJ’IHMTeﬂbeIE BblX0A4bl, HOpMaausyemMble MpU akTUBU3aL K
PazHoe

Kputepuli Hopmanuaauwm

He zagano
BHEWHME NOAKIHOUEHWUA

AOHOHHMTEﬂbeIE BbIX0O4bl, aKTUBM3NPYEMbIE NPW aKTMBU3aLWUK
KpuTepuli aktneusaLmm

He zagaxo

12. TMoouepenHo HaXxmuTe KHOMKM CoxpaHuTtb U3MeHeHus B YCTPOMCTBO
1 BepHyTbcs Kk cnucky. CTpaHuua, oTpaxarolas HasBaHne KoOHTponnepa, 6yaeT 3akpbiTa.

13. B pabouen obnacTtu CTpaHuLbl B COCTaBE OCHOBHOIO KOHTPOIepa BbigenuTte KoHTponnep MY,
KOTOPbIA KOHTPONUPYETCA KapTONpPUEMHUKOM.

14. Haxmute KHOMKy PepaktupoBaTb Ha MaHenu WMHCTPYMEHTOB cTpaHuubl. OTkpoeTtcs
CTpaHuua, oTpaxaroLLlasi Ha3BaHUe KOHTponnepa.

15. lMepengute Ha BkNagky pecypca CuuTbiBaTtenb Ne... (HOMep cuuTbiBaTensa AOMKeEH
COOTBETCTBOBATb CYNTLIBATENMO, KOHTPONMPYEMOMY KapTONPUEMHUKOM).

16. MNoaTBepXOeHMeM U3bATUS  KapTbl AONA  KOHTponfepa [ocTyna sBNsSeTcAa  curHan
OT KapTonpueMHuka «Kapma usbsma». [Nnsi HacTpPOWKM NoATBEPXAEHUS Ons napameTpa
Bepudukauma ycraHoBUTE 3HAYEHUE:

e BBY, ecnu kapTonpMeMHMK BbICTyNaeT B KayeCTBe BHELHero Bepuduumpyowero
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yCTpPONCTBa Ans KoHTposnepa (curHan «Kapma usbsma» nocTynaeT Ha OTAENbHbIA BXOA

KOHTponnepa);

o NAOY, ecnn Bbixog «Kapma u3bsma» KapTOMPUEMHMKA MNOLKIOYEH K KOHTpOMnepy
napannensHo [14Y. B aTomM cnyyae Takke HYXHO YCTaHOBUTb ANA napameTpa
Paspewenue 1Y pnaxok gns sHavyeHna B PEXXUME PABOTbI «KoHTponb»:

HazeaHue

Kontponnep TypHukeTa MNel

Brixog mz

He eriBpaHo

Bxon e

He eriBpaHo

Crnncok NFC ycTpoicte

(=3}

TypHukeT
CumTteigaTtens 1
CuuThiBaTENL 2

[eHepaToOp TPEEOTH

17. YctaHoBute B pabouen

obnactu

3aWMTa oT Nepeaaum
wasHTMdukatopos COTPYAHWKOB
(Antipass)

B PEXWME PABOTHI "KonTpoae"

3alWMTa OT Nepeaaum
waeHTMbmkaTopoe NMOCETWTENEA
(Antipass)

KOHTpoAL BpeMeHW ANA
wasHTMdukatopos COTPYAHWKOB

KoHTpone BpemeHn 4nA
waeHTUbMKaTopoe MOCETWTENER

Pazpewenme 4Y
Bepudukauna

WM3bIMaTE WAEHTHOWKATOPEI
noceTUTeNed Nocne npoxoaa

JonoaHuTENEHEIE EXOARI,
MacKupyemele Mpu pasBnokMpoeke
Wy

JonoaHUTENEHEIE BEIXOAEI,
AKTWEMZUPYEMBIE NMPU Pa3BAoKUPOEKe
Wy

CTpaHuubl gnsa napametpa BepuduuupoBatb

naeHTucmkatopbl MOCETUTENIEU ot BBY (1nu, cooTBeTcTBEeHHO, oT MAY) hnaxku:

e npu npoxopge;

e npu npoxoge ¢c HAPYLULEHUEM BPEMEHM;
e npu npoxoae ¢c HAPYLULEHUEM 30HAJIbBHOCTMW.

18. YctaHoBute B pabouen

obnactu

CTpaHuubl HeobxoOuWMoe 3HayeHue napameTpa

Bpemsa oxuaaHma nopatBepxaeHusa npu Bepudmkauum ot BBY (Mnm, cooTBeTCTBEHHO,
ot MNMAY), B Te4eHMe KOTOPOro KOHTPOMSep OOIMKEH OXnaaTb curHan «Kapma usbsmay:

(& KoHTponnep TypHukeTa

Hassanue 3alyuTa oT nepeau
wagHTHGMKaTOpoE COTPYAHMKOB
KowTponnep TypHuketa Net (Antipass)
3awura oT nepegaun
waenTudVKaTopos MOCETUTENEA
(Antipass)

Beixoa ns
He exiBparo

KoHTpoae BpeMeHn Ana
aeHTHOVKaTOpoe COTPYAHMKOB

Bxone

He BbiBpaHo
Koutpons spemerii A
Crcok NEC ycrpoficre aenTnmkatopos NOCETUTENEM

R TS Paspewenme Iy
Bepudukauua

Typruker W3bimMaTe naeHTMGUKaTOpLI

noceTuTeneii nocne npoxoaa
[lOnoHUTEMbHbIE BXOASL.
MBCKUPYEMEIE N Pa3BAOKUPOBKE
ny

CupTsiaTens 1

Cuneigatens 2
MononsurensHeie Bexoasl,
SKTVEHEMPYEMEIE PY PaZBACKVROEKE
Tenepatop Tpegory wy

19. BbiGepuTe napameTp [ononHUTeNbHbIEe BbIXOAbl, aKTUBU3UPYyEMbIle

BEpHYTLCA K CTIMCKY

Bepudukauua > KomaHae! cunteiBaTena

Her
YcTaHoBMTb pesxiim pabotsl "OTkpbiTo"

Bepuduumposars naentudmkatopsl COTPYAHUKOB ot N4Y _
YcTaHoBNTb pexum paboTel "KoHTpons"

Mpu npoxoae
YCTaHOBUTL PEXUM paboTbl "3akpbiTo”
MNpw npoxoge ¢ HAPYLLEHWEM BPEMEHW

Mpw npoxoae ¢ HAPYILEHWEM 30HAMBHOCTA e e
BepuduuMpoBaTh uaeHTUdMKaTopsl MOCETUTENER ot NAY 3aKpbiTb (3abnokmuposare) UY
Tpu npoxoae

MNpw npoxoge ¢ HAPYWEHWEM BPEMEHN

Mpw npoxoae ¢ HAPYLLEHWEM 30HANBHOCTA

Bpems OXUAHIA NOATEEPKACHIA My Bepudukauny ot MAY

1 CekyHae!

Bepuduuymposats naentudmkatopsl COTPYAHMKOB ot BBY

Tpu npoxoae

KomaHAbI ANA YT poKcTBa

Mpu npoxoae ¢ HAPYWEHWEM BPEMEHW

Mpu npoxoae ¢ HAPYILEHWEM 30HANIBHOCTA

npu npeabABIIeHUN

BanuaHbIX naeHTUdMKaTopoB NOCETUTENEN.
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20. YcTtaHOBMTE C MNOMOLLLID packpblBaloLlerocsd cnucka B paboyen obnactn CTpaHuub
ans napametpa Kputepun aktuBmsaumm 3HavyeHne Ha Bpemsa cpabatbiBaHus.

21. YcraHoBuTte hnaxok JlononHUTenbHbIN Bbixoa N2... (HoMep BbIXxoaa, K KOTOPOMY MOAKITHOYEH
BXO4 «M3bsimb Kapmy» KapTONpueMHUuKa):

(& KonTpoanep TypHuketa

HazzaHue

KowTponnep Typruera Nei

Beixoa vz

He awi6paro

Bxoa &

He awiGparo

Crcox NFC yerpoiicTs

TypHyker
Cunmeisarens 1
Cummeisatens 2

Tewepatop Tpesoru

HASHTVQUIKATOPOE LU IFYARVIRUS
(Antipass)

3awwTa oT nepesaun
waeHTngvkatopoe MOCETUTENEM
(Antipass)

KoHTpons spemerii A
naeHTMbMKaTopos COTPYAHVKOB

KoTpOns Bpemenn ans
waeHTngvkatopoe MOCETUTENEM

Paspewenme Iy
BepudukaLyun

WzbiMaTe naeHTdmKaTopsl
noceTuTeneii nacne npoxoaa

[,ononHuUTEABHbIE BXOALL
MackupyeMbie Mpy pazBAOKMPOEKE
uy

[LONONHUTENEHEIE BEIXDAE],
aKTUBM3UPYEMBIE ¥ Pa3BAOKMPOBKE

[LONONHUTEALHEIE BLIXOAH,
HOPMaNUZUpYeMLIE NpU
paz6oknposxe MY

LlonoHuTensHsie BoX0E,
aKTVEMSMPYEMEIE MDY NPELABAEHAN
Ba/MAHLIX UABHTUDMKATOPOB
COTPYAHWKOB

JononHUTeNEHEIe BEIXOaEI,
aKTMEBUZUPYEMEIE NPV NPeaEAEnEHMM
BANAHEIX MAEHTMMKATOPOE
MOCETUTENEW

22. Bbibepute napametp MW3bIMaTb
N yCTaHOBUTE A5 HErO (OIIaXoK:

(5 KoHTpoanep TypHuketa

Hassanve

Kowtponnep TypHukera Ned

Boixog uz

He swi6paro

Bxoae

He eribpaHe

Crcox NFC yctpoiicTe
TypHrKeT
CuuteigaTens 1
CuuTbiBaTens 2

Tevepatop Tpesoru

3awwma ot nepeaaun
naenmkatopos COTPYAHUKOB
(Antipass)

3awua ot nepegaun
waenTubukatopas NMOCETUTENEN
(Antipass)

KoHTpans Bpemenn ans
naerTubukatopos COTPYAHWUKOB

KOHTpO/Ib BpemeHn ans
waentnbukatopas NMOCETUTENEA

Paspewenye 4Y
Bepuduauna

Ussimate uaeHTudukaTops!
noceTuTened nocne npoxeaa

[lonoaHuTensHsie BXOAB,
MackupyeMbie npu paséaokuposke
ny

[LONONHUTENBHBIE BBIXOAbI,
aKTVBMBUpYeMbIe NPy PasbAoKMpOBKe
ny

lpumeyaHue:

KpuTepuii akTueusauym
Ha Bpems cpababisanis

JlononHutensHsii sbixos N&3

JlononnuTensHsii ebixos Ne4

HononnurensHelii seixon N25

naeHTUdmKaTopbl

BEpHYTLCA K CMHCKY

?  KomaHgsl cunTuiBatens
YCTaHoBUTL peskidM paboTsl "OTKpbITO"
YeTtanosuTb peskum pabotsl "KoHtpons"
YcTaHoBUTb pexum paboTs "3akpeiTo”
OTkphiTh (pasbnokuposats) HY

3aKpbITb (3abnokuposats) KUY

KomaHabl ans yeTpoiicta

noceTutenen nocne npoxoaa

BEPHYTHCA K CUCKY

M3biMaTe vaeHTHdMKaTOpLI NoceTMTE N NOCAE NpOX0aa

>

KomaHabl Ana yerpoiictBa

KomaHael cuuTeiBaTenn
YcTaHOBWTb peskiiM paboTsl "OTKpbITO"
YcTaHOBHTL peskim paboTsl "KoHTpons"
YcTaHOBUTL pexxum paboTtsl "3akpeiTo”
OTKpbITh (pasbnokuposars) MY

3akpbiTh (3abnokmpoBatn) MY

S Mpu msbsTUM  MOeHTUGMKATOpPa AaHHble MOCEeTUTENsl aBTOMATUYEeCKM MepeHOCSTCS
Ha Bknagky ApxmB pa3gena «bropo npornyckoe» (cM. «Pykoeodcmeom rnosib3oeamerisi
,,CmaHOdapmHozo nakema 10“ PERCo-WS, PERCo-WSE»).

23. lMoo4yepenHo

HaXmMmute

KHOMKN

CoxpaHuTtb

n3MeHeHunsA

B YCTPOMUCTBO

n BepHyTtbcsa k cnnucky. CTtpaHuua KoHTponnep TypHuKeTa OyaeT 3akpbiTa, HaCTPOWMKM

COXPaHEHbI.
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26. Hactpouka koHTponnepa PERCo-CT/L14 ansa paboTtbl ¢
KapTonpueMHUKOM

B cucteme npegycmoTpeHa BO3MOXHOCTb aBTOMAaTUMYECKOr0 W3bATUA BPEMEHHbIX KapT
nocetuTenen C MWCMNOMb30BaHMEM KapTOMPMEMHWKA npou3soacTtea komnaHunm PERCo.
Mocne MOHTaXxa 1 BKIHOYEHWUSI KAPTONPUEMHUKA HEOOXOAMMO NPOU3BECTM €ro KOHUrypmpoBaHue
B cUCTeMe, AN 3TOro:

1. Bongute B cuctemy, ncrnonbsysa 6paysep.

2. Wcnonb3ys naHenb Hasurauuu, nepengute B nogpasgen «KoHdwurypauusa» pasgena
«AOMUHUCTPUPOBAHUEY.

3. B pabouyen obnactu cTpaHuubl BblAENUTE OCHOBHOW KOHTPOSIEP, K KOTOPOMY (OU3MYECKU
NOAKIIOYEH KAapPTONPUEMHUK:

KoHurypauuma PERCo-Web* AaMuHMCTpaTop

MoMeweHra CoBbITuR LllaBnoHs! kamep Crectema

Mouck — O6wme napaMeTpsl
IP agpec — [® Kowutpoanep CTL14

(& Aeycroponmnii zamok N21

4. Haxmute KHOMKy PepaktupoBaTb Ha naHenu WMHCTPYMeHTOB cTpaHuubl. OTkpoeTtcs
CTpaHuua, oTpaxaroLwas Ha3BaHne KOHTponsepa.

5. Tlepengute Ha Bknagky Bbixoabl.
Kondnrypaumnsa PERCo-Web* AnpncTparop ?

(© KoHTponnep CTL14 BEepHYTLCA K CTIMCKY

Hazeanwe - eeixog NO1/C1/NC1 Tun
Kowtpennep CTL14 2 - Boixoa NO2/C2Z/NC2 OBbiyHLIf
Cerment 3 - eeixog NO3/C3/NC3 HopmaneHoe cocToAHme
He eribpaHo 4 - erixoa NO4/CA/NC4A He 3anutaH
5 - eeixog OK1
CeTs 6 - eeixog OK2
7 - eeixoa OK3
Paznoe

& - eeixoa LdA 1

Boixoael 9 - eeixoa LdSt 1

Q - euixos LAB 1
Bxoae

1 - ebixoa LdA 2

CunTeiBaTeNM

2 - Buixos, LdSt 2

3 - Boixog LdB 2

6. B pabouen obnactu BbibepuTe Bknagky Bbixoa... (HOMep Bbixoga AOS/MKEH COOTBETCTBOBATb
BbIXOQY KOHTpOmnnepa, K KOTOPOMY (PU3NYECKM MOOKMYEH BXOA «M3bAmb  Kapmy»
KapTOMpUEMHUKA).

7. YCcTaHOBUTE C MOMOLLbIO COOTBETCTBYHOLLENO packpbliBatoLLErocs cnucka B paboyen obnactu
OKHa:

e 014 napameTpa Tun 3HayeHne OObIYHbIN;
e ansa napameTtpa HopmanbHoe cocTosiHue 3HavyeHne He 3anuTaH.

8. MMepengute Ha BkNagky Bxopabl.
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Ecnn kapTonpueMHuK BbICTynaeT B Ka4yecTBe BHELLUHEro BepnuLmnpyroLero ycTtponcTea ans

KOHTponnepa (curHan «Kapma usbsma» NOCTynaeT Ha OTAeNbHbIA BXO4 KOHTponnepa),

TO B paboyen obnacTtu ctpaHuubl BoibepuTe Bxopa... (Homep Bxoda KOHTponepa, K KoTopomy

dunsnyeckn NOAKMYEH Bbixoq «Kapma usbsama» KapToOnpPUeEMHMKA) N yCTAaHOBUTE C MOMOLLIbO

COOTBETCTBYIOLLIErO pacKpbIBaOLLErocsi Cnmcka:

e ansa napameTpa Tun 3HavyeHne Bxoa noarBepxaeHusa BBY;

e nnsa napameTpoB KoHTponnep n HanpaBneHue ycCTpOWCTBO W HanpaBfieHWEe LOMKHbI
COOTBETCTBOBATb TEM, KOTOPbIE KOHTPOMMPYIOTCS KAPTONPUEMHUKOM;

e Ong napametpa HopmanbHoe cocTOsiHUE KOHTaKTa 3HayeHne Pa3oMKHYT:

KoHdurypaums PERCo-Web® AgMuHMCTPETOP

[_(:) KOHTpOJ’].ﬂep CTL14 BepHyTbCA K CIIACKY

HazeaHwe 1-exog Inl Tun

Kowutponnep CTL14 2 - exog In2 Bxop noareepxaeHus BBY2

Cerment 3 - Bxog In3 KoHTtponnep

10.

11.

12.

He BribpaHo 4 - exog Ind LAeycTopoHHuit 3amok N21

5 - exog In5 Hanpaenexue

CeTb & - exoa Iné Hanpaenenve 1

7 —exoa DUA 1 HopManeHoe COCTOAHME KOHTaKTa
Paznoe

PasomxkH:
8 - exog DUSE 1 L

Beixogsl 9 - exog DUB 1
10 - exon DUA 2

Bxoak!

11 - exog DUSt 2
CuMTeIBATENM 12 - exon DUB 2

13 - exon FA

MNpn HeOBXOQNMOCTM HACTPOMTE PeaKL M0 CUCTEMbI HA CUrHan OT KapTonpueMHuka «Agapusiy.
[Ona atoro B paboden obnactm ctpaHuubl Bblibepute Bxog Ne... (Homep Bxoda AOMMKeH
COOTBETCTBOBATb BXOAY KOHTpOMfepa, K KOTOPOMY (PU3NYECKN MOAKMYEH BbIXOn «Asapusi»
KapTonpueMHuKa) 1 yCTaHOBUTE C MOMOLLbIO COOTBETCTBYIOLLENO PacKpbIBaOLLErocs cnucka:

e Ansa napametpa Tun 3HayeHne OBbIYHbIN;

e [ns napameTpa HopmanbHoe cocTosiHMe KOHTaKTa 3HayeHne Pa3oMKHYT.

B nogpasgene «Peakumu Ha cobbiTusi» pasgena «AAMUHUCTPUPOBAHUE», UCMOSb3Ys
napaMeTpbl akTMBM3aLUN U HOpManusaummn BbIXOO0B, HAacTponTe Tpebyemyto BHYTPEHHIOK
peakLmto Ha cobbITUe KOHTponnepa.

MooyepenHo HaxxmuTe KHOMKM CoxpaHuTtb U3MeHeHuUs B YCTPOMNCTBO
n BepHyTbcs k cnucky. CTpaHuua ¢ Ha3BaHWeM KOHTponnepa OyaeT 3akpbiTa.
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13.

14.

15.

16.

17.

18.

B pabouen obnactu cTpaHuLbl B COCTaBe OCHOBHOIO KOHTpoOnnepa Bblaenute KOHTPoIep,
KOTOPbIN KOHTPONMPYETCS KAPTONPUEMHUKOM.

HaxmuTe KkHonky PepaktupoBaTb Ha MaHenn MHCTPYMEHTOB cTpaHuubl. OTkpoeTtcs
CTpaHuLua, oTpaxaroLwas Ha3BaHne KOHTponepa.

Mepengnte Ha BkNagky pecypca HanpaBneHune Ne... (HOMep HanpaBreHWUst OOJSPKEH
COOTBETCTBOBATb CYUTLIBATESO, KOHTPONMPYEMOMY KapTONPUEMHUKOM).

MoaoTBepXaeHNEM U3BATUA  KapTbl AN KOHTponsepa AocTyna sBRsieTca  curHan
OT KapTonpuemHuka «Kapma usbsmax». [ONnsi HacTpoOWKM MOATBEPXKAEHUA B NEBOW 4acTu
paboyen obnacTtu ctpaHuubl Ans napameTpa Bepudurkauma yctaHoBUTE 3HAYEHME:

e BBY, ecnn kapTonpueMHUK BbICTYNaeT B KayeCTBe BHELWHero BepuduumpyoLliero
YyCTpOMCTBa Ans KOHTponnepa (curHan «Kapma usbsma» noctynaet Ha OTAEeNbHbIN BXO[,
KOHTponnepa);

e NAOY, ecnn BbIxoga «Kapma u3sbsma»
napannensHo MNay.

KapTornpneMHuka nMnogkrn4YeH K KOHTporsepy

B pabouen obnactu ctpaHuubl Ha Bknagke BBY vnu MAY onsa napameTtpa NogreBepxaeHue
npoxoaa yCcTaHOBUTE (PraxKu:

Mpu npoxone COTPYOHUKOB;

Mpu npoxone COTPYOAHUKOB ¢ HAPYLUEHUEM BPEMEHM;

Mpu npoxoae COTPYAHUKOB ¢ HAPYLUEHUEM 30HAJIbHOCTMU;

Mpw npoxoge NOCETUTENEW;

Mpu npoxoae MOCETUTENEN ¢ HAPYLUEHUMEM BPEMEHMU;

Mpu npoxoge MOCETUTENEN ¢ HAPYLUEHUEM 30HAJIBHOCTMW.

YcraHoBute B pabouyen obnactm CcTpaHuubl Heobxogumoe 3HadeHwe napameTtpa
Bpemsa oxuaaHMa NOATBEPXAEHUA, B TEYEHME KOTOPOro KOHTPOMfep AOSMKEeH oXuaaTb
curHan «Kapma usbsimay:

KoHdurypauus PERCo-Web® AaMUHUACTRETOR
(5 ABycTopoHHMIA 3aMOK BepHyTuCa K clncky
Hassakune 3awyTa of nepeaayn <
naeHTudukatopos COTPYAHNKOB YposHu Coor nay Cugmamk Ankobapsep
[sycroponwuii samor Nel (Antipass)
MoaTBepskAEHWe Npoxoaa
Cermenrt 3awwmTa oT nepeaaym
neHTuvkaTopos MOCETHTENEN Mpyt npoxoze COTPYAHAKOB
He asi6paro (Antipass)
Mp#t npoxoze COTPYAHAKOB c HAPYLUEHWEM BPEMEHM
Buixon us KowTpons epeweni 4ra _ ! o -~
aermabmaTopos COTPYAHUKOB Mpr npoxoas COTPYAHMKOB ¢ HAPYLUEHWEM 30HANBHOCTM
(B eeTzrre Mpwt npoxoae NOCETMTENER
KowTpons epeweni a1
Bxoa s (e e NOTATE =) Mpwt npoxoae MOCETUTENER ¢ HAPYLUEHWNEM BPEMEHM
He sxibpario BepudnKauva Mp#t npoxoze MOCETWTENEN ¢ HAPYLUEHMEM 30HANLHOCTY
5
aar C £ a
Crucok NFC yerpodicrs Kowmscevonnposarine Moarsepxaenue npoxoas ans MOCETUTENEA g
£y
VIsbiMaTs waeHTAG HKaTOpE! MEEEIELE 2
MOCETWTENER g
BpemA GXMAGHIAR TOATBEPKACHIR .
Moagepxa kapTonpuemssia 4 8 - <
naeHTnévKaTopos MOCETWTENER 3
ny S
S
Mo UCTeUEHH0 BPeMeHH NOATBEDXASHVA TeHEPHPOBATL CoBbITHe s
o
Hanpaenerue Ne1 3anper npoxoaa ot BBY &
BeposTHocTs 2anycka Bepndukauan (0. 100%)
Hanpagnesvie No2
0
leHepaTop Tpesork
o

20. YcraHoBMTE C MOMOLUbIO packpblBatollerocs cnucka B paboven obnactv cTpaHuubl
ansa napametpa Mopaepxkka kaptonpuemHuka ans maeHtudgpukaropos NMOCETUTENEN
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21. C nomoLLbio BbiNadaroLero cnmcka Boelbepute HOMEpP BbIXO4a, K KOTOPOMY MOALKITHOHMEH BXOL
«M3bssmb Kapmy» KapTONpUeMHUKa.

Kondpurypauus PERCo-Web* AzMuHMcTpaTOp
(& LBycTopoHHMid 3amMoK BepHYTLCA K CTIMCKY
HazgaHue 3auTa oT nepesauy TIoAAEP3Ka KAPTONPHEMHIKA AN WAeHTHuKaTOpos TIOCETUTENER <
uaeHTUGMKaTOPOE COTPYAHNKOB
Ieycroponnuii samok Ne1 (Antipass) la
Cerment 3awwTa oT nepeaaym Howmep Bhixoaa
uaerHTudMKaTopos NMOCETUTENEN
He euibpato (Antipass) 7 - eeixoa OK3
Bexon us KoHTpoAs Bpemenn A

waenTuGUMKaTopos COTPYAHMKOB
He exibparo
KOHTpOAL Bpeuetn Ana
Bxons upeHTUGMKaTOpos MOCETUTENEA
He ELiBparo Beprdukauna

Crncok NEC yerporicte Kowmuccronnposarive
He ai6par Vi36iMaTh uaeHTHUKATOPbI
MOCETWTENEN

TMoARep>Ka KapTONPUEMHAKS A1

wy ngerTudUKaTopos NMOCETUTENEN

KomaHnabl Ans yerpoiictea

Hanpagnerue N1
Hanpaenetue Ne2

Tenepatop Tpesorm

22. Boibepute napamerp WU3bimaTb upeHTUdmKaTtopbl nocetutenem un  Bblibepute
13 BbiNagaroLwero cnnucka ogHO U3 3HaYeHUI:
e Her;
¢ [Mocne noboro npoxoaa;
e [locne npoxoaa B nocneaHun AeHb AeNCTBUA naeHTUduKaTopa.

lMpumeyaHue:

=7 Tpu M3bATMM  MaeHTUUKaTOpa [OaHHble MoceTUuTensd aBTOMaTUYecKu MNepeHoCcATCH
Ha Bknagky ApxmB pa3gena «bropo npornyckoe» (cM. «Pykoeodcmeom rnosib3oeamerisi
“CmandapmHozo nakema [10” PERCo-WS, PERCo-WSE)»).

Kondmrypauus PERCo-Web*® AqmnHncTpatop
(5 ABycTopoHHwii 3amMoK BEPHYTECH K CriAcKy
Hazzare Jawya o1 nepeaaun Waimats naenTnduxatops MOCETUTENER <
waenTnbukatopos COTPY/HVKOB
[sycToponsuti sanox Nei (Antipass) Mocne 206010 Npoxoaa
Cerment 3alyTa oT nepesaum
naeHTUGUKaTopos MOCETUTENEN
He esi6paro (Antipass)
Beixoa us KoHTpons epemerin ana

waeHTdMKaTopos COTPYAHUKOB
He sui6pario
KOHTpOns BpemeHn AnA
naeHTUGMKaTopos MOCETUTENER

Bxoas
He sui6pario Bepuonkauna
Cnncox NFC yerpoficre KoupcaosFpaBaEHe
He eeibpatio VIZLIMATE WASHTHGUKATOPS!
MOCETUTENEW

Moaaepxka KapTonpueMHMKa ANf
Wy naeHTgukaTopos MOCETUTENEN

KomaHabl 4na ycrpoiictea

Hanpagnenue Ne1
Hanpagnenne Ne2

Teneparop Tpeeory

23. MooyepegHo HaxmuTe KHOMKM CoOXpaHUTb W3MeHeHusi M BepHyTbCA K CRAMUCKY.
CtpaHuua CBoucTBa KOHTponnepa OyaeT 3akpbiTa, HACTPONKM COXPaHEHbI.
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27. Hactpowmka koHTponnepa CKY[l PERCo ans paboTbl ¢ ankotectepom
«Ankob6apbep», UHTErPUMPOBaHHLIM B CUCTEMY
lpumeyaHue:

7 Pabota ankotectepa «Ankobapbep» nNo cetn Ethernet BO3MOXHa TOMBKO C KOHTpOJSIIepamm
PERCo-CT/L14, PERCo-CT/L14.1, PERCo-CL15, PERCo-CL15.1, PERCo-CL15.3,
PERCo0-CL15.7 » cO BCTPOEHHbIMK KOHTposniepamu CT713 3NEKTPOHHbIX MPOXOAHbLIX
PERC0-KT02.9B, PERCo0-KT02.9Q n CT13.1 anekTpoHHoM npoxoaHon PERCo-KT02.9.

Mocrne MoOHTaxa M BKMOYEHMS ankoTectepa «AnkoGapbep» Heob6XoOAUMO NPOU3BECTU €ero
KOHOUrypupoBaHue B cucteme, Ansi 3Toro:

1. Bongute B cuctemy, ncnonb3ys Gpayaep.

2. Ncnonb3yss naHenb Haswurauuu, nepengute B nogpasgen «KoHdwmrypaumsa» pasgena
«ApMUHUCTPUpPOBaHUEY.

3. B paboyen obnactu crpaHuubl BblAENUTE KOHTPOMSEpP, K KOTOPOMY (PU3NYECKN MOAKITHYEH
ankotectep «Ankobapbep» (IMGO NpU HanNUuMM BbIOENUTE WUCMNONHUTENBbHOE YCTPOWCTBO,
KOHTponupyemoe ankotectepoM «Arnkobapbep»):

Kondurypauwms PERCo-Web Aamanuctpatop () ?
MNomewerna CoBbiTna LaBnoHs! kamep Cuctema
Mowck — OBwue napameTpsl
IP agpec — @ Xonn

— [® Kowtponnep CTL14.1

1) LeycTopoHHMIA samok N21 [HekoHTpoanpyeman Tep...—v]
HazeaHue & leycropoHHwi 3amok N22

(& Aeycroponnwii sameok Ne3

(& Aeycroponnwii samok Ne4

3] Kepraop
RocoHin — B Pabouan zoHa
[& Kowtponnep CL15.7 [HekorTponupyemas Tep...—xxx]
[& KowTponnep CL15.1 [HekorTponupyeman Tep...—verifs0]
CocToaHwWe yCTpoicTB
4. Haxmute KHOMKy PepaktupoBaTb Ha nNaHenM WHCTPYMEHTOB cTpaHuubl. OTkpoeTcs

CTpaHuua, oTpaakllada Ha3BaHUE KOHTpoJJ1epa Ui UMCrnofmHNTENbHOIoO yCTpOVICTBa.

5. B oTkpbiBLLEMCSI OKHE nepenguTe Ha Bknagky HanpaBneHnue. B pabouen obnactu Bbibepute
Bknagky Bepudmkaumsa -> YpoBHHU:

KoHdurypauns PERCo-Web Apranucrpatop ()
B KoHtponnep CL15 BEpHYTHCA K CTIHCKY.
Hassakue 3awwma ot nepenaun <
waeHTUOMKaTOpOR COTPYAHIKOB Coot nay BBY Cugrumg Ankobapbep
KoTponnep CL15.7 (Antipass)
YposeHb 1
Cerment 3awwTa ot nepenaun
naeHTUOMKaTOPOR MOCETUTENEA Copt
Xonn (Antipass)
Cogr, ecam nogkntoueH
Buixoa ns KOHTPOAL BpEMeH AnA
waenTMduUKaTopos COTPYAHUKOB nay

HekoHTpoavpyeman TeppuTe... &

Kowtpons spemenu ans
Broas uaeHTAGHKaTopos MOCETUTENEA 282
He esibpatio Bepuukauus 28y3
Kowmncevionmposarive NAY euibopouko

Cnincox NFC ycTpoiiere
VI3bIMaTe MACSHTUGMKATOPLI BBY ewiGopouro

TOCETUTENEN BBY2 ewibopouno

KomaHAbI ANA yeTpoicTBa

ToAZEpKa KAPTOMPHEMHMKE AR

2 BBY3 suibopouto
waerTnGukatopos MOCETUTENEN

Cern
Cuerunk npoxoos

passoe AnKobapsep

AnkoBapsep I60poHO

m YposeHb 2

Copr
Hanpaenenue
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6. B cooTeeTcTBYlOLLEM YpPOBHE BepudmKkauum BbibepuTe TUM MCNOfb3yemon BepudumKalmm

Ankob6apbep

nnn

Anko6apbep BbIGOPOUYHO

C onpeaerneHHo BEPOSITHOCTLI):

KoHdurypaumna
(8 KoHTponnep CL15

Hazeanue

Kowtponnep CL15.7

Cerment

Xonn

Beixoa uz

HekoHTponnpyemas Teppuo...

Bxoa s

He srifpaHo

Cnucok NFC ycrpoidcte

Cetb
Paznoe
wy

Hanpaenexue

Mepengute

[

Ha

3awuTa OT Nepeaaum
naeHTMdrkaTopos COTPYIHWKOB
(Antipass)

3aluMTa OT Nepeaaqm
WASHTUDWKATOPOE MOCETWTENERA
(Antipass)

KoHTpans epemenn ana
naeHTndukatopoe COTPYAHWKOB

KoHTpans epemenn ana
HAEHTUDUKATOPOE NMOCETWUTENER

Bepudukauna
KoMuccoHnpoBaHine

MzbimMate nasHTMDUKETODE!
MOCETWTENEN

Mosgep:Ka KAPTONPHEMHMKE ANA
naeHTidukaropos MOCETUTENER

BKNagKy

Ankob6apbep.

(no3sonset

3anyckaTtb

PERCo-Web

BepHYTLCA K CTIUCKY

Codr nay

YposeHb 1
Codr
Co¢1, eciu noaknoueH
nay
BBY
BBY2
BBY3
MAY ewibopouro
BBY eeifopouHo
BBY2 BuiBopouHo
BBY3 euibopoyto

CueTtumk npoxoaoe

Anxkobapeep

AnkoBapeep BbIGOPOUHO

YpoBeHb 2

Codr

3anonHute

BBY CugTymk

OaHHble

BepudurkaLmo

AaMUHKCTpaTOp 6 z

AnkoBapeep <
2
g
G
>
3
2
z
<
YCTPOMUCTBA:

IP-Agpec Ankobapbepa, NMopTt Ankobapbepa, CeteBoe Umsa Anko6apbepa, MpoTokon n T.4.

Kondurypauua
(& Kontponnep CL15

Hazeanue

Kowtpennep CL15.7

Cerment

Xonn

Buixog v3

HekoHTpo/mMpyeman TepprTo...

Bxoa e

He ewiBpaHo

Crmcox NFC yetpoiicts

Cems

PazHoe

wy

Hanpaenenve

T'eHepaTop Tpegori

Bxoas!

(]

3awwTa OT Nepedaum
wnerTuduKkaTopos COTPYAHWKOB
(Antipass)

3alWMTa OT Nepedaqn
WaeHTUOMKaTopos NMOCETUTENEA
(Antipass)

KeHTPONE BpemMeHn ans
wnaeHTWdMkatropoe COTPYAHWKOB

KoHTpone BpemeHn ana
naenTudmkaropos MOCETUTENEA

Bepudukauma
Komuccnonrposanme

M3biMaTE MASHTUOUKATOPEI
MOCETUTENEN

Moaepxka kapronpuemsmia Ans
WasHTUOMKaTopos NMOCETUTENERA

BepHYTBCA K CTIMCKY

YpoeHM Codr nay

IP-aapec ankoBapeepa

Mopt ankoBapsepa

Ceresoe uus ankoBapsepa

MpoToxon

HTTP

MoaTeepaeHue Npoxoaa

Mpw npoxoge COTPYAHWKOEB

Mpw npoxoae NOCETUTENEA
MoaTeepxasHWE NPOX0A3 ANA NOCETUTENER

MoctoanHo

Bpema oXWASHUA NOATEERKASHUA
8 CexkyHAb!
Mpw oTeyTCTEMW OTEETa OT AnkoBapeepa

3anpet npoxoga oT AnkoBapbepa

BepoRTHOCTL 2amycka Bepudmkaumm (0..100%)

0

BBY CugTumk

AgmuHucTpatop d ?

KomaHab! Ans yerpoiict Ba
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7. MNepengute Ha BKNagky FeHepaTop TpeBoru -> eHepauusa TpeBOrn nNpu npeabLABAEHUU
unaeHTucpukaropa. MoctaBbTe  hnaxok  HanpotMB  3Hadyenuss TMpu  3AMNPETE
OT AJIKOBAPBLEPA:

KoHdmrypauma Agvunmnctpatop () ?
(8 KonTponnep CL15 BepHYTbCA K CTIHCKY
HazgaHue TeHepauun Tpesoru npu Ecau WAEHTUOWKATOP HE 3APETMCTPUPORAH <
NPeALABASHUM WAEHTUMDUKITOPa
Kowtponnep CL15.7 Ecn MAEHT®AKATOP 3AMPELLEH
l'eHepauus Tpegoru npu B .
Cormant S EEETIER Ecam MCTEK CPOK AEACTBIA
pasBnokupoeke WY
Xonn Ecnu HAPYLLIEHO BPEMA
reHepau.m TPEeeork No HeAoNy<cTmMo Ecam HAPYLLEHA 30HANBHOCTB
Brixog 1z [oAroMy oTkpeITuio MY
Ecamv HAPYLUEH PEXM PABOTHI
HexoHTponMpyemMan TEpPUTO... [>]
Ecau HAPYLWEHO KOMWCCMOHWMPOBAHME
Bxoa e o
Mpw 3AMNPETE OT ANKOBAPBEPA a
He BriGpaHo :E
a
Cnucok NFC yetpoiicte E.,
=
=
He eribpaHo o
3
=
T
L
=
o
Cets 1"

Paznoe
Wy
Hanpaeaekwe

leHepaTop TpeBoTM

8. Haxxmute noodepenHo kHonkn CoxpaHUTb U3MEHeHUs1 B YCTPOMCTBO U BepHyTbCA K CNUCKY.
CTpaHuua KOHTpoOsfniepa WM UCMOMHUTENBHOrO YCTpoucTBa OyaeT 3akpbiTa, HACTPOWKK
COXpPaHeHbI.

27.1. Kak y3HaTtb IP-agpec ankotectepa «Ankob6apbep»?

YTobbl y3HaTb IP-agpec ankotectepa «Ankobapbep», He0O6X0ANMO 3aiTh B €r0 HACTPONKM:

1. CHUMUMTE BEPXHIOK KPbILWKY ankoTectepa «Ankobapbep».

2. Haxmute kHonky Hasap Ha ankoTectepe «Ankobapbep». Ha akpaHe OygeT HanmcaHo
Hactpownku rasoaHanusartopa.

HaxumanTe kHonky BHM3 [o nosiBNeHus Ha akpaHe Hagnucy Moaynb Ethernet Hactponku.
Haxmute kHonky BBopa. Ha akpaHe 6yget HanncaHo Hactpowku agpeca.
CHoBa HaxmuTe kHonky Beog,.

o ok~ ®

Haxxumante kHonky BHWU3 [0 nosiBneHna Ha akpaHe Haganucu IP-agpec XXX.XXX.XXX.XXX
(B 4aHHOM cniyyae IP-agpec 172.17.1.100):

IPHHHFEG

1w I u -1"

—_

A/TKOBAPBEP ©
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27.2. Kak y3HaTb NopT n ceTeBoe UMA ankotectepa «Ankobapbep»?

Utobbl y3HaTb MNOpPT M ceTeBoe WuMsA ankotectepa «Ankobapbep», Heobxoaumo 3antu
B Web-nHtepdelic ankotectepa «Ankobapbepy»:

1. B 6paysepe B agpecHou cTpoke BeeauTe |IP-agpec ankoTectepa «Ankobapbep»:

W = O X

&Y Hoeas sknagka X +

c| @ 172.17.1.100 O @& roce

2. OTkpoeTcs cTpaHuua Ankobapbep. Modynb Ethernet. MNopT MOXHO y3HaTb B afpecHoi CTpoke
B URL-agpece cTtpaHuupbl (4Mcno nocne gsoetouunsi), nmbo B pasgene Pabota ¢ HacTponkamu
B none MopT (B AaHHOM cny4yae nopT — 443):

$ AnkoBapsep. Mogyne Ethernet X + Y B o X
&« C A Hezawmweno | 172.17.1.1p0:443 a 0O e Focts
Pabora ¢ HacTpoiKaAMH

P Uremme mactpoex ms yerpoitersa 3ammch macTpoex B yctpoiicreo b
:mpoﬁ};ﬂ [a20aHATHIATOpA :
1 - N . 1
:MI OI:H\_H o:[c-}_\_a conpaxerns BC-0L [ 3arpyaute dhaitn kondurypauum | :
1Hactpofixn sonynd Ethernet 1
:mpoﬁml BCero VeTpoficTea :
: JonoaHATeEHEIE (afiak :
. :
:HET tafior :
E Hivenenne HacTpoek geped JSON E
1 Bpema oiHIaHHA BETOKA [0 | 1
E Bpeyis BRIEOJA PE3yIETATA HEKE IOpOra |3 | E
! Bpe)s BEECIA Pe3yIIbTaTa BHIILE IOPOTa [3 | !
! Tlopor [0,05 | !
! B BrmowHTs AHCILTER !
| Bl BEmOHTE 3EVK :
{ 1) He BXOJHTb B peikHM OAKHIAHHT !
o 33BepIIAaTE HIMEepPEHHE IPH HeJOCTATOYHOM BEITOXE :
: L TIpoeepra mocae HyIeBHX NOKA2AHHE :
10 IIpoBepATE JaTy NOBEPKHE i
i TereT B PERHME OREIZHET [[pUnowuTe KapTy K CHMTEIEATENHD | i
E TexcT OpH HYIEEEX pe3_| Hu#e nopora  ### mrin | E
1 TexcT npH pes. HiEe mopora| Hwse nopora  ##% mrin | 1
E TexcT OpH pez. ERIIE nopora| Brile nopora & ## mrin | E
: ) Tumavugeckns [P :
: IP azpec [TZT71100 ] :
! Macxa moacern !
! Ilmo=[17017 0228 | !
H Tlopr [443 | H
. Cropocts [AsTocornadesess : .
, TTporokon [hitp | H
1 B Henonszoears LLMNR ,
1 B HCmoTs20EaTE TepeHATPAETERHE ,
10 AyTeHTHHEATHA KIHEHTA i
1 B Omucarms JSON =2 PYCCEOM )
E [ Ommcamma TSON Ha aeEmIHEiECKoM E
! Jara 0 BpeMs !
\Bpeutraoamamanopa’ 202303101229 _________________ [ [NREST IS o H
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3. CeTeBoe MMSI MOXHO Yy3HaTb B pasgene MHdopmauuss o6 ycTpoicTtBe B noapasaene
UHtepdencHbin moaynb Ethernet xapaktepuctnka HasBaHue xocta (B gaHHOM cnydvae
ceTeBoe nms — ab2008009):

.ess Ethernet

":"AJIKOBAPBEP"

[Tpw HenonszoBasEul hitps 1odapeTe cepTHdHEAT B COMCOK JOBSPEHHEX cepTHOHEATOR Opaviepa.
[TpuMep HACTPOHKH 2V TeHTHOHKAIHHE NOIb20BaTeIeH JOCTVIEH B APXHES
TIpHMep npoCcTOTo OIPOCA COCTOAHHA VCTPOHCTEA JOCTYISH HA CTPAHHIE

HuadgopMmanusa 00 ycTpoiicTBe

I'azoanaamzaTop
3aE0ICKOH HOMEp 000008
Bepcua I[10 01.00 (2022-08-16)
Jara nporzECACTEA 2019-06-27

Jara noeepEH
MexnoeepousEld HETepEanl 12 Mecanee
Baok conpaxenna BC-01

3aroICKOH HOMEp 0000008
Bepcua I1O 01.01 (2022-12-12)
Hutepdeficasiii Mogyvae Ethernet

3aEoICKOH HOMED 2008009

Bepeme e f-f-r262212-12)

Hazpanne xocTa ab2008009 ‘l
——teiieE—pee P A3CO

IP agpec 172.17.1.100

Marka moaceTH 25525500

[lr02 172.17.0.228

Ilonkz0BaTEdR
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28. Hactpowmka koHTponnepa CKY[l PERCo ans paboTbl ¢ ankotectepom
«Ankobapbep» B kayectBe BBY

MNMocne MoOHTaxa W BKMOYEHUA ankotecTepa «AnkoGapbep» HeobXOAMMO MpPOU3BECTU €ero
KOHUrypupoBaHue B cucteme, ansi 3Toro:

1. Bongute B cuctemy, ncnosnb3ys bpayaep.

2. Ncnonb3ys naHenb Hasurauuu, nepengute B nogpasgen «KoHdwurypauma» pasgena
«AQMUHUCTPUPOBaHUEY.

3. B paboueit obnactu cTpaHuubl BbiAENUTE OCHOBHOW KOHTPOMNEpP, K KOTOPOMY ¢u3nyecku
noaKmntoYeH ankotecTep «Arnkobapbep»:

Kotdurypauua PERCo-Web*® Agmurncrpatop () ?
MomelweHnA Cobeitua LaBnoHel kamep CurcTema
Mownck — OBwue napameTpel
IP agpec — 3 45
- [ Kontponnep CTL14.1
P agpe
(B TypHuker NO1 [HekoHTponupyemas Tep..—T1poxoiHan]
Haszsanme + B so

YeTpoicTea

CocToaHWe YCTpoACTB

4. HaxmuTe KHOMKY PepgaktTupoBaTb Ha NaHenyu MHCTPYMEHTOB cTpaHuubl. OTkpoeTcs
cTpaHuua, oTpaxarollas HasBaHWe KOHTponnepa.

5. B OTKpbIBLUEMCH OKHE Mnepenamte Ha BKNagky Bbixogbl, Bblbepute BbIXOL KOHTpOSSepa,
K KOTOPOMY hm13nYEeCKN NOLKIHOYEH BXo «HavaTb aHanmay ankotectepa «Ankobapbep»:

KoHdurypauma Agmurmncrpatop (€Y ?
® Kontponnep CTL14 BEPHYTLCA K CUCKY

Hazeanue 1 - seixog NO1/C1/NC1 Tun
Kowtponnep CTL14.1 2 - gbixoa NO2/C2/NC2 OBbIuHEIA
CermeHnt 3 - eeixog NO3/C3/NC3 HopMmaneHoe COCTORHME
45e 4 - seixos NO4/CA/NC4 e
5 - ewixog OK1
Cete 6 - eeixog OK2
7 - eeixog OK3
PasHoe
8 - ewixog LdA 1
Bxoakl 9 - ewixog LdSt 1
10 - eoixog LdB 1
Beixoas!

11 - eeixoa LdA 2

CuMTeiEaTEAM 12 - Beixoa LdSt 2

6. YcTaHoBUTE C MOMOLLIbIO COOTBETCTBYIOLLErO pacKpbIBaloLLErocs cnmcka B paboyern obnactm okHa:
e ansa napametpa Tun — 3HayeHne OObIYHbIN;
e ansa napameTtpa HopmanbHoe cocTosiHMe — 3HadYeHe He 3anuTtaH.
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7. Mepengute Ha BkNagky Bxoabl, BbiGepuTe BxOA4 KOHTpoOnnepa, K KOTOPOMY (OU3NYECKM
nogknoyeH Bbixoq «PaspelwleHney ankotectepa «Ankobapbepy:

Kondurypauwa PERCo-Web" Asmunncrpatop &) ?
(© KonTponnep CTL14 BepHyThCH K ey
HaszeaHue 1 - exop In1 Tun
Kontponnep CTL14 2 - exoa In2 Bxop nogTeepxeHuA BBY
3 - exoa In3 Kontpoanep
Cets 4 - exog Ind OpHocTopoHHMIA 3amMok N21
5 - exog InS Hanpasnexue
PazHoe
6 - sxon In6 Hanpagnenne 1
Bxoak 7 - axoa DUA 1 HopmankHoe COCTOAHME KOHTAKTa
PaszomxH
8 - sxog DUSt 1 o
Buixoasl
9 - gxon DUB 1
CunTbiBaTENM
10 - exog DUA 2
11 - exog DUSt 2
12 - Bxon DUB 2
13 - exon FA

8. YcTaHOoBUTE C NOMOLLIbIO COOTBETCTBYHIOLLENO packpbiBaloLLErocsi cnmcka B paboyen obnactm okHa:
e ansd napameTtpa Tun — 3HayeHne Bxoa noarBepxaeHuns BBY;
e ansa napametpa KoHTponnep BbiGepute NCNOMHUTENBHOE YCTPONCTBO;
e N4 napameTpa HanpaBneHue — 3HayYeHWe HanpaBreHUs, KOHTPONMPYEMOE ankoTecTepoM;
o ans napameTtpa HopmanbHoe cocTosiHue — 3HadeHne Pa3oMKHYT.

9. BuibepuTe BXxOO KOHTponnepa, K KOTOpOMY @U3NYECKM MOAKIOYEH BbIxod «3anpeTt»
ankotectepa «Ankobapbep»:

KoHgurypauus PERCo-Web"* Aguvenctpatop & ?
(@ KoHntponnep CTL14 BepHYTbCA K CRIMCKY
HazeaHwe 1 - exog In1 Tun
Kontponnep CTL14 2 - exoa In2 Bxoj sanpeta BBY
3 - Bxop, In3 Kontponnep
Ces 4 - gxop Ind OaHocTopoHHmii 3amok N21
5 - exog In5 Hanpaenexue
PazHoe
6 - Bxoa In6 Hanpaeneune 1
Bxoa 7 - exoa DUA 1 HopMansHOS COCTORHME KOHTAKTa
PazoMkH
8 - exog DUSt 1 o
Beixogel
9 - exoq DUB 1

C 4
UMThLIBATEAN 10 - Bxog DUA 2

11 - exop DUSt 2
12 - exog DUB 2

13 - exon FA

10. YcTaHOBWTE C MOMOLLIbIO COOTBETCTBYHOLLENO pacKpbIBaOLLErOCs Cnncka B paboyen obnactu okHa:
e NS napameTtpa Tun — 3HadveHne Bxopn 3anpeta BBY;
e ansa napametpa KoHTponnep BbiGepute NCNOMHUTENBHOE YCTPONCTBO;
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11.

12.

13.

14.

e 1A napamMmeTpa HanpaBneHMe — 3Ha4eHune HanpaBneHuna, KOHTpoIIMpyemMoe arnkoTeCTtepomMm;
e 114 NapameTpa Hopmaanoe COCTOAHUEe — 3Ha4YeHne Pa30MKHyT.

lMoouepenHo HaXXMuTe KHOMKM CoxpaHuTb M3MeHeHus B YCTPOUCTBO
n BepHyTbca k cnucky. CTpaHuua koHTponnepa 6yaeT 3akpbiTa, HACTPONKM COXPaHEHbI.

Mcnonb3ys naHenb HaBurauuwn, nepenguTte B pasgen «AQMUHUCTpUpOBaHuWe» noapasgen
«Peakuumn Ha coObITUA»:

Peakuuu Ha cobbiTia PERCo-Web"* Aamunuctpatop )
AOMWHWUCTPUPOBAHHE

Kongurypauna
Hazpanwe Tun
CobbiTa cUcTeMbI

Peaxuuu Ha coBeitna

3apaHun

Oneparopsl

Ponu u npaea onepatopos

Jluyerzum

B pabouen obnactn HaxXmmuTe Ha KHOMKY . B Bbinagatowiem cnucke BbiGepuTe
[No6aBuTb BHYTPEHHIOK peakuuto Ha cobbITUe KOHTponnepa.

B nosBmBWweMcs okHe [Jo6GaBUTb BHYTPEHHIOK peakuuio Ha cobbiTue BBeAMTE Ha3BaHWe

peakumm Ha cobblThe U YCTaHOBUTE C NMOMOLLbIO COOTBETCTBYHIOLLENO pacKpbIBatoLLLErocsa crnmcka:

e ansa napametpa KoHTponnep BbiGepute NCNOMHUTENBHOE YCTPONCTBO;

e ans napametpa Pecypc BbiGepute HanpasneHue;

¢ 14 napametpa CobbiTne — 3HavyeHne 3anpoc Ha Bepucmkauuto BBY;

e 014 napameTtpa [lencTtBue — 3Ha4yeHne AKTUBU3UPOBATb BbIXOA,;

e ana napameTpa KoHTakT — 3HadeHMe BbIXOA4a KOHTponsepa, K KOTOpomy uU3nyecku
noakIoyeH Bxoa «Havatb aHanma» ankotectepa «Ankobapbepy;

e ans napameTtpa Tun peakuum — 3Ha4veHne Bpems cpabaTbiBaHuS;

e N4 napametpa Bpems — 3HauyeHne BeCKOHEYHOCTD.

Odobaeute BHYTREHHHOK PeakuMnie Ha cobbiThe
Hazsauune

Ons ankoTecTepa

KoHTponnep Pecypc

TypHuret N2 1 Hanpaenexue 1
CobeiTHe lercTeme

3anpoc Ha eepudMkawno BBY AKTHUEMIMPOBAaTE BhIXOA
KoHTakT Tun peakumu

Beog N25 - OK1 BEpema cpabateigan g
Bpems

BeckoHeuHOCTE

OTMeHa

15. Haxxmute kHonky CoxpaHutb. OkHO [lo06aBUTL BHYTPEHHIOK peaKuuio Ha cobbiTue
OyoeT 3akpbITO, a HOBas peakuus nosiBMTCs B paboyen obnacTtn cTpaHuubl.
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29. KomaHabl ynpaBneHus ycTponctBamMmum

lpumeyaHue:

KomaHgbl ynpaeneHusi Bugeokamepamm TRASSIR n obopyposaHunem MNCO «OpuoH»
ONMCbIBAKOTCA B PYKOBOACTBAX NOMb30BaTENs Ha COOTBETCTBYHOLLME MOOYIIN.

CeHepaTop TpeBorn
e COpocuTtb TpeBory — pexum « Tpesoza» reHepaTtopa TpeBorm 6yaeT CHAT.
e lNopHATb TpeBOry — KOHTponnep nepenaetr B pexuMm «Tpegoeza», OyayT akTUBU3NPOBAHbI
BbIXOAbl, ANS KOTOPbIX ycTaHoBneH Tun: NeHepaTop TpeBoOru.

TypHukeT, wnaréaym
e COpoCUTb 30HANLHOCTb — NO3BONSIET COPOCUTL 30HANBLHOCTL TYPHMKETA, Wnarbayma.

3amok
e [octaBuTb Ha oxpaHy — NY 6yaeT nepeseaeHo B PKL «OxpaHar.
e CHATb c oxpaHbl — NY 6yneTt nepeseaeHo n3 PK «Oxpara» B npeabiaywnin PKO.
o CHATb TpeBory — pexum « Tpegoea» oynet cHat. 1Y 6yaeTt nepeeaeHo B PKL «OxpaHax.
e BnokupoBatb — NY ByaeT 3abnoknpoBaHo.
e Pas6nokupoBaTtb — NY ByaeTt pa3bnokupoBaHo.
e COpocUTb 30HaNbLHOCTb — MO3BONISET COPOCUTL 30HANBHOCTL 3aMKa.

OononHuTenbHbIN BbiXoa
e AKTMBM3MpPOBaTb — BCE BbIXOAbl, Ofs KOTOPbIX YycTaHoBneH Tun: OObIYHbIA, OyayT
aKTUBM3NPOBaHLI HA BPeEMS, onpeaeneHHoe napaMmeTpom Bpemsa aktnemnsauumm.
lpumeyaHue:
. [HononHuTenbHble BbIXOAbI, A1 KOTOPbIX ycTaHosneH Tun: leHepaTop TpeBoru, He MoryT
ObITb aKTUBM3NPOBaHbI KOMaHA4O0N AKTUBM3UPOBATD.
e HopmanusoBaTb — BCe BbIXOAbl, ANA KOTOpbIX ycTaHoBreH Twun: OObIYHbLIKA, OyayT
HOpPMarnmn3oBaHbl.

CuutbiBaTenb

e YCTaHOBUTb pexum pabotbl «OTKpbITO®» — WY B HanpaBneHun cuutbiBatena Oyget
nepeseaeHo B PKL « Omkpbimo».

e YcTaHOBUTbL pexum pabotbl «KoHTponb» — WY B HanpaeneHun cuutbiBaTens Oyaer
nepesegeHo B PKL «KoHmMporsib».

e YCTaHOBUTb pexum pabotbl «3akpbiTo» — WY B HanpaeneHuu cuuTbiBatensa 6yaer
nepeseneHo B PKL «3akpbimoy.

e OTKpbITb (pa3bnokupoBatb) NY — Y B HanpaBneHun cunTbiBaTeNa 6yaeT pa3bnokmpoBaHo
Ha BpeMsi, YCTaHOBIEHHOe napameTpoMm Bpems pasb6nokumpoBku. KomaHga [ocTynHa
npu yctaHosneHHom PKO «KoHmponb» W nNpedHasHayeHa [Ans  KpaTKoBPEMEHHOM
pa3bnokmpoBku NY.

e 3akpbITb (3abnokupoBatb) UY — NY B HanpaBneHun cuntbiBatensa byaeT 3abnoknpoBaHo.
Komanga goctynHa npu yctaHosneHHoM PKL «KoHmpornb» v npegHasHadeHa ans 6noknpoBku
MY nocne BbiNnofHeHNs koMaHabl OTKpbITL (pa3bnokupoBarts) UY.
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30. Mob6unbHbIn TepMmuHan goctyna PERCo

MobOunbHbIN TepMuHan pocTyna PERCo obecneumBaeT KOHTpOIb goctyna
COTPYOHMKOB / MOcCeTUTENEen, WUMEeKLWmUX  COOTBETCTBYHLWMIA  MNponyck  (naeHTudukaTop),
Ha TeppuTOpU1IO, He 0BOPYAOBaHHYIO KNacCUYeCKon TOYKOM JOCTyNa, B MecTax, rae Ucnonb3oBaHue
TypHUKeTa, pABepw, wnarbayma wu T.4. Jmbo HeuenecoobpasHo, 5nMBO HEBO3MOXHO.
Mo6unbHbI TepmuHan poctyna PERCo npeacraBnsetr cobon mMoGunbHbin  TenedoH
Ha OC «Android» Bepcun He Huxe 5.0 ¢ yctaHoBneHHbIM npunoxeHnem «PERCo.Pernctpauumsy»,
a TakKe HaCTPOEHHYIO TOYKY AocTyna (KoHTponnep) B cucteme PERCo-Web.

Ncnonb3oBaHne TepMuHana MoO3BONSET 3HAYUTENbHO COKPaTUTb BpPEeMeHHble 3aTpaThbl
Ha permcTpaumio CoTpyaHUKOB Ha paboynx mecTax.

i BHumaHue!

A Ha cmapTtdoHe ¢ yctaHoBneHHbIM MobunbHbiM TepMmuHanom goctyna PERCo pgomnxeH
6bITb 06ecneyeH 4OCTaTOYHbIN 06beM CBOGOAHON NamMATK AN pasmeLleHns 6a3bl AaHHbIX
cotpygHukoB n3 PERCo-Web n3 pacyeta He meHee 80 K6 Ha ogHOro coTpydHuka.
Kak npaBuno, makcumanbHbii 06bem B[l Ha cmapTdoHe He npeBbiwaeT 4 0.

30.1. HasHayeHue ¥ NpUHUMUNDbI PaboTbl

Mo6unbHbIn TepmuHan goctyna PERCo npegHasHadeH ans:

e MoOMNBHOrO KOHTPOMsS OOCTyna COTPYAHMKOB / NOCETUTENEN, UMEHLMNX COOTBETCTBYHOLLNIA
nponyck (ngeHTndukaTop), Ha TeppuTopuio, He O0BOopPyAOBaHHYK KIACCUYECKON TOYKOM
JocTyna: TypHUMKETOM, ABEepbko mnu wnarbaymoMm. B kayecTBe Takon TeppuTopun MOXKET
BbICTynaTb BpEMEHHas CTpouTenbHas nroLiagka uim asToTpaHCNopTHasi NPOXOAHas.

e CBepKu AaHHbIX COTPYAHUKa Ha NpeamMeT NPUHAANEXHOCTM NPOnycKka, pa3peLLleHHOro BpeMeHU
npebbiBaHNs, BO3MOXHOCTN HAXOXAEHUS Ha TOW NN MHON TepPPUTOPUN NPeanpuaTna n T.4.

o BepgeHnss nonHOUEHHOro yyeta paboyero BpEMEHU C NOCrenylLwmMMm NOCTPOEHNEM OTYETOB
B cucteme PERCo-Web.

OCHOBHbIe BO3MOXHOCTU TEPMMHaNa:

e MoOUWNbHbBIV KOHTPOSb JOCTYNa COTPYAHMKOB / NOCeTUTENEN;
e CBepka [aHHbIX COTPYAHMKOB / noceTuTenem Ha npeamMeT NpUHAANEXHOCTM npornycka
(noeHTudukatopa);
¢ Yyet paboyero BpemeHu;
OTobGpaxeHne nHpopmMauunm o COTPYAHMKE HA dKpaHe TepMuHana npu nogHeceHun KapTbl
(npeHTMduKaTopa).
UoeHTudmkaums
MobunbHbIn TepmuHan PERCo nossonseTt uMtars:
9. Kaptbl TMna Mifare, a nmenHo ctaHgapTtel Mifare Ultralight, Mifare Classic, Mifare Plus, Mifare
DESFire. Ons YteHns kapT ncnonb3yetcs BCTpoeHHbIn NFC-Mmoaynb cmapTdoHa.

10. WTpuxkogbl. AN YTeHMs WTpmUxXKoLa UCMOomnb3yeTcs Kamepa cMapTdoHa.
Pexunm paboTbl

MobunbHbIn TepmuHan goctyna PERCo moxeT pabotate B Tpex pexumax: BXO[M, BbIXO[L
n BEPUOUNKALINA.

CBA3b ¢ cepBepom

Cesasb ¢ cepBepom PERCo-Web ocywectBngaetca nocpeactsom Wi-Fi  coegnHeHuns
NN MOBUIBLHOIO UHTEpHeTA.

B cnyuyae, ecnn TenedoH oKasblBaeTCs BHE CETW, TpaH3akumm HakannueatTcs B Oydepe
MOOBUITBHOrO TepMMHana u npyv BOCCTAHOBMEHUMM CBA3W WHAOPMaUMA nepefaeTcs Ha cepsep
aBTomMatmMyeckn (NpM  yCTaHOBKE  aBTOMAaTUYECKOMW  CUHXPOHM3ALMM)  WUAW  BPYYHYHO.
Takke Npu CUHXPOHM3aLMK C cepBepoM 0BHOBAETCA MHOPMaLMSA O AaHHbLIX NONIb30BaTENEN.
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30.2. YctaHoBka npunoxeHuss PERCo.Perncrpauus

Ons

ycTaHoBKM npunoxexums PERCo.Pe2ucmpayusi Ha yCTPOWCTBO HEOOXOAMMO BbINOMHUTL

cnegylowme encTeus:

1.

3angute B marasuH npunoxeHun Google Play Ha cBoem yCTpoOWCTBE, rae B CTPOKE Mmowucka
BBegute PERCo.Peaucmpayusi, vnn nepengute MO CCbIfIKE Ha CTpaHuUy NPUIOXeHUs
B Google Play:

https://play.google.com/store/apps/details?id=com.nobokani.percoterminal
[na aBToMaTn4ecKon 3arpy3km NPUNoXKeHUss HAXKMNTE KHOMNKY YCTaHOBUTbL.
[Mocne ycnewHoW 3arpy3km MPUIIOKEHUS Ha 9SKpaHe YCTPOWCTBa OTobOpasntca spribik.

[ns 3anycka NpUMoXeHUst HaXMWUTE Ha WKOHKY . Mpv nepBom 3anycke Heobxooumo
paspeLunTb NPUIOXKEHMIO AOCTYN K 3anpallMBaeMbiM pecypcam yCTPOUCTBa.

30.3. MNMoaroTtoBKa K paboTe

lpumeyaHue:

Cesasb c cepBepom PERCo-Web ocywectenaetca nocpeactsom Wi-Fi coeguHeHus
unn mobunbHoro uHTepHeTa. B cnyyae, ecnu cepsep PERCo-Web pacnonoxeH BHyTpu
ceTn, TO JOCTYN BO3MOXEH TONbKO, €CNU TeriedoH ToXe NOAKIMYEH K JaHHON CeTMU.

Mepen Havyanom paboTbl HEOGXOAMMO BbINOMHUTL CReayoLMe AeNCTBUS:
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3anyctute NpunoXxeHue, HaxxaB Ha UKOHKY , KoTopasl pacrnosioXxeHa B MeH0 MOOMMNbHOro
ycTponcTtBa. OTKpoeTcsl OKHO Ans BBOAA agpeca CepBepa BPYYHYH WMAM C MOMOLLbIO
ckaHupoBaHusa QR koga:

5
PERCo. Perncrpauus

OTCKAHWPOBATE C NOMOLLbIO
KAMEPbI

BBECTH BPY4YHYIO
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Oo6aBneHue agpeca cepBepa CUCTEMbI BPYYHYHO

Ons pobaBneHus agpeca cepBepa CUCTEMbl BPY4YHYHD HEOBXOOAMMO Ha CTapTOBOW CTpaHuue
npunoxexHnsi PERCo.Pecucmpauyusi BbibpaTb BBECTU BPYUHYH. OTKpOETCsl HOBOE OKHO:

PERCo. Peructpaums

http://127.0.0.1]

NnogKni4Y1MTLCA

B none Apgpec BBeanTe agpec cepBepa, Ha KOTOPOM ycTaHoBneHa cuctema PERCo-Web,
N HaXXmuTe KHonky MoaknounTbes.
B nHTepderice cuctembl PERCo-Web, ncnonb3ysi naHenb HaBuraumm, nepenguTe B pasagen

«AOMUHUCTPUPOBAHMEY.
OTtkpowvite nogpasaen «KoHdurypaumsa» 1 nepenante Ha Bknagky YCTpoucTea.

HaxmuTe KHOnKy Mo6GunbHbLIN TepMUHanN 1 NpoBepbTE, YTOObI MMSI HacTpanBaeMoro
TepMmnHana otobpasunock B cnucke NFC ycTpoicTB.

AKTUBMPYIMTE YCTPOMCTBO C NMOMOLLIbIO NMepeknoYaTens

Oo6aBneHue agpeca cepBepa cUcTeMbl ¢ noMolwbio QR koga

[na no6aBneHus agpeca cepBepa CUCTEMbI C MomoLLbio QR koga HeobxoanMo:

Ha craptoBon cTpanuue npunoxenna PERCo.Peecucmpauyusi BbiOpaTb crnocob
OTckaHupoBaThb € NOMOLLbLIO Kamepbl. OTKpoeTCcs OKHO Anist ckaHupoBaHusa QR koaa.
B nHTepderice cuctembl PERCo-Web, ncnonb3ys naHenb HaBuraumm, nepenguTe B pasaen

«AQMUHUCTPUPOBAHMUEY.

Otkponte nogpasgen «KoHdurypauma» v nepengnte Ha BKagky YCTPOUCTBA.
oo
Haxxmute KHOMKy Mo6unbHbIN TepMUHan, 3ateM kHorky @+ Otobpasutb QR kop.

Ha akpaHe nosiButca QR kog.
C nomoLpbto yCTponcTBa OTCKaHNpynTe oTKpbiBLWMca QR kog.
MpoBepbTe, 4TOObI MMSA HacTpauMBaemoro TepMuHana oTtobpasunock B cnucke NFC

YCTPOWCTB, N aKTUBUPYWNTE YCTPONCTBO C NOMOLLLIO NepeknovaTens

2. B wvHTepdelice cuctembl PERCo-Web B pasgene E «AgMUHUCTPUPOBaHUE» OTKPOWUTE
nogpasgen «KoHdwurypauusa» u nepengunte Ha Bknagky lMomeweHusa vnm YcTpoucTtsa.
Bbibepute KoHTponnep, wabnoH [ocTyna KoToporo 6ydetr umcnonb3oBaTb MOOWIbHLIN
TepmuHan. B none NFC ycrtponcTBo Bbibepute uMMsi HacTpaMBaemoro MoOBUNbHOro
TepMuHana.

3. YcTpoKncTBO rotoBo K paborTe.
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30.4. NnaBHOE OKHO NMPUNOXEHUs

"maBHOe OkHO NpunoxeHns PERCo.Peaucmpayusi MeeT cnegylowmnn Bua:

PERCo.Peructpauus :

Online

30

@

Bepudpukauus

MogHecuTe ngeHTUdUKaTOP K CMapTdOoHy

1. BepxHsisi naHensb:

° Bbinagatowmm cnncok oyHKUMI:
— Hactponkn — yHKUMS NO3BONSIET OTKPbITb OKHO AN HACTPOMKM NapaMeTpoB
NPUNOXEHNS;

— CuHXpoHU3auma — PyHKUUA NpegHasHayeHa ansa pyyHon nepegayn AaHHbIX O Npoxoaax
COTPYAHMKOB / noceTutenen (otobpaxaeTca TOMbKO NPV BbIKIKOYEHHON B HACTPOWMKaXx
aBTOMATUYECKOW CUHXPOHM3aUUN);

— O npunoxeHun — npun Bolbope anemMeHTa OTKPbIBAETCA HOBOE OKHO, KOTOPOE COOEPXNT
KpaTKylo WHpopmMmauuio o npunoxeHuwe. [llocne o03HakoMieHUs € UHGopMaumen
A1 BbIXOAa U3 OKHa HaXXMUTE KHOMKY 3aKpbIThb.

o (LLEE IkoHKa Anst YTeHus LITPMXKOAA.

2. Paboyas obnacTtb npunoxeHus. Bug paboderr obnactn 3aBUCUT OT BbIOpaHHOIO pexumma
pernctpaumn. NMpn nmutaumm npoxoga (Npu nogHeCeHWn ugeHTudukatTopa K TepmuHany)
B paboyen obnactn npunoxeHms oTobpakaeTcs UHGopMaLMst O COTpyaHuKe / noceTuTene.
[aHHble 0 Npoxoae nepenarTcsa B CUCTEMY aBTOMATUYECKN U MPU CUHXPOHU3ALNN.

3. Hgukauma ctaTyca cucteMmsl:
e online B cniydae, ecnun y TenedoHa ecTb ¢Bs3b ¢ cepeepom PERCo-Web;
e oOffline B cnyyae, ecnu TenedoH okasasncs BHe CETH;

e 3arpyska AaHHblX, €CNu B AaHHbIA MOMEHT MPOUCXOOUT CUMHXPOHM3AUUsi C CepBEpPOM
PERCo-Web (otobpaxaeTtcsa B popmaTe Sync: current 0 of 1000).

30.5. HacTtpounka napameTpoB NPUNOXEHUA

[nsa HacTponkn napameTpoB npunoxeHns PERCo.Peaucmpayusi BbINONHUTE crnegyoline
aencreus:

1.  OrtkponTe npunoxeHne PERCo.Peaucmpayus Ha yCTPOUCTBE.
2. BsepawuTe agpec cepBepa CUCTEMbI.
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3. B rmaBHOM OkHe MpunoxeHus B BEpXHEM MpaBoM Yriy BblibepuTe u3 BbiNagaroLlero cnucka
nyHkT HacTtpownku. OTKpoeTca HOBOE OKHO:

¢  Hactpouku

OcHoBHOe

Agpec PERCo-WEB
http:/172.17.0.127

r.1  OTckaHupoeaTk C
L™~ NOoMOLLbH Kamepsbl

KOHTpONb BpeMeHHU
ABTOMAaTUYecKan
CUHXPOHK3auUuKna
PeXUM perncrpaumnu
Bepudrkaums
OnoeelexHune
Bubpaumnsa

HaHHble
Bpems oTobpaxeHus
5 cekyHp

OkHOo HacTpomnku coaepXxnTt cnegyroLmne aneMeHTbl:

OcHoOBHoe:

— Appec PERCo-Web -

C YCTaHOBIIEHHOMN CUCTEMOM BPYUHYIO;
— OTcKaHMpoBaTb C NOMOLbLIO KaMepbl — None npefHa3HavyeHo Ans CMeHbl agpeca
cepBepa C yCTaHOBMEHHOW CUCTEMON C NOMOLLIbIO CKaHMpOBaHus kamepon QR-koaa;
— KoHTponb BpeMeHM — Mpu YCTaHOBKEe (pnaka B crnyyae, ecnu npoxon COBEpLUEH
He B pamKax BPEMEHHOW 30Hbl, HA 3KpaHe cMapTdoHa OyaeT BbIBOOUTLCS COObLLEHME
«3anpem npoxoda. HapyuweHue spemeHu .

CoTpygHUK

3anpet npoxofa. Hapywexue BpeMeri

lMeTpos NBaH MBaHOBUY

none npegHa3Ha4eHo AO5nAd  CMeEHb

agpeca cepBsepa
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— ABTOMaTMuYeCKas CUHXPOHM3aUUA — MpU yCTaHOBKe dnaxkka AaHHble O Npoxogax
nepeaarTcs B CUCTEMY aBTOMaTUYECKU;

— Pexum perucTtpauum — BbinagaoLLmin CMCOK NO3BoNsieT BbibpaTh cnocob perncrpaumm
npoxofoB. [oCTynHbl crneayoLimMe BapuaHTbI:

o ABTOomatuuyeckun Bxog — npu ycTtaHoBKe (pnaxka npuv  NpUKNagbiBaHUK
naeHTudukatopa K TepMmuHany gopmupyetca cobbitne Bxog;
o ABTOmMaTunyeckun Bbixoa — npu ycTaHoBKe pnaxka npu nNpuknagbiBaHUM

naeHTndurkaTopa K TepmmnHany doopmupyetcsi cobbiTne Bbixog;

o Bepudukauma — npu yctaHoBKe hnaxka aBToMmaTnyeckoe oopmMmpoBaHne cobbiTns
Oypoet otcytctBoBathb. OT onepatopa ©Oyger TpeboBaTtbCsA NPUHATL pPELUEHME:
3aperncTpmpoBaTh BX04, BbIXO4 MW 3anpeT npoxoga (0TMeHa).

e OnoseleHune:
— Bubpauusa — npu yctaHoBke cnaxka Oyaet BkMYeHO Ay6nupoBaHMe OnoBeLleHUst

Bnbpaumen TenedoHa.

e [laHHLIe:
— Bpems oTobOpaxeHMAa — napameTp No3BoNseT BblbpaTb BpeMs OTOOpaKeHus

MHdOpMaLMM O NPOXoAe Ha 3KpaHe ycTponcTea. [JoCcTynHbl creayrowme BapuaHThbl:

5 cekyHa;

10 cekyHp;

30 ceKkyHA;
3akpbiBaTb BPY4HYHO.

O

O O O

30.6. Anroputm paboTbl ¢ MOOUNbHbLIM TepmuHanom PERCo

Ona pa6otel ¢ MobunbHbiMm TepmuHanom PERCo HeobGxoammo BbINONMHUTHL crniegylowme
aencreus:

1.
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B HacTponkax cBoero yctpounctBa aktmsupynte pexum NFC (TexHonornss 6ecnpoBogHon
BbICOKOYACTOTHOW CBA3W Manoro paguyca gevctsud). lNpu nonbiTke 3anycka NpUnoXeHus
C BblKMOYeHHbIM  pexxumoM NFC  Ha cTraptoBow CTpaHuue nosiButca  coobuieHune
«Akmusupytime NFC mModyrib».

3anyctute npunoxeHue PERCo.Pecucmpauus, HakaB Ha NKOHKY ,
KOTOpas pacrnonoXxeHa B MeH0 MobunbHoro yctporctea. OTKpoeTcs OKHO Ans BBoAa agpeca
cepsepa.

Mpn Heo6xoAMMOCTM HacTponTe HeobxoaMMble NapaMeTpbl AN MOOMIBLHOro TepMMHana.

B uHTepdence cuctembl PERCo-Web B paspgene E] «AOMUHUCTPUPOBaAHUE» OTKpOWTE
nogpasgen «KoHdurypaumsa» n nepengmrte Ha BKnagky YCTponcTaa.

Haxmute KHOMKy MoOGunbHbIN TepMuMHanN 1 NpoeepbTe, YTOObl MMSA HacTpavBaemoro
TepMmuHana otobpasunock B cnvcke NFC ycTpoicTB. AKTUBUPYNTE YCTPOMCTBO C NMOMOLLBIO

nepexknw4artensa

B paspene E] «AgMuHUCTpupoBaHue» Ha Bknagke [MomeweHus unm YcTpouctBa
BblGepute KOHTponnep, wabnoH pgoctyna KoTtoporo 6OyaeT wucnonb3oBaTb MOOWMbHbLIV
TepmuHan. B none NFC ycTponcTBo Bbibepute CBOe HacTpanBaemMoe YyCTPONCTBO.

YCTPONCTBO rOTOBO K MCMOMNb30BaHMO. MOOUMbHbBI TEPMUHAN MOXHO MCMNONb30BaTb ABYMS
cnocobamu:
e [InAa yTeHunsa kapTbl gocTyna:

— [ogHecuTe k TenedoHy KapTy AoCTyna COTPYAHUKA.
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— OTKpoeTCcsa OKHO (BWMA OKHA MOXET MEHSATbCHA B 3aBUCMMOCTM OT BblbpaHHOro crnocoba
pexuma perncrpauun);

PERCo.Peructpaums

2>

MeTpos MBaH NBaHoBuY ABTOMAaTUYECKUI BXOA

MNogHecuTe MaeHTUHMKATOP K CMapTQOHY

> X >

BbIXO[ 3AMNPETUTb BXO0[

o [1ns yTeHusn wTpmnxkoaa:

— Haxmute Ha MKOHKY O11A YTeHUA WTpuxkoaa .

— OTKpoeTcs kamepa cmapTdoHa C rpaHuULamMm A4St GOKYCMPOBKU Ha LUTPUXKOAE:

— MopHecute WTpMxKkoA nopg 0o6nacTb, BblAeneHHy 3erneHbiM. [locne 3Toro WTpUXKoAa
NpoYMTaETCs aBTOMATUYECKM.
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31. TepMuHbI U onpeaeneHns

Antipass — @QyHKUMA cucTembl Ge3onacHOCTW, 3akniouvarllasicCd B KOHTPOMe MOBTOPHOro
npoxoxaeHusi (pernctpaumm) yepes ogHo KIIM B TOM Xe HanpaeneHwn. Onsi KOHTPONNepoB
PERCo CT/L14, CT/L14.1, CL15, CL15.1, CL15.3, CL15.7, CR11, CT13, CL211.3, CL211.9
OTCrEeXMBaeTCa MNOBTOPHOE MPOXOXAEHWE OAHOro U TOro Xe COTPYAHWKa, BHE 3aBMCUMOCTU
OT NPeAbsABNEHHOM M3 3aKpPenrieHHbIX 3a HWUM  KapTbl  gocTtyna / ngeHtudukaTtopa.
Onsa koHTponnepos PERCo CT03.2, CT/L04.2, CR01.2, CR01.9 oTtcnexuvuBaeTcsi MOBTOPHOE
npeabsBneHne OOHOW UM TOW e KapTbl Joctyna/wugeHtudukatopa, BHE 3aBUCMMOCTU
OT 3aKpenneHHOro 3a Her CoTpyaHuKa.

Global Antipass — dyHKUMs cucTeMbl 6e30nacHOCTK, 3aKIYaLWanca B KOHTPONe 30HanNbLHOCTU
noeHTudmkaTopa, To ecTb (PYHKUMS KOHTPOMS HapyleHUn nocrefoBaTenibHOCTU NPOXOXOEeHUS
(peructpauun) vepes KIlM ¢ yyetom HanpasneHusa npoxoaa. [locrnenoBaTenbHOCTb NPOXOXAEHUS
K onpegensieTca B3anMHbIM pacnofioXeHneM NpoCTPaHCTBEHHbIX 30H C y4€TOM UX BIIOXXEHHOCTHU
(kak npumep, HeNb3s BOUTU B MOMELLEHNE, HE BONAS B 30aHue).

Aemomamu3supoeaHHoe paboyee mecmo (APM) — nporpaMMHO-TEXHUYECKUIA KOMMIIEKC,
npeaHasHa4YeHHbI  OANd  aBToMaTu3aumm AesaTenbHOCTM  onpegeneHHoro Buga. Coctout
n3 paboyero mMecrta onepatopa (Ha yganeHHom [1K), koTopomy agMMHUCTPATOPOM CUCTEMbI
Bbl4aHbl MOTHOMOYMS Ha JOCTYN K pasgenam u nogpasgenam MO cuctemsl.

Basa OdaHHbix (B[1) — opraHnsoBaHHas CTPyKTypa COBMECTHO MCMOSb3yEMbIX AAHHbIX CUCTEMbI.
B B[] cuctemMbl XpaHSaTCA: HOMepa KapT AoCTyna, NepcoHanbHble AaHHble Nosib3oBaTenen, npasa
AocTyna KapT, peructpupyemble yCTpoMcTBamum cuctemMbl cobbitua u T.4. B[ pacnonoxeHa
Ha cepBepe cuctembl. Pabota ¢ B[] ocywectensetca n3 MeHemxepa PERCo-Web.

Bnok uHOukayuu — npeacTaBnsieT cob0ON COBOKYMHOCTb CBETOAMOAHBIX UMW MUKTOrpadon4ecknx
MHOMKaToOpoB ANns oTobpaxeHus coctoaHna NY u/ unu yctaHoeneHHoro PKI B HanpaBneHun
OAHOro 13 cunTbiBaTenen. bnok nHankaumm MoxeT OblTb BCTPOEHHLIM B CHUTbIBATEb, KOHTPOMNep,
CTOWKY TypHUKeTa, 3l unm BbIHOCHLIM.

Bepudghukayuss — npouefypa noATBEPXKOEHUA nNpaB nNpeobsBNEeHHON KapTbl C MNOMOLLbIO
Bepudmumpytowero yctponcrea. [loaTBepXaeHne MOXET MNpPou3BOAUTLCA aBTOMaTUYECKU
(koHTpONNEpoM, KapTONPMEMHUKOM) UK Bpy4HYto onepaTtopom (c MNAY, kHonkm Y, komaHabl M10).
Bepudmkauna onepatopom MpoM3BOOMTCS Ha OCHOBE BU3yanbHOMO CpPaBHEHUS BHELUHOCTU
nonb3oBaTtend KapTbl ¢ oTorpadmnen, xpaHawenca B bl cucteMbl U BbIBOAUMOM HA MOHUTOP
npv NpegbsaBeHUN KapTbl.

BudeookHO — naHenb paboyert obnactu pasgena, Ha KOTOPOW B pexmnme peanbHOro BpeMeHU
oTobpaxalTcs Kagpbl C MNOAKMOYEHHbIX K cucteme |P-Bugeokamep, 3apaHee yka3aHHbIX
npu KoHdUrypaumm To4KM Bepudpmnkaummn.

Ndenmugpukamop — HeKOTOpoe YCTPOWCTBO WM MpU3HaK, MO KOTOPOMY ornpegensercs
nonb3oBartenb. Kaxapii naeHTudurkaTop xapakrepusyeTcs onpeaeneHHbIM YHUKanbHbIM KOLOM.
B kauectBe wugeHTUMKkaTopa B CUCTEME WCNONb3YHTCA OECKOHTaKTHble KapTbl (hopmaToB
EM-Marin, HID w Mifare, a Takke 6GuomeTtpuyeckne uaeHTUMKaTopbl (OTNeYaTkn nanbLes,
WabioHbl TagoHW, WabnoHbl nuua).

UcnonHumenbHoe ycmpolcmeo (Y) —  ycCTPOMCTBO, OrpaHuMuMBarollee  LOCTyn,
Hanpumep, TYPHUKET, KanuTka, ABEPHOWN 3aMOK, Lnaréaym u 1.n.

Kapma docmyna — GeCKOHTakTHasi MnacTMKOBasi SfEKTPOHHAas KapTa (SMEKTPOHHBLIN KIou),
C NMOMOLLIbIO  KOTOPOM  OCYLLIECTBNSETCA WAEHTU(MUKaLMs nonb3oBatend. MmeeTr pasmepbl
KpeauTHON KapTbl (MOXeT MMeTb U ApYyrme WUCMOSHEeHus, K npumepy, B Buae Gpenokos v ap.).
B kapTe AocTyna 3aknuyeH 4vn C YHUKanbHbIM 4YuUCnoBbiM kogoM. He TpebyeT BCTPOEHHOro
NCTOYHMKA MUTaHWS, YTO AenaeT CPoK CNyxObl KapTbl NPaAKTUYECKN HeorpaHMdeHHbIM. B cucteme
ncnonbe3yTcsa KapTel doopmatoB HID, EM-Marin, Mifare.

KomuccuoHupoeaHue docmyna — npoueaypa MNOATBEPXKAEHUS MpaB NPeabsBNEHHON KapTbl
NoCpPeaCTBOM NpeabsBreHnst BTOPO, KOMUCCUOHUPYIOLLEN, KapTbl.

Konmponnep (cuctembl) —  yCTPOWCTBO, YyrpaBfdwollee cuctemon  BGesonacHocTu
unu ee anemeHtamun. Ha 6ase koHTponnepa opraHnsyetcsa KIrl.

O6Hoesn1eHue ecmpoeHHo20 10 — ansa o6HoBNeHUsA BCTpoeHHOoro MO 1 hopmaTnpoBaHnst NamsaTu
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KOHTPOMMEPOB CUCTEMbI WUCMNOMNb3yeTca nporpamma «llpowusamensy». [lporpamMma BmecTe
¢ channamm npowmnBok BxoguT B coctaB «BHympeHHee 10 ("npowuska"”) koHmpornnepoe PERCo».
AKTyanbHyt0 BEPCUIO NPOrpaMmbl MOXHO 3arpy3vTb C canTa KOMNaHWM WWW.PErco.ru nu3 pasgena
Moppepxka > MporpammHoe obecneyveHue > MO PERCo-Web.

lMonHomMmoYusi onepamopa — nNpaBa Ha [OCTyn K pasgenam v nogpasgenam 1O cuctemsl,
BblaaHHble onepaTtopy APM agMuHucTpaTopom cuctemsbl. icnonb3ya ponu onepaTtopa, BbliaalnTcd
NOSTHOMOYMS Ha: NOMELLEHNS, nogpasneneHns, JOMKHOCTH, rpadukn padoThl, WabnoHbl 4oCcTyna,
WabioHbl NPOMNYCKOB, KOHTPOSNEpPbl, KaMepbl, BUAEOCEPBEPDI, WabnoHbl Bepudmkaumm, nnaHbl
NMOoMeLLEHUI.

MpocmpaHcmeeHHasi 30Ha — 4YacCTb TeppuTOpUM OObEeKTa, MepecedeHue rpaHuL, KOTOpOi
OCYLLECTBMAETCA TOMbKO 4Yepe3 crneumansHo obopyaoBaHHble KM ¢ npegbssBrneHueM kapT
pgocTtyna.

PacnpedeneHHas cucmema (pexxum mysbmucepeepa) — pexum paboTtbl cuctembl PERCo-Web,
npu KOTOPOM CeTb MPeanpuATUS pasderieHa Ha CerMeHThbl, paboTawlime C LeHTpannu3oBaHHOM
©a301 gaHHbIX, 4515 NOBbILLEHUS 0TKa30yCTONYNBOCTHN paboTbl CUCTEMBI.

Pexxum koHnmponsi docmyna (PK[) — pexvM (OyHKUMOHNPOBAHWUSA CUCTEMbI UMW OTAENbHOWN ee
yactTm  (koHTponnepa, cuuTbiBaTens), Hanpumep, PKO  «Omkpbimo»,  «3akpbimoy,
«KoHmpornb» v T.4.

CeamMeHm — B KayecTBe CermMeHTa B pacnpegeneHHon cucteme PERCo-Web moxeT BbiCTynaTb
rpynna KOHTpONnepoB, cunuan npeanpusatva u np. [eneHne Ha CermMeHTbl pekoMeHayeTcs
ANA CHWKEHWS HAarpy3Kn Ha CUCTEMY MpU UCNONb30BaHMM BOMbLLIOro KONMYecTsa KOHTPOMNEPOB.

Cucmema  koHmponssi u ynpaeneHuss 0docmynom (CKY[) —  COBOKyMHOCTb
nporpamMmmHo-annapaTHbIX CpeAcTB, obecneyvBaloLMX OrpaHuyYeHve u y4veT [ocTyna nogen
(TpaHcnopTa) Ha 3agaHHOWN TEPPUTOPUN.

Cyumbieamenib — YCTPOWCTBO, NpefHasHayYeHHoe AN CYMTbIBAHWS HOMepa KapTbl AOCTyna
1 nepegayn 3Toro HoMepa B KOHTPONEp ¢ Lenbio naeHTudukaumm nons3oBartenei B CUCTEME.

AnekmpoHHasi npoxodHas (3l1) — cepuiiHoe mn3genue, npeacTaensaowee cobon COBOKYNMHOCTb
nporpaMMHbIX M annapaTHbIX CpeacTs Ans opraHmsauumn ogHoro KM ¢ KoHTponeM Npoxo4oB B ABYX
HanpaBneHusix. B 3l Bxogatr: WY (TypHuKeT) coO BCTpPOEHHbIM KOHTponnepom CKY[,
aBa cuutbiBaTensa u MO.
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MpunoxeHune 1. Mpumepbl NOCTPOEHUA PabOTbl CUCTEMDI
pacnpeneneHHbIX cepBepoB

1. HacTtpowka pacnpegeneHHoOM CUCTEMbl pennukauum 6a3 paHHbIX
C UCNOJSIb30BaHMEM CTOPOHHEN yTunutbl Ha 6ase N0 SymmetricDS
1. Ha ogHom un3 cepsepoB PERCo-Web co3naiite 6a3y gaHHbIX.

2. Ortkpoute Bknagky PesepBHble konun wu norn MeHedxepa PERCo-Web, cospante
N COXpaHUTe pe3epBHYI0 KONUKO co3gaHHon B,

3. OrtkponTe Bknagky OnacHas 3oHa B MeHedxepe PERCo-Web v ckauaiiTe CEKPeTHbIN KoY.

CeKpeTHbIA KoY

M & B

3arpyanTb Ha cepBep GeKPeTHbIW KoY .!; BobiGepute tdain

4. CekpeTHbI KN4 HeobXOAMMO pacnpocTpaHuTb Ha BCe oOcTanbHble cepBepa. ObGpaTtute
BHMMaHME, 4YTO Ha Bcex cepBepax PERCo-Web pomkeH ObiTb 3arpy)KeH oguvH M TOT Xe
CEKPETHBLIN KITHOY.

5. [nga koppektHon paboTkl 1O SymmetricDS yctaHoBuTe Ha Bce cepBepa (cermeHTbl) Java SE
Development Kit (Open JDK). YTunuty MOXHO ckayaTb C odumumanbHOro cawra:
https://www.oracle.com/java/technologies/downloads/#jdk17

6. Hactponte ytunuty ana NO SymmetricDS.

Onsa ynpoweHua pabotbl ¢ MO SymmetricDS Bocnonb3ynWTechb crneuvanbHON YTUNUTOMN,
poctynHonm no  ccbinke:  https://github.com/percodev/symmetric-simple-config/releases.
Bbibepute apxuB nog OnepauMoHHY0 CUCTEMY, Ha KOTopon YyctaHoBrieH PERCo-Web:
symmetric_win.zip ana OC Windows, symmetric_linux.zip pns OC Linux.

MocnenoBaTenbHOCTb YCTAHOBKU YTUMNTBI:
1) Pacnakynte apxvB 1 OTKponTe nanky symmetric.

P

Kram Jata u3meHeHmA Tim Pazmep
syrrmetric_win 08.11.2021 15:36 Manka c dafnamn
| & jdk-17_windows-x84_bin 25.10.2021 13:43 MpunoxeHne 155 673 KB

2) Ana KoppekTHOW cuHXpoHu3auum 6a3 gaHHbiXx B danne config TpebyeTca npaBUIibHO
onucaTb HaCTPOWKN BCEX CEPBEPOB.

s

E flata M3MEHEHKA Mn asme
11 T p
rEsoUrces 27.08.2021 17:00 Manka c dainamm
| config 27.08.2021 13:55 Mapamerpel KoH... 1KBE
Y] pw_symmetric 30.08.2021 85 MpunosxeHne 32 T14 KB

3) HacTtponku BknovaoT cneayowime napameTpbi:
o [INNTENbHOCTL OTNPABKN U NONYYEeHUS JaHHbIX (pekomeHgoBaHo yctaHoBMTbL 10000 mc).
¢ HaumeHoBaHue cepsepa Master. HanmeHoBaHne OOMKHO ObITb yKaszaHO Ha naTuUHULE
B (bopmaTe [master.masterServerName]. Hanunuune kntoyeBoro cnosa master 0O TOYKK
obsasatensHo. Kaxxgoe HaMmeHoBaHWe AOMKHO ObiTb YHUKANbHbBIM.
¢ HanmeHoBaHusa cepBepoB Slave. HaumeHoBaHME JOMKHO ObiTb YKa3aHO Ha naTuvHuUe
B hopmarTe [slave.servername]. Hannume kntoveBoro cnoea slave o Touku ob6a3arensHo.
Kaxxgoe HaMmeHoBaHWe LOMKHO ObiTb YHMKANbHbIM.
o [lopTbl cepBepa Master n cepBepoB Slave (BbiGpaHHbIe MOPThbI 4OMKHbI ObITb CBOGOAHbI)
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4)
5)

6)

7)

8)

o BHewHun IP-agpec nnn gomeHHoe uMs (cepBep AOMMKEH ObiTb AOCTYNEH OCTasbHbIM
cermeHTam ceTtn);

HaseaHne B[;

Maponb nonb3oBartens b,

Mma nonb3oBatens B[;

Mopt BA. CrangaptHein nopt MySQL - 3306. [lpu wncnonb3oBaHun MySQL,
KoTopbiv noctaensaeTcda B Windows-sepcun PERCo-Web, ctaHgapTHbeIn nopt — 49001.

llpumeyaHue:

NMommmo HacTpoek cepBepa Master, B channe config Takke Heobxoaumo onucatb
napameTpbl BCeX CerMeHToB Slave. Y4Tute, 4YTO KOMMYECTBO CErMEHTOB [OIMKHO
COOTBETCTBOBATb KONMM4YecTBY cepBepoB cuctembl PERCo-Web.

A

ran [arta nzmeHeHns Tun
rESOUrCEs 27.08.2021 17:00 Manka c darinanm
tmp 4

i config Maiin  Mpaeka ®opmar Bug Cnpaeka

O pw_symmetric job.push.period.time.ms=10088
job.pull.period.time.ms=18888

[master.masterDirect]
server.port = 8891
server.host = "172.17.6.144"
db.host = "localhost’

db.name = ‘perco’
db.password = '1°
db.username = 'root’

db.port = 498081

[slave.Acer]
server.port = 8891
db.host = "localhost’

db.name = ‘perco’
db.password = '1°
db.username = 'root’

db.port = 498081

Mo 3aBepLlEeHMM pegakTMPOBaHUS COXpaHMTE M3MEHEHMS N 3akponTe dann config.
3anyctute  ytunuTy  reHepauumn  HacTpoek  SymmetricDS:  pw_symmetric.exe
ans OC Windows, sudo ./pw_symmetric ana OC Linux.

BHumaHue!

YTuUnuTy reHepaumn HacTpoek SymmetricDS HeoGxoauMo 3anyckaTb OT  UMEHM
agMuHUCTpaTopa.

Pe3yJ'IbTaTOM pa6OTbI YTUNUTbl ABMNAETCA MNarka tmp. BHyTpI/I tmp HaxogAaTCA narku,
Ha3BaHNA KOTOPbIX COOTBETCTBYHT YKa3aHHbIM B (baﬂne COI’lﬁg HanMeHoBaHUAM CepBEPOB.

» symmetric_win * tmp »

Mras Jara usmeHeHna Tun Pazme
Acer 08.11.2021 15:37 Manka c dainamn
rnasterDirect 08.11.2021 15:36 Manka c dafinamn

Manky cepsepa Master Heo6xoQnMMO OCTaBUTb Ha TekyLleM (OCHOBHOM) cepBepe, a narku
cepBepoB Slave cKonMpoBaTb Ha Kaxabli CErMEHT (cepBep).

HactponTe aBTOMHKpPEMEHT aAns Kaxgoro cermeHta (cepBepa) B MySQL, ans aToro
nepenaute B nanky symmetric COOTBETCTBYIOLLIEro CErMeHTa 1 B nanke engines OTKpouTe
dann insert.sql:
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symmetric_win * tmp » master * symmetric-server-3.12.11 » engines w
o
MraeHn [aTta nsmeHeHNA Tun
|| insert.sq 26.07.2023 17:47 @aiin "SOL
|_| master.properties 26.07.2023 1745 aiin "PROPERTIES

9) B oTKkpblTOM dhanne ckonupymTe cnegywowme CTpokn (umdpbl MOryT OTAMYaTbCS
B 3aBMCMMOCTM OT KOJIMYECTBA CETMEHTOB):
e SET @@auto_increment_increment=1; (HOMep cerMeHTa, B AaHHOM Clly4yae
paBHsieTcs 1)
e SET @@auto_increment_offset=3; (obwee 4ncno cermMeHTOoB, B [AaHHOM
Ccny4dae paBHsieTcs 3)

rdm\Download mmetric_win\tmpimast rmmetric-server-3.12.11%engines\insert.sq|
File Edit Selection Find View Gotoe Tools Project Preferences Help

4 P insertsgl

insert into sym_trigger_ router
{(trigger id,router id,initial
{ :

values schedule

SET @gauto increment increment=1;
1223

10) OTtkponTe chamn koHpurypaumm MySQL B nanke ¢ yctaHoBreHHbIMU havinamu PERCo-Web
(no ymonuanwuio ato C:\Program Files\PERCo\PERCo-Web2\mysql\my.ini).

11) B oTkpbITOM channe B G6noke [mysql] BCTaBbTe CKONMPOBAHHbLIE CTPOKW, yOanvB B Havane
«SET @@» » B KOHUE TOYKYy C 3anaAton «;». [Ons AaHHOro npumepa CTPOKA MpUMyT
cnegywoLwmnin Bua:
auto_increment_increment=1
auto_increment_offset=3

-

my.ini
Mann MzmeHnTb [MpocmoTp

[mysql]
no-beep

# default-character-set=

SERVER SECTION

The following options will be read by the MySQL Server. Make sure that

you have installed the server correctly (see above) so it reads this

server_type=3
mysqld]

#
#
#
# file.
#
#
[

auto_increment_increment=1
auto_incPement_offs.et=3|

# The next three options are mutually exclusive to SERVER_PORT below.

12) CoxpaHute dann n nepesanyctute cnyxoéy MySQL.
13) NMoBTOpUTE N. 8-12 ANg Kaxaoro cermeHTa (cepsepa).

7. YctaHoute O SymmetricDS:
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1) TNepengute B nanky symmetric-server-3.12.11 Ha cepBepe Master n 3anyctute Tpedyembin
dann: install pna OC Windows, sudo bash ./install.sh pns OC Linux.

BHumaHue!
= 3anyck chaina gormkeH Npon3BoAUTLCA NoA NpaBaMy agMuHUCTpaTopa.
lpumeyaHue:

3anyck havna MOXHO MpoM3BecTM C nomowbo MHCTpymeHTtoB Windows PowerShell.
[ns atoro B komaHgown ctpoke Windows PowerShell Beegute .\instal.bat.

databases Manka ¢ dainamu
engines

lib

Manka ¢ gainamu
Manka c dasinama
logs Manka c daiinamm

patches Manka ¢ dainamu

samples Manka ¢ gainamu

security Bl C\Windows\system32\cmd.exe - . .
tmp
web

-| change-log
install

7 install.sh

ol start

| start.sh

2) [lNpounsseante aHanorn4yHbI Habop aencTeun ¢ annom install Ha kaxgom cepeepe.
3) [lo 3aBepLueHMN ycTaHOBKM pabovee OKHO KOMaHOHOW CTPOKM aBTOMaTU4EeCKM 3aKpoeTcsl.

8. 3anyctute NO SymmetricDS:
1) lMepengute B nanky symmetric-server-3.12.11 Ha cepBepe Master n 3anyctute Tpebyembin
dann: start ana OC Windows, sudo bash ./start.sh opnsa OC Linux.

I BHumaHue!
— 3anyck canna gormkeH Npon3BoanTLCA No4 NnpaBaMn agMMHUCTpaTopa.
lpumeyaHue:

3anyck harvina MOXHO npou3BecTn C nomolbio mMHcTpymeHtoB Windows PowerShell.
[ns atoro B komaHgowm ctpoke Windows PowerShell BBeaute .\start.bat.
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symmetricwin 5 tmp » masterDirect » symmetric-server-3.1211 » v o Memcic symmetric-server-3,12.11

Wwa late wsmiencrina Tun Pazmicp

bin

conf

Manka ¢ paitnamn
Manks c aitnsmn

databases Manka ¢ dainann

engines 08.11.2001 1%:37 Nanka ¢ hainanm
lib B CAWINDOWS\system32\cmd exe - [m] X

logs rDi = s with the first run at 2021-

patches
samples
security rDi - - Initia 1ee@ems with the first run at
tmp
web

=] change-log

[ install

] install.sh

[5] start

] startsh

tion came thr)

2) AHanormyHbln Habop penctBuii ¢ dannom start HeOH6XOAMMO MPOM3BECTM Ha KaKAOM
cepBepe Slave.
PekomeHaoyemasi nocnegoBaTenbHOCTb AENCTBUN:
e 3anycTtute cepBep Master,
o Oxupgante 3aBepLUEeHNs 3anycka;
e 3anycTtute cepBepa Slave. PekomeHayeTcs 3anyckaTb cepBepa no odepeau;
e Oxupante 3aBepLUEHNS 3anycka 1 yCTAaHOBMEHMSA CBSA3M C cepBepom Master.
3) lMpn «KoppekTHOM paboTe pexuma pennukauun B0 B okHe OygeT oTobpaxaTbca
ANUTENbHOCTL O6MEeHa AaHHbIMU.
4) [na HacTPOMKM CErMEHTOB N KOPPEKTHOW paboTbl pexmnma pennukaumm b paboyne okHa
dawnna start Ha cepBepax Master n Slave pomkHbl ObiTb 3anyLleHbl Bcerga.

lpumeyaHue:
7 B cnyyae 3aKkpbITUsi 0QHOro 13 dainoB start CUHXpOHM3aUnsl aHHbIX OyaeT noTepsiHa.

9. Cospgante cermeHTbl B MeHegkepe PERCo-Web:
1) OtkponTte meHedxxep PERCo-Web v nepengute Ha Bknagky Hactpowku. Ha naHenu
PacnpepeneHHas cuctema akTUBUPYNTE pexmMMbl MyribTUcepBepa 1 pennmkaumm BL.

PacnpefeneHHasa cuctema

Pexum MynbTUcepBepa

(\.
(\.

Pexnm pennukaumn B

Cerment -

J[efcTBUA C BbIGPaHHBIM CerMeHTOM

2) C nomowpto kHONkn [o6aBUTb CermMeHT Bbi3oBUTE OKHO [lobaBneHue cermexTa.
Cospainte cermeHTbl Ans cepBepoB Master n Slave.
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[o6aeneHune cermeHTa

Wma cermenTa MagHbIA ourc

XocT 172.17.0.144

omma

3) Bbibepute cermeHT cepBepa Master OCHOBHbIM C MOMOLLBIO KHOMKM CaenaTtb OCHOBHbLIM
CermMeHToMm.

- lMNMpumeyaHue:
u MNMocne BbiGOpa OCHOBHOrO cerMeHta Heobxoaumo nepesanycTutb CepBep CUCTEMbI
n Web-cepBep.

3akpenneHve BbIOPaHHOrO cermMeHTa 3a CepBepOM [OMKHO MPOUCXOAUTb Ha TOM Xe
cepBepe, KOTopbI Heo6xoanUMO NpuBA3aTh.

4) B cnyd4ae HapyweHuss paboTbl OQHOMO W3 CErMeHTOB, ApyrMe CerMeHTbl npogornkat
PYHKLMOHMPOBATD.

2. HacTtpounka pacnpenenéHHoOM cucTtemMbl C UCNONb3oBaHUeM obLwen 6asbl
DaHHbIX

1. Ha ogHom un3 cepepoB PERCo-Web cospnainte 6a3y gaHHbIX.

2. OrtkponTe Bknagky OnacHas 3oHa MeHedxxepa PERCo-Web 1 ckavanTe CEKPETHbIN KITHou.

OnacHas 30Ha

CeKpEeTHBIA KNoY

CkayaTb CeKpeTHbIf KoY

3arpysnTb Ha cepBep CeKPETHbIN KoY _',, BoiGepute dain

3. PacnpocTpaHuTe COXpaHEeHHbIN CEKPeTHbIN K4 Ha BCe ocTarbHble cermMeHTbl. B utore
Ha BCex cepBepax AOMMKEH ObITb 3arpy>XeH OAWNH U TOT e CEKPETHbIN KoY.

4. Tlogkntountecb K co3gaHHoM B[l ¢ ocTanbHbIX CerMeHTOB, YKa3aB XOCT, MNOpT,
UMms nonb3oBaTtens, naponb W HasBaHue B[ Ha Bknagke HacTtpowkn MeHedxepa
PERCo-Web.

HacTtpoiika nogkntodenuna b,

XocT 172.17.0.235
Mopt 3306
Mone3osaTtens root

Mapone 123456

O6paTtuTte BHUMaHWe, 4TO AN KOppeKTHOM paboTbl JaHHOro pexuma Ha Bcex cepepax PERCo-
Web pomkHbl 6bITb YCTAaHOBNEHbI OAUHAKOBbLIE HACTPOMKK nogkritoveHus bl.
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lpumeyaHue:

W Monb3oBatens MySQL gomkeH obnagatb npaBamu nogknoveHnst K B co Bcex xocTos,
roe yctaHoBneHol cepsepa PERCo-Web.
5. Otkpointe meHeOxep PERCo-Web v nepeinigute Ha Bknagky Hactpomku. Ha naHenwu
PacnpepeneHHas cuctema akTUBMPYMUTE PEXUM MyrbTUCEpPBEpPA.

PacnpefeneHHas cuctema

Peskim MynsTUCEepBepa

Pexxum pennukaumn B,

Cerment M

[leficTBKA C BbIGPaHHBIM CEMEHTOM
PEMKTVIPOBETI: CerMeHT yABJ'WITI: CermMeHT

6. C nomouwbto KHoNkM [lo6aBUTbL CerMeHT Bbi3oBuUTe OKHO [lo6aBneHue cermeHTa. Co3nanTe
cermeHTbl anst cepsepoB Master u Slave.

7. Bbibepute cermeHT cepBepa Master OCHOBHbIM C MOMOLbK KHOMNKM Caenatb OCHOBHbIM
CErMeHTOM.

lpumeyaHue:

W Mocne BbIGOpa OCHOBHOrO CerMeHTa HeobxoauMMmo nepesanyctutb CepBep CUCTeMbI
n Web-cepBep. 3akpenneHve BbIGpaHHOTO CEerMeHTa 3a CepBepOM OOMKHO MPOUCXOANTb
Ha TOM Xe cepBepe, KOTOpbI HEOGXOAMMO NPUBS3ATH.
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MpunoxeHune 2. Peanusauusa MHOroypoBHeBOW Bepudunkaumm

B cucreme

npegycmoTpeHa BO3MOXKHOCTb MHOF0ypOBHeBOIZ BepI/leI/IKaLl,I/II/l COTPYyAHMKOB

n noceTutenen. PaspeweHve Ha npoxon 6yaeT BblAaHO TOMbLKO MNOCMNe MocnenoBaTernbHOro
noaTBEePXKAEeHMS1 COTPYAHUKOM WM MoceTuTernem npaB AOCTyrna Ha KaXaom YpoBHe. YpPOBeHb
BepudmKaLmMn onpeaensieT o4yepenHoCcTb 3anycka Tuna Bepudukaumn. BoamoxHo BbiGpaTth OT 1

00 4 ypoBHEN Bepudunkaummn.

,D,J'IFI TOro, 4TobbI 3aaTb MHOroypoBHEBYH BepVICbI/IKaU,VI}OZ

1.

Wcnonb3ya naHenb Hasurauumu,
«AQMUHUCTPUPOBaHUEY.

nepenauTe B nogpasgen

«KoHdmrypaumsa»

pasgena

B pabouenn obnactu cTpaHuubl BblAENUTE KOHTPOMSEP WM WCMOMHUTENbHOE YCTPOWCTBO,
Ansi KoToporo 6yaeT Npou3BoOAUTCS KOHUIYpUPOBaHNE MHOrOYPOBHEBOW BepUdUKaLnK:

Haxxkmun

Kondmrypauma

MomeweHna

JNroGoi Tun

CocToanwe ycTpoiicTs

TE KHOMKY

- Dfume n

Cobeimua

apameTpel

- E] Xonn

-

(
(
(
(

KonTpoanep CTL14.1

“.:; JleycTopoHHWA zamok N21
“.:; JleycTopoHHWA 2amok N92
“.:; JleycTopoHHWA 2amok N3

“.:; JleycTopoHHWA 2amok N4

B Kopuaop

- M rs
®
®

Bouan 30Ha
Koutponnep CL15.7

Koutponnep CL15.1

PERCo-Web

LaGnoHsl kamep

[HekoHTpoAMpYEMEA Tep..—V]

[HekoHTpoavpyeman Tep...—xxx]

[HekoHTponvpyeman Tep...—verif50]

AsMmnHWCTpaTop d

Cucrema

CTpaHuua, oTpaxatrllada Ha3dBaHUe KOHTponnepa Ui NCNONHUTENbHOIo yCTpOI;ICTBa.

B oTkpbiBLEMCH OKHe nepenauTe Ha Bknagky HanpaBneHue. B paboyen obnactu Boibepute
Bknagky Bepudmkauus -> YpoBHU:

Kondpurypauuna

(8 Kontponnep CL15

Hazsanune

Kotrrponnep CL157

Cerment

Xonn

Brixoa 3

Hexo

Bxon s

HTponupyeman TeppiTo... @

He Bribpado

Crncox NFC yerpoiicTe

Cets

PazHoe

Hy

Hanpaenenne

3almTa oT nepeaaqn
waeHTudukaTopoe COTPYIHWKOB
(Antipass)

3awWmTa oT nepegaun
waeHTMGMkaTopos NOCETUTENEM
(Antipass)

KoHTpone EpemeHu Ana
waerTuducaTopos COTPYAHUKOE

KeoHTpONE BpemeHm ana
waeHTMGMKaTopos NOCETUTENEN

Bepudukaums
KUMHCCWOHMPDEEHV\E

WzbiMaTs MAEHTHOUKATOPEI
NOCETWTENEA

MoaaepxKa KapTONPHEMHUKE AN
waeHTMGMKaTopos NOCETUTENEN

Cogr

YpoBeHs 1

Coor

Codr, ecan noakioueH

nay

BBY

BBY2

BBY3

MNAY eeibopouro
BBY sriGopouHo

BBY2 suiBopouro

BBY3 eniBopouto

CueTumk Npoxogoe

Ankobapeep

AnxoBapeep BbIGOpOUHO

Yposehb 2

Cotr

PERCo-Web

BEPHYTLCA K CNHCKY

nay BBY Cugtumk

Aamumncrparop )

AnkoBapsep

PeAaKTVIpOBaTb Ha naHenn WHCTPYMEHTOB CTpaHuLbl. OTKpOGTCﬂ

?

KomaHabl Ans ycT policT Ba
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5.

176

Bbibepute Tunbl BepuduKauunm AOns COOTBETCTBYHOLWMX YypoBHeW. [lpumep napameTpoB
A5 MHOrOypOBHEBOW BepUdUKaLnK:

YpoBeHb 1 YpoBeHb 2 YpoBeHb 3 YpoBeHb 4
Codt Codt Cobr Cogt
Codt, ecam noakntoueH Codt, ecnm nogknkoueH Codt, ecnm nogkakoueH CodT, ecau noaknoueH
nay nay nay nay
BBY BBY BBY BEY
BBY2 BBY2 BBY2 BBY2
BBY3 BBY3 BBY3 BBY3
NAayY eeibopouxo NAay esibopouxo MNAY eelbopouko MA4Y eelbopouro
EBY esibopouHo EBY eribopouno EBY eriBopouko BBY eriBopouno
BEBY2 emibopouro BEBY2 emiBopouro BEBY2 eniBopouno BBY2 eriBopouno
BBY3 ewiBopouno BBY3 eniBopouno BBY3 eriBopouno BEY3 eriGopouno
CueTumk Npoxomos CueTumK NpoOXoL0s CueTumMK NPoXoaos CueTUMK NPOXOACE
Ankobapeep AnkoBapeep AnkoBapeep AnkoBapeep

Ankobapbep BeibopoYHO AnkoBapeep BoibopoyHo AnkoBapbep BeiBOpovHO AnkoBapeep BbIBOpOYHO

BbibpaHbl crnegytowme napameTpbl:

e YpoBeHb 1 — BBY;

e YpoBeHb 2 — BBY2;

e YpoBeHb 3 — BBY3;

e YpoBeHb 4 — CochT, ecnu nogkntoveH n NAYy.

HaxxmuTe nooyepeaHo KHOMKK CoxpaHuTb U3MeHeHus B  YCTPOMCTBO
1 BepHyTbcsl K cnucky. CTpaHuua KOHTponnepa MInu UCMOSHUTENbHOMO YCTponcTBa byaet
3aKpbITa, HACTPONKN COXPaHEHbI.

Tenepb Npu Npoxode COTPyAHMKA WNM noceTuTens OyaeT 3anyckaTbcs Bepudmkaums

B cneayloLwem nopsiake:

e YpoBeHb 1 - BBY;

e YpoBeHb 2 — BBY2,;

e YpoBeHb 3 — BBY3;

e YpoBeHb 4 — Ha BbI6op Nnbo Bepudmrkaums vYepe3 Codt, ecnu nogknoveH, nuoo MNMAOY.
[ns ycnewHon Bepudukaumm 6ygeTr [OCTaTOMHO paspelleHns OoT O4HOro M3 Tuna
BepMdpUKaLmm 0gHOro ypoBHSI.

llpumedaHue:

Ona ankotectepa «Ankobapbep», WHTErPUPOBAHHOrO B CUCTEMY, MpeayCMOTPEHbI
oTAenbHble TUNbI Bepudmrkauumn: Ankobapbep 1 Ankobapbep BbI6OpoUHO. [1na opyrnx
MOZENen ankoTecTepoB Ucnonb3ynte Tmn sepudukaunn BBY, BBY2 nnn BBY3.
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